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Introduction [N

1 Introduction

This document is intended for Cryosenfeministrators and shows how t@dministerCryoserver
Version 1x.x Please note that most of this content is still applicable to previous versions of
Cnyoserver, notably versions 7 and 8.

Cryoserver is an email archive systemvhich is simple to setup and administer. Cryoserver is
functionally rich, resulting in a wide rangeaafministrativeoptions Thisdocumenthelps to provide
guidance orthe full range othoicesand when and why they may be needed

This documentovers the administrative functions of Cryoserver in two ways:

1 Essential Topics: covers thenceptf Email Archiving; from getting data into the
system to getting it back out again.

1 Administration Facilitiesvalks througheach panel and optiaof the Cryoserver Admin
area.

1.1 Roadmap

The Cryoserver product is constantly evolving and improving. We take customer feedback as well as
many other sources of influence to drive the product forward.

Cryoserver makes a refreshed release every 4 to 6 weeks that adds to or improves the product in
some way.Therefore the screenshots and comments in this document may not exactly reflect your
version of Cryoserver.

Customers with a Support and Maintenance agreememiacemay upgrade to the latest version of
Cryoserver, both minor and major version releasesvithout incurring any additional costs An
upgrade would typically take 20 minutes, with a 5 minute devame.

The administrative area can now indicate if there is a new version available (if the Server is able to
link to the outside world via HTTP). The administrator can then discover what is in the new release,
and decide if this would be useful to the businessvould address a particular issue.

If you would like to see some specific change in Cryoserver, or to report a fault, then please email
support@cryoserver.com

1Unless the support team need to provide ansite visit
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Welcome to Cryoserve i

2 Welcome to Cryoserver

Cryoseveris a system that can store vast quantities of email or IM transcripts (Instant Message
conversations). It indexes the content of each item and attachment data so that these items can be
searcled and displayed quickly and efficientlhis guide focusses on the administrative side of
Cryoserver.

The administrator(s) of a Cryoserver system has a humber of tasks to perform in order to:
1 Appropriately install and configure the system
1 Setup the data feeds that will fill the system with data
I To provide access to this data to users
1 To manage and monitor the system over time
The emails and IM data to archive into Cryoserver can be delivered in a variety of methods:
1 New mailJournaled from a Mail Server (e.g. Exchange/Lotus Notes)
1 Sent ovelSMTPor Collected from a mailbox usiPOP3IMAPor EWS
1 Existing mails, extracted from various sourgesich asSTor read from user mailboxes
Cryoserver can be accessed in a variety of ways and for a number purposes.

Throughout thi-locument,we refer to different types ofiser Cryoserver supports a small set of
user types, though each type can have quite a variety of capabilities that the administrator can allow
or deny or restrict; either to all users or to just selected accounts.

Administratorscannot search or view the archive datBlowever, this account is used to create or
configure the other users of the system; as well as nearly all other configurational aspects.
This document describes the full set of actions that an Administrator should be able to perform.
Some administratat 6 G & LJA OF £ f & aefiantsysterd) iwilt el Bavedstricvedzicdesds
and will not see all of the features described here.

Basid/ Active Directory (DAR Userscan, by defaultsearch only their own emails

Please note that Single Sign On [SSO] usiDigS SAML is supported, resulting in a Basic User
account type.

There are many ways to extend or restrict the scope of a Basic User, as described in later sections.

Privileged Usergan search across the whole repository, unless restricted by a searchable domain.

Privilege and DeletéJsersare privileged uses who can authorise an audited deletion of archived
data. The search query that contains the set of data to remove must be prepared by a different

2 Journaling is a very reliable way to gditcurrently flowing mail into an archive. However, there are times
typically with multiple Email Exchanges or when one is addeten aportion of mail is NOT journaled. This
will result in incomplete data in Cryoserver, and is not easy to detect in an automated way.
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privileged user.Please Noté¢hat this special user type is only provided on application, and is
normally disabled.

Data Guardiand NB5 aAYLX & SYIAf | RRNBaasSa (2 6KAOK WiIN}y
of actions taken bydministrativeandprivileged useis. meWo I 8 A OQ dzaSNE Yl & | f &2
transcriptsq as described in the Local Accou(dee sectiorb.4 below. And a data guardian that

reviews the emails of a search transcript will also be audited.

A data guardian doasot have a special login accountVhen the user logs in with their Active

Direcory (LDAP) or lochlasic useaccountc and their primary email address matches one of the

Data Guardians, then that user will see extra menu options specifically for data guardians (e.g.

Transcript Searglas described in the Cryoserver user guide).

2.1 Types of Cryoserver systems

Cryoserver may be installed as either a single company system; or as-temaifii system capable
2F K2aldAy3a aSOSNIf O2YLIyASaQ RIGlH®

Cryoserver can also work as a single standalone server, or be spanned over multiple servers (a
RAAGNAOMzA SR O2y FAIdzNICAARNPNBNEREBAGBYW ANBR dat NA YL

This document describes the Administration afilagle company systerand themastercompany
of a MultiTenant server.

2.1.1 Multi -Tenant Cryoserver

CKS g2NRA& ¢Syl yiés anvtasaddinigtaton dguideRe used tdzasatheS NE
same thing in the context of Cryoserver. A typarapremiseCryoserver system is designed to
support a single tenantthe company that purchased the product. However, it is possible to
provision a multitenant Cryoserver that will support completely separate email archives of more
than one company.

A multitenant Cryoserver can be used to:

1 Separately contain email data from differdmiisiness unitdor the same parent company or
3 NR dzLJP ' a{ dzLJISNJ t NA@GAf SISRe dzaSNJ GeL)sS OFly &
T .S dz&aSR Fa | a/t2dzR / NE2aSNIBSN) { SNBAOSE GHKAOF
unconnected customers.

A standard cryoserver system can suppgstto about250 separate companies.

9 A special Cryoserver edition will be availdaker in 201 7o support many thousands of
companies.
EveryMulti¢ Sy I yi &aeadSy gAff cKybicaf the firskoshpany Bdit O2 Y LI y &
system. An administrator of theaster companwvill access the full set of administration menus and
facilities that are documented in this guide.

For MultiTenant servers, there ardditionaladministraive usertypesg required to add,
administrate and control the tenantsThese ar@aot documentedhere;

CryoserveiV10Administration Guide 10| Page



Welcome to Cryoserve i

Super User Has full administrator rights to all companies.

[Tier 1] Region Manage Administers the Resellers (Tier 2) in their region

[Tier 2] Reseller Ability to add and administer companies in their region
Administratorsexcept for | ! ye | RYA Y Aa GNJ G2NJ 27 ohlythé b
the Master company) menu options that they have been allowed to access.

2.1.2 Mirrored Cryoserver

All Cryoserver systems can be provided as a single server or a mirrored pair. With a single server,
you will need tagprovide your own backup strategy. With a primafyA NNE NJ LI ANE GKS WYA
will store the processed email/IM data at the same time as it is being processed.

¢CKS WYANNBND &aSNIBSNJ A& | FdzZAf / NE2AaSNWSNJ aeadasSyd
can be reconfigured to be a fully working standalone system.

No extra administration is required. Nearly all configuration and management tasks for a mirrored
system are the same as for a standalone system.

2.2 Documentation for different user types

Basic

Basic LDAP

User Guide
Privilege/ Privilege & Delete

Data Guardian

Administrator Guide; this guide
Administrator
Initial System Setup Guides

Super User
Multi-Tenant Administration guide
Region Manager (Tier 1 user)
Initial System Setup Guides
Reseller (Tier 2 user)

This document describes thRdministrative featuresand actionsof a standard single tenant

/I NE2aSNISN) agadsSyo | 26 SOSNBYFYyH2¥LI WOt @ dzRVH SHE
access to a limited set of administrative areas. For this reason, this document still applies to the
administrators of each congmy of a cloud cryoserver.

Also note:

On a standard singleenant Cryoserver, the Super User / Region Manager / Reseller accounts
cannot be accessed or used. An Administrator has no visibility to these accounts under any
circumstances.
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2.3 7 E A @éwOn Version 10 Administration

The main visible change folersion 1@ ¥ / NE2 aSNIISNJ Aa (GKS FFTRRAGAZ2Y
Search users. This uses the latest browser technologies (HTML5 / Bootstrap / AJAX / and so on)

to provide an enriched experience. Howeg, there are also a number of changes for

administrators to take note of:

1. Every system must havenaw licenserecord. This is to suppobioth a wider distribution of
the Cryoserver productgaa Windows Installand to provide selkervice upgrades and
module downloadso authorised customers

2. CryoSMTR a newmail rverservice that Cryoserver can monitor and control. This is used
for receiving mail (both Journal and Import) for archivingis not intendedor sending mail
from Cryoserver (e.g. email alerts and forwdiodinbox). This is an optional module. It
works well for multitenant Cryoserver systems, particularly on Windows platforms.

3. Storagemanagementfacility, for associating services in Cryoserver to the most
appropriately sized Disk. For example, to start to use a hew Disk mount for archive data
when the current disks become fulNQTECryoserver is not able tmountor format new
disks ¢ that still has to be performed at the O/S level].

4. A vastly expandedPI-so a greater range of features can be accessed programmatically.
Use this for creating your owsearch Ul or to bin€ryoserver features directly into your
intranet or portal servica.

5. The ability to obtain updated releases of Cryoserver, as appropriate for your license. This
functionality will be extended to cover updates to certain modules.
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3 Getting Started

This part of the documentation will briefly run through the process needed to establish a Cryoserver
system.

3.1 Installing

Cryoserver can be provided as in a wide variety of formats, depending on your needs and budget.
The initial installation process will vary depending on you chosen format, after which the Cryoserver
configuration should be similar for all installation type

In generalwe request new customers to completgauestionnaire The aim is to provide some key
details that will be needed to assist during the initial install and setlile IP addesses othe
company and contact detaitand the names and email addressdsadministrators and data
guardians. It will alsindicate the type oemail ®rver that you have and &ny importationtasks

are required

Install type Installation Process Setup Process

Software Cryoserver Support will install the After install, this guide can be used fc
software on your hardware and a standard singkeompany setup.
provide setup guidance. For a multitenant system or any re

branding, some additional support
would be required.

VM Image or Request a Trial viaur website or = After install, follow the VM image
HyperV image from one of our resellers. setup guide.
Complete a questionnaire. Additional information for all aspects

Instructions will be provided on = of Cryoserver will be found in this
how to download and install the = guide.
VM Image, set IP addresses and
get started.

Windows Install Windows installers are being After installing, follow the guidance st
developed foVersion 10 out here.

Unlike a typical Linux (or VM)
install,you will have full access to
the O/Sc so IP address and disk
allocations will beset up without
special support requirements.
Upgrade / Update = Cryoserver Support or authorisec If you are updating from any previous
an existing resellers will need to update your version of Cryoserver tdersion 10
Cryoserver system toVersion 10 then you will need to complete the
License Setup Wizard.
After this no further setup is required
¢ but you may wish to make use of
some of the new modulessuch as
CryoSMTP service.

Atenant on a There is no Install as such. The Cloud provider will add the new
Cloud Cryoserver = The customer should complete a Company to their Cryoserver followin
system G Of 2dzR Odza G 2 Y SN the Multi-Tenant setup guide.
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Administrative tasks for that Compan
are detailed in this guide, but many o
the options may not be available to
the customer unless the Cloud
provider allows it.

After installing Cryoserver, you may need to follow any provided instructions for your chosen
platform to set the Hostname and IP address, set up DNS entries and add any extra disk allocations.
After this, you may start to access the Cryoserver systenthig\point the first thing to complete is

the Setup and License Wizard.

We strongly recommend that you create a suitable DNS name for the Cryoserver system, that will be
used as the Web address for users to access it.

Now you can browse to the cryoserver systefust enter thelP Addressr ServetHostnameor DNS
Nameinto a Browser. The first time of using Cryosewersion 10/ou will be presented with the
Setup Wizard

3.2 Setup / Licensing your Cryoserver

FromVersion 10all Cryoserver systems will need to be formally licensed. This will help when
providing support and guidanagand will enable selfelp features such as obtaining Upgrade
packages andpps /modules.

Thesinglef AOSyaS A& Faa20AF0SR 6A0GK |/ NE2aSNIBSNI WAy
1 A single standalone Cryoserver
1 A Primary Mirror pair
f ! RAAGNRAROMziSR &aSié 2F aSNBSNR O2yGNRffSR o6& |
1 Any of the above, when set in Mulfienant mode.

Everynew Cryos@SNJ a2 aiGSY GAITRIARSY2EA L AP WRzy2 AKWSKI f A0S,
provided. This will allow for 30 days usage for all modules. After that they would need to arrange
an extension to the trial period, or to raise a purchase order to convert the license into a full license.

Every existing Cryoserver system that is to be upgradé&tetsion 1Qwill need aicenseto be set up
beforethe upgrade process.

The resellers and distributors of cryoserver will have access to the Licence allocation system, and
should be able to provide customers with the appropriate license keys.

3.2.1 Setup / Licensing a New Cryoserver

A newly installed Cryoserver system will provide a setup wizard to guide you through the
initialisation of key settings.
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& https//f cryoserver.com/setu BOo-a¢ & Cryoserver - Step 1 - Welco.

Congratulations on your purchase of Cryoserver - the most comprehensive email archiving, compliance and forensic system

Identify A e used.

lation process followed by configuration wizard. This wizard must be run to.

Confirm - Setthe type, scope and usage of this server

- Register the ownes maintenance contact detaits
- Establish a service ficense, appropriate to these requirements

If you have already been issued with a license, please click on the below button and proceed o install the license

1f you do not have a license, you will be prompted for detalls and a default 30 days temporary license will be installed

Please contact your supplier o get the license validated
1D0 NOT HAVE A LICENSE

POWERED BY

You will be asked to provide your Detajlfor the License.

£ Cryoserver™

Welcome

Step 3 License- Trial Id Section

License Agreement

. . Please Enter/ Check the details below and save any changes.
License- Trial Id
Company Name

A Company
Identify

) Contact Name John Doe
Confirm

Contact Email mbeedell@cryoserver.com

Contact Phone 07886675445

Company Address 123 Company Street, Company Town

Language English -
Country United Kingdom M
Post Code ACO12AB

Then you can set the preferred URL that you and others may access the system. If you have created

a DNS name for the Cryoserver service, then include this here in place of the defhith would

be the host name of the server. All future emails tmetiude links to the Cryoserver web URL, such

a4 WLI ad62NR NBYAYRSNRS gAff (GKSYy dzaS GKAAa LINBTS
LT &2dz KIS GKS RFOlI FTA{S al SR ¢KSy @&2dz FAf{f SR
then be usedill in someof the details on the following screens!
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e @" https://fcs-pc .cryoserver.com/webwizard/license wizard.do? 'cerEp -8 G \@ Cryoserver - Step 4 - Identif...

Welcome

Step 4 - IdentifyMgyour Cryoserver
License Agreement

. . Cryoserver will be installed and confiy -ed as a Standalone primary Cryoserver.
License- Trial Id
W
Identify Preferred URL Hostname hitps:f mailarchive.acompany.com

Company Details

Upload Cryoserver Questionnaire XML file (Optional):

SMTP Setup
Confirm

The Identity section helps identify the server roles

Runmode: If the propesed configuration is that of a mirrored environment then select the "mirrored” radio button else select the
Standalone radio button for a non mirrored envirenment.
In runmode mirror the storage nodes will be replicated from the primary to the mirror in real-time.

Upload Questionnaire: The questionnaire provides a number of details provided before the appliance was delivered, that are
useful during the setup of this server. By uploading the file these details will be displayed at the appropriate places in this setup
wizard.

Please note it is recommended that the mirror server is configured and put onto the network prior to the configuration of
the primary server.

You will then proceed to enter the Company Details. There are 4 key parts that you will need to

complete¢ assuming that the Company address and contact details are the same as provided for the
License:
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Welcome
Step 5 - Company Details Sectio
License Agreement
License- Trial id Please edit and confirm your contact details. These are required so as to allow Cryoserver to provide technical assistance if required.
Identify Company and Contact Details:
Company Details Tag acom| " A short (3 to 16) character name for this company - used in the URL to access the login page.
SMTP Setup
Company Name A Company
Confirm
Contact Name ot Dos
Email mbeedell@cryoserver.com
Phone 07886675445
Address 123 Company Street, Company Town
Post Code ACO1248
Language Engiish -
Country United Kingdom -
Administrator Details.
Username Password Email
System Configuration:
Email Domain(s)
Enter email domains used in email addresses for this company
These are used to determine the direction of each email (inbound / outbound etc.) and to
«compute the number of Active Email Accounts at this customer
Data Guardians
Add one or more data guardians - these are just email addresses. Additional guardian
addresses may be added later.
These data guardians will receive transcript emails raised by some users accessing that
company's data.
Reference If you required a cross reference to an accounting system or similar, then add that code here. It
s informational enly
Cryoserver V9.0 POWERED BY

1. ¢ K Sagdlaméis used to identify your company within the Cryoserver system. It is used in
the URL when connecting to the system, and elsewlgexe described in other parts of the
Administration Guide.

Thetagname A f f R $rfdsat ¢ibut yo@maygichange this to a short name that you would
recognise and remember.

SoF2NJ GKS O2YLIye yIFIYSR a! /2YLIlye [(GR¢e¢ 6S Yl @& dz
here:

Company and Contact Details:

Tag acomp A short (3 to 16) character name for this company - used in the URL to access the login page
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2. The firstAdministrator account must be defined. All other accougtscludingadditional

administratorsg can only be added after logging in with this account. So please make sure
you take a note of these settings.

For theUsernamefield: We recommend that you use your standard network login username, or
a2YS TFI YAT AL NJ dz& S NY | _¥dnke. Thig is 9 prévehkpossiledzsued Hidd yf R a
Active Directory / LDAP integration is configured.

Administrator Details:

Username Password Email

jdoe_admin ssssssseae jdoe@acompany.com

3. Your company may receive mail using a range of diffesendil Domaing the names that
appear after the @ sign in an email address.

Please include here at least theainemail domairg if LDAP integration is to be set up later, then
the remaining domains can be obtained from there.

9y GSNI SFOK R2YIAY Ay (AN Ay SINKGS LT AKNEAS o 2RERES R YRR |

System Configuration:

Email Domain(s) %

acompany.com

Enter email domains used in email addresses for this company.
Cryoserver.com

These are used to determine the direction of each email (inbound / cutbound etc.) and to
compute the number of Active Email Accounts at this customer.

4. And you Wi need to add at least onPata Guardian. These are just email addresses of any
people that should audit the privileged searchaatministrative activity.

We always recommend that you provide 2 data guardiaosto ensure that they are not given any
other privileged access.

Data Guardians ssmith@acompany.com

Jlisher@acompany.com Add one or more data guardians - these are just email addresses. Additional guardian

addresses may be added later.

These data guardians will receive transcript emails raised by some users accessing that
company's data

L ¢2dzf R ySSR (2 LINBaa

0 KS sénitRBacompadgicone tife list gf 2 NR S NJ
Data Guardians.
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2 KSy 82dz K9S FAYAAKSRE LINBaa ab9o-¢é¢ (G2 LINRPINBaa

We now need to provide a way for emails to be sent out from the new Cryoserver system.

You may enter your internal email sengperhaps your Microsoft Exchanger an external mail
forwarding service (like MessagelLabs).

Welcome

Step 6 - SMTP Setur

License Agreement

License- Trial Id MailServer Address mail. acompany.com

Identify SMTP Connection Type Plain [v] onPort| 25

Default SMTP port 25, SSL port 465)
Company Details (Defaul poi port 465

m et e S

Confirm

Alert To |

Add one or more data guardians - these are just email addresses. Additional guardian
addresses may be added later

These data guardians will receive transcript emails raised by some users accessing that
company's data

Alert From Mailarchive Alerts <mailarchive alerts@acompany. com=
“

MailServer Address: The IP address of the SMTP server used for sending email alerts
SMTP Connection Type: Connection type for the MailServer

Test Email: Test email address.

Cryoserver V9.0 POWERED BY

Cryoserver will send out an alert at the end of each day, summarising the mails that it has processed
that day. And if there are any issues, the system will also send alerts. You can add as many
recipients for these alerts as you wish. You could aldlodie an address provided by your reseller

or cryoalet@cryoserver.com

tKS QASYRSND 2F GKSa$S [ t SNitdogshatadcedshdly hdve tf bemS | y &
real address. If you wanted this to have a friendly namefype that first, followed by the email
address in <angle brackets>.

CKS GbSEGE aONBSYy Aa 2dzald | O2yFANXIGAZ2Y LI ySt o
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Tt Fos ol the mections. To apply ess seting clck o "ty shes <Bck on Tancel o seost ol setings.

tion

4 Compamy
Jote Doe
mbeotoldcryosenar com

Funmada Standikna

PratersauRL akanchien acompiny com
Company Details Section

Company Hama A Company
Contact Mame: Jotes Doe

Aoart Fram

POWERED BY

It will ask for one final confirmation.

T

b YOSErver.com

jfisher@acompany.com Message from webpage

Are you sure you want to continue?
mail acompany.com

e Plain on Port: 25

Mailarchive Alerts

o This operation would apply values of all the sections displayed.

mailarchive alerts@aca

And then it applies all of this configuration to the new Cryoserver system, and then restarts the

services.

Iy

Please wait applying cryoserver settings...

7y
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It can take a minute or twq no longer than 5 minuteg and then the final screen should show:

z Cryoserver”

Current status: Running

Version 9.0.0-beta.3 ® Copyright 2016-2017 cryoserver.com

The screen will be different if this new cryoserver is unable to access the internet. In that case it will
ask you to download a file to send to the license for confirmation.

wSasSi GKS oNRgaSNRa ! w[ oFO1 (2 GKS WLINBFTFSNNBR d
and now you should see the standard Cryoserver login:

e = https: acompany.com, FD . | < > Cryoserver - Login

Cryoserver™

Username:

Password:

B Remember Me

Create Outlook Folder Link To Cryoserver
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You will now need to log in using the administrative Username and Password that you entered in the
Setup Wizard. The defadtministrator login, as documented in the Administrators Guide will not
be available.

CKS aeadasSy gAaftt y26 0S Ay GuniNssyol haeedtRathed allicgrRe dza S+ 6
with different limits and applied this at the start of the Setup Wizard.
3.2.2 Following an Upgrade

If you have been using Cryoserver already, and it is upgradédrgion 10then the process is a
little different.

Here you will need to loefn with an administrative username and passwaqras these should
already exist from before.

Cryoserver™

ome to Cryoserver!

Your Cryoserver has been successfully upgraded. A license needs to be installed before Cryoserver can be used.
The following steps will lead you through the installation of the Cryoserver license.

Please login in order to proceed further

Username: | |

Password

LOGIN

Version 9.0.0- © Copyright 2016-2017 cryoserver.com

After a successful login, you have only one chqiteeapply a License. This shoblave been
emailed to you prior to the upgrade process.

Cryoserver Upgrade

Your Cryoserver version has been upgraded to support licensing and a license needs to be installed before Cryoserver can be used.

If you have already been issued with a license, please click on the below button and proceed to install the license.

YES | HAVE A LICENSE

Version 9.0 0-beta?2 © Copyright 2016-2017 cryoserver.com

N>

hy (rét8llLigense LI ySt X €2dz Oy SAGKSNI dzLJX 2F R GKS [AO
you can open the .dat file iINotepad, and copy paste the content.
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=)

MESSAGE | DEVELOPER

Install Lic Grigrore X [ L 3 Emtetng | P 4 To Manage Y Bres oy P s
E ce N Lol S € = 3 Team Email v Done " 5B OneNote e Gt o [ Related -
junk= Delete  Reply Reply Forwsrd [T pgre = - N love ~ s egatize Follow e
g Junk A o M 3 Reply & Delete  # Create New o EAdions* | ypresd up~ I3 Select~
Delete Respond Quick Steps . Move Tags ] Editing Zoom
Select License Input Mode ® Enter License O Upload Mon 10/04/2017 16:02
Text File

LicensePortal@

Srver.com
If you have submitted a trial request you would have received a | Trial request for Cryoserver approved
paste the license file in the boxes below. You must enter details i ©

Besdel

If you already have a full license then you may use this for a new| -¢ = Lcense requests

please contact Cryoserver to purchase a new license, .
Message license.dat (1 KE)

. . Il
License ID: 160 Dear Customer,

Your trial request for cryoserver has been approved, now you can use Cryoserver product for a trial period of 45 days from Apr 10, 2017,
Pacte the cense N NNDOWaGHETISKacNRUFKAR MOy K 72yad  Please find below your license ID. The license textis induded in attached file (license.dat). Please contact us if you need any help in setting up Cryoserver.
mMsClrfdéadmGR 1.Vw3QjeGOp2gAUhhCUM

here eFVOMKZVmAnATYNTILda 1gHICO4S+myvip]  Your License Id: g76bi
XQIBKC21pKFBUBSICHRMEHEXES1WE 0272
PYMAWBIHKIANYBLAGsGRIUBTyXuS3YFraE]  If you are unable to upload the attached license.dat file into Cryoserver, then open ina text editor and copy and paste the license text into Cryoserver.
DovmoXieDITowEdHSMe 19ptMeTagoUgTs ;
| yluyak1U4DusBMHw VNIl dmodOgukireEne|  Regards B foemsu.dot (aad Ory) - Notepacd? B 0 *
license @cryoserver.com File Edit View Settings 7
-3 2 ab &= 3 &
Version 9.0.0-beta.2  © Copyright dEad LA |G QS0 R
» hLPwEmoOf jNxuscxz 1610ehi xsbed 5 /SLMKemE j BypY ] c/KL: y TdravfL
1/nf yR1/UBV /ShLTTNGCFMT: Q21 901
. R2vyBaC ORSX+TrT7g14, g1 /SACCBTYMDTVLA 3I80KN1ZNQIRBGLND1 UL VPQOZOFNNFZW

The details contained within that license should now display on the web page.

Make any minor corrections to the Company and Contact details that were included in the License,
and then you may install it.

If the details are completely incorrect, then please do not installittense. It may have been sent
to you by mistake.

License ID: 176b1

) OtBgh++z8jZ26x5INY SwqRjmfY NvpEWaqH3 TsKacl "
Paste the license RUPKAWYMCTyKx72y4dNKAZmMsClrd6asmGR1JV A FETCH DETAIL
here w30QjeGOp2gAuRhCUM1RSeFVQ/MAZVmdnA1YNT d

JLda1gHiC%45+mvip7UzTXQIiBkCi2 1pKFBUGSICHR.
MSHEXEITWE0z/zHtKTPvIM2u/8JHKJANY 8L4gs GkJ
UBTyXub3rYFrabQM490ovmoXiicD/TcwEdHSMe 19p
tMeTagoUtkfq75MP5yiuyak1U4DudBMHw3v5NIfydm v

The following details are included in the license. Please check and make any changes if any of the
details are wrong. The updated license will be returned to FCS(UK) Ltd. at the end of the wizard.

Company Name Win Cryo

Contact Name Merlin

Contact Email merlin.beedell@cryoserver.com

Contact Phone 88372983428

Company Address Here

Language English -
Country United Kingdom -
Post Code HTHT

INSTALL LICE|

Version 9.0.0-beta.2  © Copyright 2016-2017 cryoserver.com

Orce installed, if the oserver is able to connect to the internet, then it will contact the License
System to tell it that the license has now been installed.

CryoserveiV10Administration Guide 23| Page



Getting Started N

Cryoserver License Upgrade - Status On Apply

License has been installed successfully with License ID g76bi
Installation details with license have been emailed successfully to license@cryoserver.com

Cryoserver services will be restarted now, after which you can login to Cryoserver.

Version 9.0.0-beta 2

© Copyright 2016-2017 cryoserver com

If the Cryoserver is unable to access the internet, then you will be asked to download and forward

the licence confirmation data back to your reseller olit@nse @cryoserver.com

Once you connect to Cryoserver, you will be able to review your License from the administration

area:

017 07:00:00 TO

05, 2017 (after 15 days)

3.3 Basic Setup

After Installing Cryoserver you will then need to configure it with your details and requirements.

Summary

What's New

Company Configuration i

Monitor & Reports

Company Name:

Ha nnfin afian
"""
I Company Tag:

Company Settings

Contact Name:

Cutbound Email & Alerts Contact Email:

Diats Guardians Contact Phone:

Local User Accounts Company Address:

Restore & Authentication

LDAP Servers Company Postcode:

User Directory Country:
Mail Collector {IMAR/POP3) Language:
| Licensed users limit:

URL Hostname:

SMTP Service

|
AT, o oTED i

sections of this guide.

Enable Login Remember-M

The key parts to complete here are:

You will need to log in to Cryoserver using
either the administrative username /
password that was set during the Setup
Wizard, or the default administration user
as documented in the instructions here or
with your product notes.

Then it § strongly recommended to access
eachofi KS .
panelsc completing any of them as

needed. Once these have been completed,
you will be ready to get email data to flow

Ayliz2z GKS aeaidisSvyo 9l
/| 2y FAIdzNI GA2yE LI ySt

1. Local User Accountsfor additional Administrators, plus Basic or Privileged search user
accounts. See secti@gn5for a description of the various user types; and sectatfor

details on adding each type to the system.
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2. LDAP Connectiogif the Cryoserver can access your Active Directory or eDirectory or
Domino LDAP service, then it can be used for a range of useful purpbeesostly to
allow your staff to log in to view their own emails.

Please refer to later sections of this guide that detail each of the Basic Configuration. panels

3.4 Current Mail - Journaling

Getting mailinto Cryoserver is the next main steg. W2 dzNJ/ | € Ay 3¢ A artakifgd O2YY2y
copy ofnewmail being receivedr sent from an organisationMicrosoft Exchange / Office 365 have

very good facilities for Journaling; and Lotus Notes have a similar sydimmy.other mail servers

have a journaling type facilitpo. And for others, like Gmail or Hotmail, Cryoserver can use facilities

fA1S GKS dalAfo2E wSIRSNE Ay F LRffAy3I Y2RS (2 §

Please review sectiof 2 - Mail Journalingor full details on the setup of Journalifgy a variety of
mail servers.Here is a short summary

3.4.1 Exchange 2007/10/13/16 and Office 365

1 Add anSMTP Outbound Connectdor complianceinternet.co.ufor the domain that
you have been advised to uge)the ip addres®r DNS namef the Cryoserver. Ensure
the costis lesghan the default (*) connector. i.e. this cost is 1, and the default cost is 2.

1 Add aContactfor cryouser@complianceinternet.co.akthe email address that you
have been advised to use.

1 Send a test email to the contagit should pop into Cryoserver and show on the
monitor page as processed.

1 Add aJournal Ruleat the HUB transport levelr at each Ma#HStorecontaining
mailboxes that you need to journal. Set the Journal Recipient to be the contact / email
address that you have been advised to use for Cryoserver.

3.4.2 IBM Lotus Domino Notes:

1 Add an SMTP Outbound Connector documentfimplianceinternet.co.ufor the
domain that you have been advised to use}he ip addres®r dns nameof the
Cryoserver.

9 Edit the [global] server document to enable Journaling [can be tricky to find this tab] TO
I WXy Rt RFGEFOF &S ¢ Adiysusei@cSmpkanceirteinetlcd(@ MB & &
address you have been advised to use

Add a Journal Rule, to specify that all mail is to be journaled.

Add the SMTP Outbound Security to allspecificjournal headers to be transmitted to
the Cryoserver.

3.4.3 Novell GroupWise

1 GroupWise does not offer a Journaling functipimstead it uses the combination of a
Trusted Application (that has access to all mailboxes) and a retention flag (to hold
deleted items until archived).

1 Cryoserver has a separate Trusted Application utility that uses IMAP to extract new and
legacy email.
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3.5 Monitoring z what is happening?

At this point Administrators should be able to view the mail flowing into Cryoserver on the Monitor
page. Log in as an administrator, then click the Monitor menu. New mail items waiting to be
processed appear in the Spool QuelE [A spool agent starts to process these itefd]s [

Monitoring

Actions |

Node Host State Information
Server clock: Tue Dec 20 05:17:01 GMT 2011
MTP not set

=d-001 fes-aceraspirel <nline

se-001 fcs-aceraspirel nline 1

sponl size = 3, respool size =0

error queue size = 0, processed = 0

agent 0 none, 0B (7 minutes) 2

agent 1: uSrzURgkqgl.q, 5.5%FE (2 seconds}
sp-001 fez-aceraspirel <nline agent Z: none, 0 B (7 miinutas)
agent 3; YermhoxernmiG g, 6.1 KB (2 seconds)
agent 4: IakfrpGAcm, g, 967 B (2 seconds)

agent 5i none, 0 B [7 miautes)

=r=nni fre-ararasnirel inline FEMALR MR (Caleulated at 20-Near NR1TT &MY

Each time you refresh this page, you should see $h&focessed count go up, and at least sofe [
Agents (0 to 5) showing a small time (a few seconqdsilicating that they have been, or are, active
with new email.

ze-001 online

aceraszpirel : 3
spool size = 3, respesotSize = O
error queue size £ 0, processed = 2
agent 0: none, 0 B THE-rinntes)

fos- cnline agent 1: none, 0B (1 second]

aceraspirel agent 2! none B [10 rinutes)
agent 2! none B [2 rminutes)
agent 4! none BT Fecandi— -
agent 5! none B[l secand) 2

zp-001

.0
.0
.0
.0

LF @2dz Oty &aS8SS YIFIAf Aa 0SAy3 LINRPOSaaSRI (KSy LINEB
releases any new email data into the Search engine, otherwise recent mail will not be found

immediately when searching. Indexes are refreshed circa evemyirdftes, or as defined in the

admin area. To optimise the system we do not expect a user will immediately search for an email

they have just sent/received, and this is why we stage the refresh.

Log Out of the Admin area, and log in as a user (one that you added earlier in the Cryoserver admin
area, or if LDAP settings were configured: your usual networkidsand password). Press the
Searchbutton ¢ do you see any results?

3.6 Legacy Mall

Next you may need to get your existing email into the arcqigeS O t £ (KA & .&2dzNJ af S3
There are many sources of this data, but you will probably wish to do one or more of the following:

9 Extract mail fronuser mailboxes For this themailbox readefeature of Cryoserver is used.
See chaptel 0. This uses EWS or IMAP or POP3.

1 Extract mail fronPSTarchives. For this the optionpktimportmodule is recommended.
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1 Transfer mail that already exists.emlformat. For this themport manageifeature of
Cryoserver is usedSee sectio®.3.

1 Extract mail from other sourcesa range of other services are available. Please dishass
requirements with our technicianfer advice.

Please review sectiofi3for details on a variety of methods of getting mail into Cryoserver.

3.7 Web Certificate

To be able to view Cryoserver within the Outlook cliehty R G2 NBY2@3S ye& AGaOSNIA:S
that you may see in any standard browsengou will need to create a suitable Web Certificate. See
section4.9for full details on certificate creation and signifgelow is a short summanf two

approaches

If you do not have a suitable certificate already, thkese are thesteps to create one
1. DSy S NIS¢ifSigrled Qertificate TNBY GKS / NE2aSNIBSNI I RYAY | NX

2. hodl A Certifickt& Request; a small text file, typicallwith the file extention.cst. You
should be able to view it using notepad.

3. Register this ertificate request with a Certificate Authority (C&gither a service internal to
your network domain; or one of the many paid for public authorities.

4. Wait for the response from the GZ&which may be a few minutes for a standard certificate,
to a few days for a fully verified merchant grade certificate.

5. Upload the intermediate (chain) certificates together with your signed certificate. If this
A0S FrAfas GKSYy AG Yre NBEFGS G2 GKS aNR2(¢
javaruntime on the/ NE 2 a $éW8rS Gldnin the appropriate root certificate from the CA
and upload this as well as the intermediates and signed certificate again.

Ifyoul £ NB I R 8Wilechrdtertifitateg(one that starts with a * like *.acompany.comthat is
used on a number of different servers in your organisation, then a simplified approach could be
used:

1. Exportd 2 dzNJ WgAf ROIFI NRQ OSNIAFAOIGS

a. Fom anyWindows lIServer where the certificate is already registered. This
generated & ® LJABKE] Fidrrhafile)dhat is encrypted with a password that
you set during the export.

b. If you do not use IIS or a Windows CA, then you can export the certificate using
openSSL commands from a Linux system as appropriate for use with a Tomcat web
server.

2. Uploadthis.pix¥Af S Ayd2 GKS / NBE2aSNISNE (23SGKSNJ A
Administration, web certificate panel. It will replace any existing certificate on the
Cryoserver.
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,2dz oAttt ySSR (G2 NBadGlI NI / NE2aSNBSNRa 2S5S06 { SNBSN

KI$8 Fye AaadzSa F00SaaAy3d | NE shapENIDENS yI SKIGSNG yUdK A & 5
need to try a few times to get past Cryose®et NB RANBOUG (2 GKS KOdGLAY®

3.8 Starting & Stopping Cryoserver

You would not usually need to restart or stop Cryoserver, but if you did then please do not simply hit
the power buttonexcept as a last resdrtThe safest way is to use one of the following methods:

1. Use one of the shutdown / restart methods in the Administration areader the
management menu:

See sectior?.1for further information.

2. For aLinux based appliance or VM system, usety@ mgmtmenu on the console screen
or over a Putty session. Yaduostallation guidenas the Linusupportuser login details.

3. For a Windows based installation, use the Start/Stop scripts:

Recycle Bin

Cryoserver  Cryoserver
Start.bat Stop.bat

These batch scripts can be found in /opt/cryoserver/cryoserver/winwrapper/
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4  Essential Topics

This chapter summarises the key aspects of the Cryoserver Archive systemywilietp
Administrators understand how it functions.

4.1 Accessing Cryoserver

Cryoserver is accessed visVa@b Browsec S @Sy 6KSy dzaAy3d GKS ahdzif221 L
looks the various ways to access the Cryoserver web interface and how the Administrator may
control or set this access to others.

It is also possible to access Cryoserver via aevetbled API (Application Programming Interface).
This is SOAP based. It can be used to embed Cryoserver into a Portal or used to access the search
features from other deviceg like a mobile phone.

4.1.1 The standard URL

If youjust enter the Cryoserver hostnanigto your browser, then the system should resolve to the
standard Cryoserver interfackt(ps:// your-cryoservej.

Please NoteThehostnameof the server may be different to the web address that you would like to
use. For example, the server may have the hostnEgKLONDCRY1 But you would want users
to access it with a more friendly namermhilarchive.acompany.comto do this you would need to
FRR Fy W Q NBO2 NR mailgrchiveh gioNdacbrgpang.dalydorhains b {  F 2 NJ

Also Note:The Cryoserver web application name can be configured to be optional:

ladzr tfe GKS ¢So FLIWKEAOFGAR2Y yIYS Aa Ffglea | LILISY
https:// yourcryoservefcryoserver

But this is not always required, and the web server can be configured to not need a name:

https:// yourcryoserver

And, if desied, Cryoserver can lre-branded (on application) to have an alternate name, both in the

'w[ FYR Ay Yz2aid LI I OSa ¢ KGShNBonsckeén agdaneRailsy / NB 2 & SNIJ S
https://yourcryoservefacomailvault

Thedefaultinterface provides a logifor Basic / LDAP Basic / Prigieland Administrators. If
SingleSignOn (SSO) is enabled, ymayneed to logout in order to log in with a administrative
accountordza S SwKcB Identite T S, lif veithide (see later for details)

The default Cryoserver Administrative Login is:

Usernamecryoserver_admin
Passwordcryoserver
Email address: support@cryoserver.com (where any password reset would be sent)

Administratorsare encouraged teither:

1 Resetemail addres®f this account and then reset thgassword
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1 Oradd extra administrativaccounts one for each member of staff that requires
administrative access. Theisable the default account

All of these steps are described laterthisdocument
* AllCryoserver systegup toVersion 1Gcameg A (i K | cRBIBI W& dcondpany &g oft
ccryoseng © ofteiiva B8 f KS G ONEB2aSND¢ vy IFoBVesi@AQiie | RRSR
company tag and company name and contact details are set during the setup wizard.
Acompany tags:
1 Isa short namgbetween 3 and 16 characterf®r a company in Cryoserver

I Uses onlyowercase letters and numbersno spaces

f G Aa dzaSR Ay GKS !'w[ (G2 ARSYdGAFTe | &LISOATFAO
multi-tenant systems)

1 L& al 2R jhAasiCbrowser, syoumay find that it connects you correctiithout
including the company tag

1 Keeps your data separate on the senaachived data is stored on the server under the
company tag hame

f Can be used for the email addrgssmpanytag@youtrcryoservers KSy a 22 dzNy | f Ay 3 €
emails to the Cryoserver system.

9 It can only be changed on request.

Therefore, you will often see the URL iruydrowser including the company tag:

https:// yourcryoservelcryoservercryoserv

or

https:// yourcryoservefcryoserv

But if it is not included, then the web page will then try to use the tag name storedadolde

o X
e M nttps cryoserver.com, PO~ 8 3 cryoserver-Login

Cryoserver™ \ /

Create Outlook Folder Link To Cryoserver
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Figure 1 - The standard Login page
There are several placeholders the Administrator can control on the Login page:

1. Theadministrator can enable two extra options that would appear next to the login button:
L BingleSignGn o{ {hv A& SylofSR T2NJ (QuskComactdr ye& sz
6{{hvé¢ odzilizyo ¢CKAA dzaSa @2dz2NJ OdzZNNBy i 2 AyR2
Directory.
lf GSNY I GA DSt eReménbelzMO Y (KDOF aKSf GNBYSY0OSNI &2
Password as an encrypted cookistil you explicitly logput.
[SeeBasic Company Configuration & Advanced Configurati®ingle Sign Qn

2. ¢ K &reate Outlook FolderLitk gAff R2¢6yf2FR YR NHzy | =.{ &
SYGNE G2 GKS dzaSNIRa h dzi Thg Eolder wifl sh@&wfhie o £ £ O dzNN.
Cryoserver Web Page within Outlook.
[This option isenabledby an Administrator.SeeOutlook Folder Lirjk

3.y 2LA2YyIE W5Aa0ftFAYSND YSaalr3asS Oy oS | RRS
administrator, including itfont size and coloufSee Basic Company Configuration]

4.1.2 General Login for Multi -Tenant Systems

When logging in to Multi-TenantCryoserver system, and you do not specify the requa@ehpany

tag in the URL, and the IP Address of your PC is not within the IP Range of any single Cryoserver
O2YLI yeées (GKSy GKS aDSy S Nk6is¢agedybwake reqllesie8eatérA f f 0SS R
an email address and matching password.

ACompany Tags just a short name (between 3 to 16 characters, no spaces) that is set when a new
company / tenant is added to the system.

c A htps F— PO - @0 M cyosener- Login

A multi-tenant login when the crvoserverm 7% /

company tag is not provided.
The user must login with their

primary email address.

Figure2-Thedunk nown Logmpaget 6
1. ¢KS !'w[ R2Sa y20 AyOfdzZRS | a/2YLIye ¢F3AeEs |y
in a cookie.Either alter the URL in the browser to include the company tag, or...
2. As prompted, pu must enteryouremail addressrather than a Username.
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4.1.3 Accessing the Outlook interface

Adding the wordbutlook to the end of the standar@ryoserverURL will result in aimplified web

interface that is more suited for displaying within thacrosoft Outlookclient (Windows only,

ILILX SQa @OSNBAZY R2 S.altispestiusat diefidgleSign GrSS0)s ErbblaecS NE 0
as it isonly usable bydasicusers

¢KS FdzZAf !'w[ZX 6A0GK GKS GONB2ASNWSNE 6So | LILX AOI
https:// yourcryoservelcryoserverfcryoservoutlook

Though it could also be configured to a shorter URL:

https://your-cryoserver/cryoserioutlook

And if the company tag name is already stored as a cookie in your browser, it could just be:
https://your-cryoservefoutlook

Please noteOutlook will start &dresh browser sessiowhenever you accesbe Cryoserver Folder
shortcut Previoussearch criteria and resultsill be cleared

Administrative Notes:

1. Outlook willonlydisplay https. web pages that have\alid SSL certificate This means that
the certificate must:
Foal GOK GKS ' w[ K2 a iNAMERtchesithie SttpYBAMIBA TA OF (5Q4&
* The certificate date range must still be valid
F ¢KS OSNIAFAOFGS Aa NBO23AyAaSR Ceitifichtingd (0 NHza G SF
Authority (CA)
All of these points will be explorddter in this document.

2.C2NJ {{h oO{Ay3ftS {A3JYy hyo (2 iaeaMNiEX G K2R dZ W[ &Y dz
need to add the Cryoserver URL into the browsers intranet site list.
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acompany.com, BO - 8C @ cryoserver - Login

Cryoserver™ '

Basic Username:

Password:

W Remember Me

Figure 3 - The "Outlook" User Search Interface

CryoserverV9-Search
Deepfreeze Folderview

4 Inbox

- %% Clean Up ~
New New o
Email ltems~ *® Kok
e

4 Favorites

Inbox

Useful_Info

Sent Items
4| @cryoserver.couly

CryoserverV9-Search Properties

General Home Page Policy Permissions Synchronization

[Z] show home page by defaut for this folder
Address:

https://mailarchiveacompany.com/cryoserv/outiook/
Browse...
Restore Defaults
Outiook will download these pages for offline viewing and
check for updates whenever this folder is synchronized

Offfine Web Page Settings.

lember Me

e only use this system in accordance
company usage and security policy

4.1.4 Folder Replica view

Introduced in Cryoserver Version 8, it is possible to replicatehiookfolder tree of selected or all
users and public foldersand even PST File content. This process qdiie an overhead to the
Cryoserver system, but it is a very valuable extra service.

Advanced Search

SEGSyaArzy NBIljdzA NBR G2
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¢CKS FdzZAf !w[X gA0K GKS GONB2ASNUSWE 6S0o | LILIX A O i
https:// yourcryoserveicryoservef mycdfolderview.do

Though it could also be configured to a shorter URL:

https:/lyour-cryoservermycdfolderview.do

And if the company tag name is already stored as a cookie in your browser, it could just be:
https://lyour-cryoserveffolderview.do

If your account is not registered for Folder Replication, then the system will revert back to the
standard full search viemstead.

415 TheO# OAAOA / OOI T T E &1 1 Afdatuirel ET E O #0OUT OAOC
Users can add a folder link to Cryoserver using a link on the Login page. As an administrator, you may
control which view, described above, the user will obtain when following this link.

[<ll<]

M Remember Me

Create Outlook Folder Link To Cryoserver

Further details in sectiof.1.3

4.2 Mail Journaling

The termJournalingefers to the process dhking acopyof every email as it is being transported
through a mail server Some email systems have formal ways to achieve this, while others have
work-arounds The format of the Journal mail may also differ from system to sysfEmngs to
consider are:

1. WillBCGindDistribution Groupdetails be recorded? This is usually determined by the
Ay Of dzZENEVORE FRIGG T A G K (KS W2 dzZN¥xcHangglasle 2 F S| O
Notesand Teamwaresupport this feature.

2. Will it archiveDuplicatemails? Most Journaling systems will semdto 3 copiesf an email,
no matter how many recipients.

a. With Envelope Wrappefbrmats,you may get duplicate copiedg an email but with
different sets of recipients in each copy. Typically
* One forinternal recipients
* Another forExternalrecipients
* Athird for recipientsof anyDistribution Groups
These duplicateopiesmustbe recorded in Cryoserver.

b. With nonenvelope mailsany duplicates should be removed either by Cryoserver or
via the tool that captures the email for archiving. [Se@Email DeDuplication
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For mail already sitting in user mailboXgggacy Impor} other techniques and technologies are
needed to extract or export the email into the Archive. Mail extracted from user mailboxes do not
KFEgS GKS 2 NAX 3A Y lcand BidE andbrigival distituyoliSt ingindstion cannot
effectively berecovered.

Email Server Journal Technique Journal Email Format | Legacy Import

Exchange 2000/ Journal to an Exchange Plain (default) OR Mailbox Reader
Mailbox. Cryoserver IMAP | Envelope, as feature of
Collector used to download § determined by the Cryoserver, using
remove the emails. @ E S ailify.3 Q IMAP only.

Or a third party
utility to extract
emails. It could
read direct from
0KS a95. 4
database file.

Exchange Journal to Mailbox Envelope formatonly. |/ NB 2 & S NIJ ¢
2007/10& or Direct to Archive (smtp) Mailbox Reader
20132016 feature (using
IMAPor EWS).
Office365
GroupWise The CryoservdMAPbased | Plain (no envelope). TheCryoserver
Wrusted Applicatio2 O y, Trusted
scan user mailboxes. Application can
ARetentionfeature (if set) also obtain old
prevents deletion of user mal mail from user
until it has been collected. mailboxes.

Mail remains in the users
WiNI} aKQ F2ftRS

IBM Lotus Notes| Journal to Mailbox To V& Plain (no 3 party tools can
/ Domino or direct to Archive (smtp) envelope) be used.

{AyOS +*y3s HOR
flag has been included
and recipient data is
included in the emaill
headers.

Cryoserver IMAP
Mailbox Readec
if permissions
allow.

TeamWare Journal Direct RC3564, Delivery 39 Party tools
Report format. This
includes BCC and
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Distribution Group
recipients.
Scalix Journal Direct (bcc aktting) | Plain only 3 Party tools
MDaemon BCC Journalthough rules Plain only .EML File copy
are needed to capture group direct into
addressed emails Cryoserver.
SendMall Requires a pluin filter Plain only 3 Party tools
Most Others ¢ LIAOKfE& | afPlainonly 3 Party tools

4.2.1 Plain Email format (RFC822)

Allinternet mail is in this format but for the purposes of this discussion, we are referring to mail
GKIFIG R2Sa y2i AyOftdzRS 2yS 2F GKS aSy@St2LIS &NIF LIL

An email always starts with a HEADER. This shows key elements of the ®rhibs the&Subject:,
Date:, FromandTo:.

However, thefrom/to/cc text doesnot need to tally with theactual recipients. The text can be

quite random. Theactualrecipients [for a single domain] are provided and validated completely
separately to the email texand are included onlin the envelopepart of the smtp conversation.
Theenvelopewnould include BCC recipientavhich are never included in the email headers [except
for Lotus Notes 8with the JournalRecipient®ption turned ON.

Received: from localhost.localdomain (localhost.localdomain [127.0.0.1])

by mailhost3 (Postfix) with ESMTP

id 11342AB2BBA; Mon, 13 Dec 20 16 15:30:42 - 0500 (EST)
From: "whatis.com" <Whatls - A326FCBODD764F2D@lists.techtarget.com>
To: "James Hardy" <james.hardy@cryodemo.com>
Subject: Word - of - the - Day: positron

content - type: text/plain; charset=1SO -8859-1
content - Transfer - Encoding: 7bit
X- Mailer: TargetMail E - Mail By TechTarget.com

Message - Id: <20021216203042.11342AB2BBA@mailhost3>
Date: Mon, 13 Dec 20 16 15:30:42 - 0500 (EST)

Figure 4 - Example email headers

The remainder of the email is made up of the various patiedy text, attachments etc.
The problem with plain email journalira;d usually also for imported emaissthat
1. BCC Information witieverbe included; and

2. Bmail addresses cancludeDistribution Groupsnd Secondargmail addressesIn both
cases Cryoserver wilse LDAP, if configured, to expand these addresses as follows:

9 For any email addresses found in the From/To/CC headers that match anylafadhleEmail
Domainsi KI &G &2dz NBIAAGSNBR gAGK / NBE2aSNISNX
0 Convertsecondaryemail addresses to theorrespondingorimaryemail address
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0 Expand Distribution groups, to collect the primary addresses of every recipient.

This expansion of plain mail email addresses can be disabled via the administration akdv(see
Company Configuratign

4.2.2 Exchange Envelope Wrapper format

Exchange version 2000 sp 4 plus rollup fix August 2004, introduced a new format for Journaled mail
cbyaddingami 9 y @St 2 LJS 2 NJ LILIS NE @ CKAA oNILA GKS 2NA3IAy
final recipient. The original email becomes an attachmeand thus the original headers are

preserved. This is both very efficient to processaind alscComplianE | & A G Ay Of dzZRSa | f
recipients. Final recipients includdCQecipients,Distribution list recipients andedirected

recipients (wherehe intended recipient has a forwarding ruldjor outbound mail, it lists the

intended external recipients as well.

| Message

From: MicrosoftExchange329e 7 1ec88ae46 15bbc36aboce41109e @2007. local «
To: Mazhar Lateef

Cc technical

Subject: test 2

-] Message | .1 test 2 3.63 KB} (5 KE)

Sender: MBeedellfZ007.local

Subject: test 2

Message-Id: <EBESEFICISDT4E48B4C2ZC45B34451AT004F3445T79FEcry
Co: mlateefl !.local, Expanded: technicalf@ -local

Cc: HMBeedell@Zl07.locel, Expended: technicslfZ007.locel

Figure 57 An example Envelope Wrapped Email

Cryoserver will extract the recipients from the Envelope text. It will not need to expand distribution
groups or convert alias email addresses into primary email addredsefurther LDAP lookups are
required when processing Envelope Wrapped enwdad is very efficient.

4.2.3 RFC3462 Delivery Report format

This email format is only used by TeamWare email server for journaling purposes. All email systems
can generate a Delivery Report, typically where an email fails to be delivered and a report is raised to
identify which recipient(s) were affected.

This is a multi - part message in MIME format.

------ =_NextPart_000_01BC_01C57059.D81E45B0
Content - Type: message/delivery - status
Content - Transfer - Encoding: 7bit

Original - Recipient: rfc822; Merlin.Beedell@cryoserver.com

Final - Recipient: RFC822; Merlin.Beedell@cryoserver.com

Disposition: automatic - action/MDN - sent - automatically; displayed

X- MSExch Correlation - Key: EhM9pgVLAEKwWIYWQ8jyMog==

Original - Message- ID: <5B8E2C44131A5C459C5BA6D7DD397C0701700F11@SANDESHAZ2.Icyhg.com>

------ = NextPart_000_01BC_01C57059.D81E45B0
Content - Type: message/rfc822

Figure 6 - A delivery report

Cryoserver will extract the Original or Final recipient data from the Delivery Report, and will not
need to perform further Address Book lookup.
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424 , 1 000 .1 OAO O*1 00T Al 2AAEPEAT 06 A& Oi AO

Lotus Notes does not allow one email to be an attachment to another epaaiti will always

WFEFAGGSYQ ye |Gl OKSR -téydf thefmain énil. THsimaanditiailie 6 SO2 Y
WOy @St 2LIS 2 NI LILISNR T2 NI (nstéad, yh¢ exiendéd3ecipientldhti® NI SR 0 &
(bcc recipients and expanded distribution group recipients, plus any direct recipients) will be listed in

the email headers instead.

Due to the limited size restrictions on email headers, a single journal copy of an email may only list
up to about 100 recipients in this wayresulting in many duplicates for a mail sent to thousands of
recipients. Many additional headers are inserted by Notes Journajibgt the $JournalRecipients
header is used by Cryoserveand the values here are in FQDN (Fully Qualified Domain Name)
format. This means that Cryoserver will need to convert these to theiesponding standard email
address using LDAP in order to correctly index the email for each recipient.

X- Notes - Item: Tue, 7 May 2013 16:00:00 +0100;

type=400; flags=6; name=$NoPurge

X- Notes - Item: Lance Baker/Corporate Services/DCC Directorate/ tecton @ecton
Paul B Dunn/Operational Comms/Operational Services/ tecton @ecton ;

type=501; flags=46; name=RequiredAttendees

X- Notes - Item: Lance Baker/Corporate Services/DCC Directorate/ tecton @ecton ,
Paul B Dunn/Operational Comms/Operational Services/ tecton @ecton ;

type=501; flags=46; name=AltRequiredNames

X- Notes - Item: 1,

1

type=501; flags=46; name=StorageRequiredNames
X- Notes - ltem: Lance .Baker@ tecton.co .uk,
Paul. Dunn@ecton.co .uk;

type=501; flags=46; name=INetRequiredNames

X- Notes - Item: CN=Paul B Dunn/OU=0perational Comms/OU=C0perational Services/O= tecton
flags=6; name=TmpFromltem
Subject: Accepted: Quality assurance validation testing

To: Liz.Corte @ecton.co  .uk

Message - ID: <OF3DB6442B.101254C1 - ON80257B59.004870C8 - 80257B59.00487157@ tecton .co .uk>
Date: Fri, 26 Apr 2013 14:11:13 +0100

X- Notes - Item: 0;

flags=6; name=Encrypt

X- Notes - Item: CN=Liz Corte /OU=0perational Comms/OU=0perational Services/O= tecton @ecton ;
type=501; flags=2; name =$JournalRecipients

X- Notes - Item: 2;

name=$JournalResponsibility

X- Notes - Item: CN=NotesMail/OU=srv/O= tecton ;

type=501; flags=44; name=$UpdatedBy

X- Notes - Item: Fri, 26 Apr 2013 14:11:13 +0100;

type=400; name=$Revisions

X- Notes - ltem: tecton.co .uk;

name=FromDomain

I SNE Aa | aSOdAz2y 2F | [20Gdza b203Sa 22dz2NyIf SYIAf
Cryoserver will need to convert the fqdn nan@\=Liz Corte/OU=0Operational

Comms/OU=0perational Services/O=tectpto its standard email addreski¢.Corte @tecton.co.)k

via LDAP faoptionalservice on the Domino server].

PLEASE NOTE: If Lotus Notes journal mail is to be delivered direct to Cryoserver over SMTP then the
Lotus Notes Outbound SMTP service must be amended to allow tieserfalRecipients headers to
be included. This &rongly recommended

Here are a couple of descriptior#tp://itknowledgeexchange.techtarget.com/itanswers/domino
journalinggroups/
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l RR PW2dzNY I f wSOALIASYG& | YR Amwayd sehidfie folloBiyNatisSy (i 4 9 E L
items in heades ¥ CénfigRrdtionddocument MIME > Advanced> Advanced Outbound
Message Options

Always send the following Notes items in headers:

$JournalRecipients,
$JournalRecipientsExpanded_1,
$JournalRecipientsExpanded_2,
$JournalRecipientsExpanded_3,
$JournalRecipientsExpanded_4,
$JournalRecipientsExpanded_5,
$JournalRecipientsExpanded_6,
$JournalRecipientsExpanded_7,
$JournalRecipientsExpanded

¢ KSNBE NBlIazy GKSNB IINB ¢ym G2 Yohp Aa 0GKFG GKAA FAS
larger the 32K in size another field _n will be created. 9 will be more than enough for most
organisations.

4.3 Getting Mail into Cryoserver

Cryoserver processésternet formatted email(rfc822 in mime format) There areghree main ways
to transfer emaildo Cryoserver for processing

1. Deliveryto Cryoserver oveBMTP
2. Collectionby Cryoserver usinglAP, POP3 or EWS
3. Import .EML filesusingfile transfer.

We are often asked which is better between SMTP and IMARNS There is no real answereach
has its good pointslf the IMAP or EWS collection method is used, Bugoserveserver is down for
any length of timemail willqueue inthe journal mailboxXor as long as it takes to rectify the issue

(or until it exceeds its mailbcspace limits) SMTP deliverynayonly queue the Journal itemsvhen
Cryoserver is dowripr 2 to 4daysc though some Exchange versions will protect the Journal queue
and allav it to queue for longer.

4.3.1 SMTP email

In order for Journal copies of every mail to be delivere@tgoserver over SMTEhe following
setup details should be observed

1. Email AddressThe @yoserver system will only accept inbound mail for a limited set of
SYIAf | RRNBaaSao ¢KS RSTI dzf G 0 &thoygR otlietO NE 2 dza ST
addresses can be made availableNE 2 a SNIOSNJ gAff y20 aNBfl &g | ye
by mistake.
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2. Routing you may need to addredOutbound SMTBonnectoé¢ G2 G St f @2 dzNJ YI Af
to route mail to the Cryoserver system. This may be required when:

a. / NBE2aSNIBSNDRDa 5b{ WMXregsdrd RENSUL anyIX tecofd ot |y
email domain then mail servers will not be able to discover the server to deliver the
mail to.

b. . & LJ & a2 AdNIyailié ¥ o viotildigériedally need the journal copies to go direct
to the Cryoserver and not flow via anothef Barty mail service. Often these
external mail agents would either be unable to route thail to Cryoserver or be
unwillingto transfer journal format mails.

On-Premise Cryoserver systems

By default/ NB 2 a4 SNIISNJ aeé aidSyYa crgohser@com@idanelniérneydodikb adSKAA ( 2
SYFAfT R2YFAY 002YLIX Al yOSAY (I SNy Sidatdsdpaz] 0 R2Sa y2i
deliverable in the public internet. Therefore, yowstdefine an Outbound SMTRonnectorin your

email system in order routmailfor WO 2 YLIX A YOS A vy (i I& NddrEss ab B@rypskzive® (2 (G KS
system.

Cloud Cryoserver systems

Multi-Tenant or hosted Cryoserver systems will need to have a public IP address and hosnname. |

this case it would typically also have an MX record, so that journal email can route to it without the
YSSR F2NJ Iy ahdzioz2zdzyR {ac¢t [/ 2yQuddidBSMEPEonhetorS @S NE
to ensure that the journal mail routedirectfrom your email server (or Office 365) to the Cryoserver

system avoiding anyalil filteringsystems (like MessagelLabs) that you may be using.

4.3.2 CryoSMTP service

This service is new for Cryoser¥&@rsion 101t is an email server service, using SMTP, that allows

the mail flowg both inbound and outbound to be configured and monitored by the Cryoserver
Administrative area. It replaces the two platform specific servidesstfix on Linux and Windows
SMTP Seer. Itis based upon the Apache James open source mail server service.

4.3.3 IMAP / POP3/ EWScollection

Email can be journaled to a user mailbox on an email server, and then Cryoserver can collect those
emails using IMAP or POP3.

/ NE 2 a S NI S NI a(CrgoPuil)isés a readind-dsl@disegiénce, so that mail will be
removed from the Inbox as it being read into Cryoserver.

Cryoserver provides a simple Administration tool to create one or more IMAP/POP3 collectors.

4.3.4 .EML files (Legacy Exported mail)

Some Cryoserver and third party tools can extraaflmut ofuser mailboxesPST filesEDB
(Exchange Database), N8letes Database), GroupWise archives arahy others These tools can
either send files direct over SMTP, or save to .eml files.
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.EML files can be viewed using Notemaar Outlook / Lotus Notes /Outlook Express clients.
.EML files are in internet mail standard format (RFC822). The email content is presented as
Multipurpose Internet Mail Extensio®IME). NOTE Cryoserver does not directly reausgfilesg
as exported from Outlook. These must be converted to .eml files first.

Cryoserveiersion 1(rovides the ability to connect to a Windows File Share, in order to collect
.eml files that you may have extracted

The key challenges with maiktracted from user mailboxes / pst etre:

9 EffectiveDe-Duplication It is best to deduplicate during the extraction phase as this will
reduce the quantity of disk needed to hold the extracted data, and to improve performance.

1 Missingor badly formedEmail Addressalues

1 BCdQata is losig and so will theoriginaldistribution group recipients.

4.3.5 Mailbox Reader Services

In Cryoserver Versiodit is possible textract email fronmusermailboxes via IMAP, POP3 and EWS
(Exchange Web Services).

Unlike theMail Collectorservice, the MailboReadeiservices will NOT delete any mail from the

source mailboxes | YR Kl & 06SSy RS&A3IYSR (2 SEGNI OG YI At 7
Ly 2NRSNJ (G2 +00Saa Ylye dzASNI YFIAfo2ESE oAlGK2dzi
dmpersonation Accourt OF'y 06S O2y FAIdzZNBR GKIFG gAff KIFGS | dz
mailboxes.

4.4 Getting mail out of Cryoserver

There are several ways to get mail out of Cryoserver, depending on the requirements. As an
administrator, you can control which option is made available to your users, and any limits that
should apply.

Sinde or small numbers of emails, selected from a Basic or Privileged user sesulth
Action Meaning Administrative Tasks

Forward to Inbox this will send the email(s) to your 1. Configure theOutbound SMTBerver
account. setting in Cryoserver.

2. Select which forwarding options to
provide to your users. Up to 3
variations are available.

Restore to Inbox  this will inject the email(s) into 1. Restore & Authentication server
your inbox¢ as though it was connections must be added.
neverdeleted.
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2. Select the number of items to restore
in one go for basic or privileged users
Set to O to disable.

Download this will download the complete  Choose if this action is available to users.
email (including attachments) to
0KS dzaSNRa LIO |
Outlook should automatically
open this file type, where it can b
viewed /forwarded / repliedto /
reply-all.

Reply / Replyall  this is a quick way to respond to Choose if this action is available to users.
an email from Cryoserverbut it
will truncate any email content to
250 characters, which may cause
formatting issues.

For Privileged Useend selected basic users

Export All ofthe results of a search can & The size limit and location of the export
downloaded in one or more zip  data.
files.

,2dz YIe lfft2¢ aLISO;
Suitable for many thousands of have export rights.
emails.

For larger quantities, use the
ol O1 SyRé SELRN
files are generated on the
Cryoserver disks and the user is
emailed when they are ready for
downloading.

For support engineers only

Bulk Export A commandine facility that will Request this if you need special export
export the entire archive, or needs.

portions of it, to .eml files. . _ _ o
As this usually requires extra disk provisic

and management, this will usually raise a
consultancy fee.

[to do ¢ add cross references to the setup guide sections]
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4.5 Cryoserver User Types

There are three types dbcaluser that can be defined within Cryoserver (administrator; privilege;
0FaAl0xr LXdza | dzaSNRa adl yRINR vy Sdatgguitdiant 23Ay o[ 5

Administrator A user that can configure and manage the Cryoserver system. This user
cannot search or view the email data.

This document is a guide to the facilities provided by this user type.

Privilege Search access to the WHOLE repository, or to all email in specified domg

Privileged and This is a new account type Wersion 10 It is used to authorise and perform

Delete G! dZRAGSR 5SSt SGSa¢ 27F RI (differehtdrvnust §
perform the initial search, which the Privileged and Delete user can then
authorise.

This facility if not enabled by default.

Basic A standard Search user, restricted to only view mail for the configured e
addresses.

NOTEBY creating a&sic account witha list of Secondarigmail Addresses
that belong tootheruserg& & 2dz ONB I 4GS | &-kEDO Mdiat
You should enablthe Auditingoptionson the Basic user account in these
cases.This is usefudayfor a compliance officer who needs to regularly que
the mail across a team of staff members.

LDAP A Basic Usear but accesgd via the user€Network Login (typically Active
Directory). You do not create these user accourgdut simply configure oneg
or more LDAP connections.

With CryoserveN 8, you carLinktwo LDAP connectionsso one performs
[ 23AY ! dziKSYGAOFGA2YyS FYyR GKS 20HF
account details.A user can delegate access to another user as well.

Data Guardian | Guardians are simply email addresses. They ret¢eanscriptsat the end of
an Administrator or Privilege user session. They can review the emails th
were viewed by a Privilege user.

When aBasic / LDARser logs in, and their email address matches a d
guardian email address, thentheyA £ f 0SS LINR@JARSR

Searcw STSNB Yy O0S w SHiskalfdwsihert to s2a theletnails that we
viewed by a Privilege UserPlease noteif a transcript is reviewed, aew
¢CNF YAONRLIG A& ONBIFIGSR aK2gAy3d (KS

CryoserveiV10Administration Guide 43| Page



Essential Topiclll

4.6 Email De-Duplication

Most email servers with a Journaling capability will send a single copy of each email to Crypserver
regardless of the number of recipientdowever, there are a range of reasons why duplicate emails
are valid¢ and for that reason Cryoserver will process duplicate emails withtiempting tode-
duplicae them

Examples of valiDuplicates where each copghouldbe kept in Cryoserver

f Exchang&Vz dzNJ/ I f S RjouMidl WNEFSLILASYR éF FR NXY I G T
1 Lotus Notes with thdournal Recipientgption enabled, will send duplicates for every 100
(approx.)recipients

Duplicates thashouldbe rejected by Cryoserver can include:

1 Any Mail that is NOT in a Wrapped format.

T LT @2dz KFc@S Ydzf GALX S SYIFAf R2YIFIAYyad 0%X02YLI yec
email system may see these as two separate email systems, and will send separate copies to
recipients of each email domain.

1 Some email sending systemmaysend an email to each recipient as separate SMTP
connections.

1 If recipient mailboxes are spread across separate servers:

0 Each server may Journal Separately. Scaliy
o ! aAy3atsS 22dNyIrt LRAYyd gAiatt asSi + WKIFIa o6S
will occur Lotus Note$. Howeverg sometimes separate Journaling is exactly what
isneeded, for example: where each server represents a separate business unit or
operating country, each with independent Journal/Archive needs.
o Exchangewill check the chosen Journal Endpoint. If an emalil is archived once
Ff NBI Re& o0FyR KFra | WKIFIa 0SSy =czdifght t SRQ F
on the second server, then duplicate journaling will occur. This is particularly
noticeable where:
A Some remote Exchange servers hdiféerent Administratorsc the journal
recipient details will not transfer correctly and all sorts of issues arise (no
journaling or duplicate journaling). This occurs when separate Exchange
systems are brought together under a new Domain tree.
A We have seen some customensgrading from Ex2003 to Ex2007/10 to have
causedduplicates Please contacsupport@cryoserver.corfor guidance on
this.

Import Email / Mailbox Reader Extraction:

f LYLRNIAY3 W[ S3F0eQ SYIAf gAff chéntdkhdosamé @ NBI R
email sent to two users will appear twice in the Importer.

1 Mailbox Reader systengssuch as th&roupWiseGCIDaemon will extract mail from each
user mailbox.

f In these cases, a strategy lotalde-R dzLJt A OF 1 A2y F2ff26SR dzLlJ 6A (K
/ NE 2 a S NXed/ié& callda0pyoserver should ensure that as few duplicates are exported
as possible.

Some multiserver Email serveislike Scalix will journal independently from each seryeneaning
that duplicates will occur. The journal copies, in this case, are in plain (rfc822) mail format without
an envelope part. Theseeed to be deduplicated by Cryoserver.
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Other servers, like Exchange, will create duplicgtesdzi G KS a9y @St 21JS¢ LI NI 27
list only those recipients that that particular copy was sent to. This is CRITICAL for compliance
reasons, and is a legitimate cause of duplicates.

In summarny if the email server system creates nenvelope email, then deuplication by
Cryoserver is a valid choice. For envelope journal mhaite is little need for Cryoserver de
duplication to be enabled.

Typically, any duplicate emails will arrive at Cryoserver within a few seconds of each other. For the
sake of efficiency, Cryoserver can maintain astalingo m 2 NJ H K 2 dzND -AR@ADK S Q 2 F
use this for deduplicate checks.

Summary

Monitor & Reports

Basic Configuration

Adv. Configuration Document Types: im
7 ’
S50 - Single Sign On email
Default Locale: ¥ Inherit system default locale (English - United Kingdom)
NTP Configuration . R
Allow Direction Search: =
et cerdfete Deduplication Options: Scan all archive Data (default) v

Adv Company Config #| Only deduplicate non-envelope emails (basic fc822 mall)

Exclucion ratain nariod- [

Retention Limit

Basic User Search Results Limit: 1000

Reports limits

Priv User Search Results Limit: 5000

Figure 7 - Deduplication options in Cryoserver

If you are performing any form ¢égacymail importing, ve recommend that you seletiie Scan Al
option, with theOnly deduplicate norenvelope emaildicked.

We recommend that deduplication is performed twic@nce while extracting data, and again by
Cryoserver while it is processing it. For example, the Mailbox Reader has deduplication options so
that both checks are made.

In order to perform deduplication checks while extracting legacy emails, the system will need to
create a database of Messadfe values. Over time this database canwgey largeindeed. We
recommend that the Mailbox Reader connection is removed after usage so that the deduplication
database list is removed as well.
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Storage Management

Email Management

Mailbox Reader

Folder Replication

Create Connection
Business Continuity

License Management | User Configuration

‘Subscribe to Newsletter | Edit Connection

Delete Connection
Start Download

Start Error Mails Retry

Test Connection

cryoserv: autodiscovery State :
Completed

Total downloaded,/ Total Deduplicated :
36,129/474 , Volume Downloaded : 2,21
GB

[Current Hour: 0, Last Hour: 0]

Use Autodiscovery Mode:
Server:

Domain:

Port:

Enable this Connection:

Idle Alert Period:

Connection Type:

Include Folders:

Exclude Folders:

Ignore Non Email Items:
Concurrent Account Download Limit :
Download Agents Per Account:
Use Impersonation:

Run Mode:

Selection Range:

Start Date & Time:

End Date & Time:

Download from:

Hide Advanced Settings

Queue Messages For Import Node:

Download Chunk Size:

Mailbox Reader De-duplication:

[Frovess tis Tiport duta us o

spool mail?

[autodiscovery |

443 | Default port 443

: |
|drafts, calendar, contacts, outbox, tasks, sug
L1

Date limited

Mails between v
06 Dec 2016 00:00
06 Jun 2017 B 350

¢ Live Mailbox Archive Folders Public Folders
/

10

wsize vimic g s (=urworiimic)

‘ Downloaded messaqges and Cryoserver repository v

Yes No

Figure 81 Mailbox Reader deduplication settings (for Legacy Import)

4.6.1 Message ID and Thread Index

MessagelD is a unique value for each sent engdil other words, every time a mail is sent, a fresh
new messagéd is created and put into the email headers. It is used by Cryoserver to detect
duplicate copies of the same emailvhere an emaijlduring its transport though the Mail Server
generatesseparateJournal copies of theameemail for differenttypesof recipients(i.e. for

internal, external & distro group email addresse®ach journal copy woulbave the same

messagdd.

However, thed Sy R S NI the énRillidiay not have the ServBssigned messagd. Instead it

will have a locally defined messafjeR A y
ASYRSNDa O2L® 27
aAONR&2F

GKS O2Lxk

i KS S Yid df any of thall B Y 2 licapey. iFr@ R
hdzit 221k 9EOKI y3aSz

recipient copies of the same email in these cases.

2}

0§KS dza SND
0KS YSa
0KS a4c¢K

T2dzyR Ay

§ FAYR GKI

A threadindex can be created by a mail client (e.g. Outlook). For a new email, a new-thdexds
created. For a reply or forward, the thre@mbex isextendedallowing for a chain of related IDs to be
embedded in the thread index value. However, there is no guarantee that all email clients do this, or

do this consistently.

MessagelD is also used by Cryoserver for Stubbing and Mailbox Extraction (vacuum) and PST

Reader, to try to link a mailbox email with its copy in Cryoserver.

Cryoservecanalso use Thread Index in the Stubbing, Mailbox vacuum and PST reader to link a Sent
Items email with its copy in CryoserveFor Cryoserver Customepse Version 7areindexmay be

required to create the database of Messalgeb Q a

able to perform this if and when needed.
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4.7 Additional Services

There are several utility applications that work well with Cryoserver to provide solutions to a range
of business tasks. This document is a very quick overview of most of these utilities.

Someof the utilities described here aM/indows P@nstalled applications that can be freely
downloaded. Some will require a license to remove any trial limits.

https://apps.cryoserver.com

4.7.1 Legacy Mail Import
Importing mail that already exists in an email system, or in other archives, can be a difficult task.
I How to access the emails

0 With valid permissiong to access a range of different user mailboxes
0 At an acceptable speegiselection of a suitable API can be critical

1 How to deduplicate (both within the utility and with Cryoserver).

1 How to stopstart an export, so that it continues from where it left off (keeping a progress
database)

1 What limitingcriteria to use (date range, email size, mailbox selection etc).

1 How to fillin missing data

o PSER2 y2i0 O2yiGl Ay SYIFAf | RRNBaaGdato F2NJ G4KS
patch in email addresses from, say, LDAP.
o Cleanse old internadtyle email addresses (Lotus Notes hierarchical names to email
address conversion)
1 Good error logging, so that issues can be quickly resolved.
1 How to get the export data to Cryoserver (as files or delivered over smtp)

4.7.1.1 GroupWise Malil Collector (GCIDaemon)

CKA& dziAfAde OFy NHzy 2y (GUKS / NE2ASNBSNE 2NJ 2y |y
G2 GAarliG SOSNEB dzaSNJ YFATO02E 2y lyé t2aih¥FAOS &S
separate registration utility must be run on a #@t has the GroupWise admin tools (ConsoleOne)

installed, and has access to the domain server path.

It can run either as a legacy collector, or as a live mail collectoyy 6 KA OK OF a8 (G(KS WNBI
should be enabled to prevent mail from being deleted before it is collected by this utility.

See sectiod.7.4for further details.

Mailbox Readers (IMAP / POP3 / EWS)

This feature itroduced intoCryoserver version 7 allows legacy mail to be extracted from specific
user mailboxes using IMAP, POP3 or EWS (Exchange Web Services). Unlike other extraction
methods, this requires a login to each user mailbox that you wish to extract mail swept for
EWS, gu cannotprovide a single logito access aange ofdifferent useraccounts.

EWSExchange Web Services) allowslfopersonationA single User Login may brtended via
PowerScriptommands, to have full access rights to any number of user mailboxes. This may be

dzaSR Ay&adSIR 2F GKS &SLINIGS 9EOKIYy3IS &+ OdzdzYé d
mailboxes.
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IMAPandPOP3nay be used to collect mail fropersonaimailbox serverg such adHotmail (via
secure POP3) @mailor any number of other systems.

PST Import

PST Import is an optional wddased facility that can be added to a Cryoserver system. PST Files can
be uploaded or transferred from a UNC file share, so that they can be read and the mail extracted
directlyinto Cryoserver.

Third Party tools
There are many'8party utilities that can extract email from a range of sources. Here are some that
we have come across:

Source Data Utility name Notes
EDB(exchange | Systools A good, and relatively cheap utility. Take care
database) (www.systoolsgroup.con 4 K1 4 G KS 2 NA 3 MyREE ALY FL

in the output emails.
Lepide www.lepide.con) | A professional product with a good Ul and
feature set.

PST Systools plus many other We found many good tools, but none provided
the deduplication and email address correction
facilities that are provided by th€ryoserver PST
Import facility.

MSG Systools plus many other Each .msg file is a single email. This is the
standard export format from Outlook for
individual emails. .msg files contain binary
(unreadable) data, in a special format.
Cryoserver cannot directly read or output in this
format.

It is unusual to have a large pool of .msg files.
is more likely to have PSTs instead.

OST www.sysinfotools.com 'y h{¢ Aa 0GKS a2FFtAY
Www.ost2.com Mailbox, as used by Outlook. It is created whe
and others 82dz aSt SO0 aOF OKSR Y2

Outlook Profile.

It is roughly the same as a RSdut has a
different security wrapper. Therefore PST
Importing tools cannot directly read them. But
they can be converted to PST using a number |
tools ¢ or even exported direct to .EML files.

4.7.2 Malil Stubbing

Mail Stubbing is a way of reducing the disk used by email in the primary mail system (i.e. Exchange).

It does this by removing just attachmeraad embedded images (Exchange 20X0a#d replacing

the attachmentwith a link to the correspondingttachmentin Cryoserver/ NE 2 8 SNBSNRa& F da |
only stubbingis¢ £ a2 (y2¢y I a WwWasitdoBsnitie§uiraianyspediea digntypBg

to use

CryoserveiV10Administration Guide 48| Page



Essential Topiclll

With Attachment Only stubbing, any attachments are replaced bgcureHTML link to the
/ NE2aSNWSN) aeadsSyo . @ Ot AO1AY3 (KSgwhishywil Z G KS dzi
download the corresponding attachment to the user.

4.7.2.1 Exchange Stubbing Server
Stubbing is commonly referred to &ailbox Storage Managementlt is one way to reduce the
volume of email data in your mailbox stores without deleting the emails.

The Cryoserver Stubbing Servittdity runs onanExchange SenvEr 2 NJ 2y | y& aSNIISNI OA
t 2 4 S NAIKaSdedses the selected user mailboxes, and convertatsashmentsin the selected
Syl Afa G2 F 'w[ 286 fAYy] O} Wadiydservef Ay1 Q0 (2 (KS

This screen shot shows an example of a stubbed email, where a number of image attachments were
removed from the email on Exchange, and replaced with html web links. You can see that this has
reduced the email size by up to 5Mb.

N ———— — - — . e

All  Unread
Thank You

CACryoserver\CryoSt
- X

Daspal-Chandsvenshi
iy TopearEo16 Archived Attachments
)SC_0569.0PG [643 KB] DSC_0558.JPG [3.9 MB] DSC 0571.0PG [2.7

Figure9 - Example of a Stubbed Email

4.7.2.2 OWA Plugin
Resolves the Stub Links on the Exchange Serserthe end user does not need to have direct
access to the Cryoserver System in order to view the attachments.

4.7.2.3 Exchange Transport Stack Plug-in
This ensures that whenstubbedemail isforwardedto anexternalrecipient;anystub links are
removed and the original attachments are put back into the email

4.7.3 PST Creator
CKA& dziAfAde Aa RSaAaAIYySR G2 ONBIGS 2yS 2N Y2ZNB t

A privilege user may export all emails from a Search or the selected items from a Folder. These will
create one or more Zip files containieql files ¢ eacheml file being a complete email, including
attachments.

The PST Creator takes one or more .zip files that corgaiffiles, and creates a PST file that
contains all of these emails.
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This utility can be obtained froimttp://apps.cryoserver.com

4.7.4 GroupWise email collector

DNRdzL? AaS R2Sa y20 KIS  W2dNyIFfAy3a FLtOAfAGED
allowing the application to have the privilege to access every user mailbox. And it offers a
YwSiSydAzy Ctl3IQ agaidsSys g Hp&hdbsenty Wdleted until theNBE LINE Sy
Trusted Application has read the emails, and updated the retention flag (a date/time stamp) on that

dzZAa SNBEQ YIAfO2E®

The GroupWise email collector (GCIDaemon) is used to read emails from all Postoffice Mailboxes,
and transfer them to Cryoserver. It uses IMAP with a Trusted Connection to gain access to every
dza SND&a YIAfO62E® Li Ol y & ®el dgbBkReadirg allBsting en@itzNNS y (i

Configurations arelone by Cryoserver Support personnel.

4.7.5 Lync / Skype for Business ultility

It is possible to extract Instant Messaging (IM) conversations from Lync or Skype for Business (S4B)
using a PowerShell command. However, to pass this data over to a Cryoserver system, on a regular
basis requires an application.

Cryoserver has a utility application that can regularly extract these Lync / S4B conversations and
send each as a specially formatted transcript. It will send them using &&E&tandard emails to

the required Cryoserver system, meaning that it suppdoth onpremise and cloud hosted
archives.

4.7.6 Bulk Export from Cryoserver

If there is a needo export some emails from Cryoserver, dilegeuser has the ability to export
a few thousand emailsThe output will be one or mor&ip files each containing up to 20,000 email
files (.eml files) This works well when the quantity of emailsnederatelylimited (up to 10Ghb
exports)

If ahugeexport is required; say for 200 Gb or morethen this is possibléo perform directly on the
server. However, this service will needide performed by &ryoserveSupport Engineer by

request Thiswould be a chargeable seicedue to the time and complexities that these exports

often encounter

This service can be used to Export out mail for a particular domain or that reference one of a
number of email addresses (typically used if a company splits off a business unit). It can also select
mail from a date range.

The CryoserveExportfacilitiescan createEnvelope Wrappedmails¢ whichwill include the BCC
and expanded Distribution Group recipients (if these were available in the original email).

4.8 Document types (email / im / voice)

Cryoserver is designed to work with Entgile data. However, some emails can be containers for
additionaltypes of data. One type is Instant Messaging (IM) transcgiptsy’ a { b WOHKd G Q f 23
Skype for Busineg®nversations
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If you have a IM gateway system in your organisation (e.g. GroupWise Sametime , Mignogasdt L
similar) then itis possible to get these to log chat conversations and send them as transcripts to the
CryoserveArchive.

Cryoserver is designed to look for a signature in the headers of emails, and if an IM transcript
signature is found, then the email is processed into a separate area to normal emails. The search
index data and display of these itefmsa familiar format than the email formato enable the
processing of IM messages into CryoserveéZryservemodulelicense is required.

Voice Recordings may also be captured in Cryoserver. It supports two methods:

9 To poll an FTP or SFTP for voice recording files. If any are found, an email wrapper is created
and the item stored in Cryoserver and REMOVED fronsahece FTP site.
CKS FTAES yIYS gAftt RSGUSNNYAYS GKS OFffSNIFYyR I
OR

1 Arecording transcript email is received by Cryoserver, either containing the recording as an
attachment OR a URL link to the voice recording file. If a URL Link is found, then Cryoserver
will fetch the File from the link and embed it in the file.

4.9 Web Certificates

If the Cryoserver Web Certificateinvalid,then Outlook will not allow access$o the Cryoserver
Folder Link feature. Whilst a normal browser is more forgiving and will s¥towt fails and allow
you to continueg after you click the Certificate Warning page.

J

Y Lt

There are 3 reasons why a certificate fails:

1. The URL Hostname (httpsufl-hostnamec ONE 2 8 SNIISNX 0O Ydzad YIF GOK
value. Inmore modern certificates, it should also matchch& (1 KS a{ dzo2SOdG ! ¢

b I YS & SANAGértificate SAN Certificates are more expensive to sign by a Public CA

than a single name or wildcard certificate. Furthermore they are no longer supported to

include both INTERNAL as well as EXTERNAL names (e.g. mailarchive.maifadt.com

mailarchiveand FCILONCRY1).

The current datéime must bebetweenthe startandexpiry date of the certificate.

3.LG Ydzad oS &l dzi si§nindohb tegisteimg the crifficate SnNdud FRC as a
GTrusted Roof @

K
G

Ny N

N

There are 2 ways to create a fresh new certificate for a Cryoserver.

1. Use the Administration arez Adv.Configh 2 S6 / SNIAFTAOFIGS (2 ONBI G
certificate. Or;
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2. Use any external system to create one: e.qg. lIS7 or afpaikrtificate authority, or at the
powershell / openssl command line.

Ly | SehBignéda SOSNIGA FAOF S A& 3ISYSNIGSRd b2 aeaidsSy
a certificate and a browserilvshow a warning.You will need to eithesignthe certificate with a
Certificate Authority (CA)f some sort, or register this as a Trusted Root.

This document shows how to create a Certificate for Cryoserver and sign it via a Microsoft
Certificating Authority service.

4.9.1 Create a SeltSigned Certificate

In the Administrator Web area of Cryoserver, select the Adv. Configuration, Web Certificate menu.

The web certificate for this Cryoserver system may be generated in one of two ways:

1. To create a self-signed certificate here. You may then get this signed by a CA and upload the completed certificate and, optionally, the chain and root certificates.

2. To create a certificate on a separate system (like Microsoft IIS version 7 or higher, under the 'Server Certificates’ section) and once signed, export this as a PKCS12 {.pfx) file with a password. This can be
uploaded here.

After changing the cartificate, the Web Server will nead to be restarted. [Restart Web Server]

Manage Certificate @

Your current preferred URL hostname is https://robin-PC
and will be used in any emails that link to this site. Change this via Global Settings.

Create Self-Signed Certificate:  The following settings are axtracted from pour current certificata:
URL/DNS Name HTTPS:/ /[robin-PC

Organization: )

Department: [Technical

City: London

State: London

Country: United Kingdom hd |

Key Size: 2048 vl

Current Certificate Summary:

Alias: tomcat, Type: JKS, Comman-Name: robin-PC, Expiry-Date: 19-Aug-2013, Key: Sun RSA public key, 2048 bits

Get Certificate Signing Request:

Download CSR

Upload and Import Certificates:
Either upload the certificate file(s) or use the Base 64 encoded certificate text (as provided by the certificsts sgency). To use the Base 64 encoded text, click the 'Use Cartificate Text' button and
then copy and paste the certificate taxt in the provided text area.

Root Certificate : [ Browse.. | Use Certificate Text
Intermediate Certificate: | Browse... | Use Certificate Text
Intermediate Certificate 2: | Browise... | Use Certificate Text
Signed Certificate: [ Browse.. | Use Certificate Text

Select an alias to view its details:

Upload PKCS12 Certificate 8
Upload PKCS12 certificate (a .pfx, .pkes12 or .p12 file):

Password:

Select File: 1 Browise...

Upload and use this certificate

Figure 10 - Creating a Self-Signed Certificate

CAff Ay (KS TASARYSRT/ SNEAFARNBIIES o{ SFTIKAE OSNI A
public CA (Verisign, Thawte etc) then the fields must be filled with reasonable data to reflect your

business, otherwise they may delay the signinghefcertificate.
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1. The URL/DNS Name should be the desired name that users would enter in a browser to
connect to this Cryoserver system.
By default this will show either the server hostname or the IP addieksase overwrite with
the correct name, as appropriate.
NOTEL:Ma il tdzofAO /! Qad Odz2NNBydGte 2yfe aA3day OSNIA
NOTEZ2: You cannot yet create a mudime (SAN) certificate with this system.

2. You can check the existing certificates by looking at the Sumseation. This lists all
OSNIATFTAOIGSA Ay GKS avYySe{iu2NB¢ FT2NJ GKS ¢2Y0
¢KS GRdzl S¢ OSNIATFTAOIGS A& 2yteée dzaSR F2NJ Ay

S K

¢KS ai2YOFGé¢ OSNIAFAOFIGS A& GKS 2yS GKFG a

LT GKS a{S8tF {AIYSR /SNIATFTAOL(GS¢ Aa ONBIFGSR 02NN
and the Summary section is updated.

Certificate areated seccessfully

Create Self-Signed Certificate:

Current Certificate Semmary

Get Certificate Signing Request:

Dewnlcac CSR

¢2 {A3Yy (GKS OSNIATFTAOFIGSIEI @&2dz Ydzald 20 Dowhlgad 1 KS a/ S
CSPRoutton.

OR

If you simply want to register this Signed Certificate as a valid Trusted Root, then you can follow the

instructions at

http://www.cryoserver.com/support> CryoserveiCertificateFix.pdf

4.9.2 Signing a Certificate

¢tKS GONB2aASNISNWPWsSOoPOSNI POANE FAES 200FAYSR FTNRY
button can be opened in a text editoihis can then be copyasted into a number of Public CA

signing systems.
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mama meur g

B oyoserver_web, certeq r - Notepadl

Cwpantobomn

e | omaent = et

ity File Ed2 View Semngs 1

s JS Wl lracns@aziakie
oy S 1} - BEGIW NEW CERTIFICATE REQUEST- -+

2 MIICS2CCAZSCAQAWDIELMAKGA 1 UEBhMCRDDZANSONVEAG T Blorvh
13 ZCRMRMWEQY DN QQKEWPOCAVCIVy vy MAMAEQYOVQQUERpOS
4 YINIZXGyMOEWMITBIANBGRONGIW DBAQEF AAOCAQBAMIIBCKTA
5 APVLIILCRQEJEGNG TTIEmK OboueBAB SXGPY TGE SIMVEIWKBO/ Ty W,
s Coaileitd Beng £ 2IBNT/GAZOMOHNGHQORVVIE IV e TjabbBviv/ DomButuiOl

? TehaSXegly F 7 I0EVOLYAXZCYYgUOIgBLmvas + lom/ yQTFyLNR):

Curvwat Cortificate Sammary
Abar ddha Tepe N3 Comman Yo
Akaes temcat Type 3. Conm

—Ormey OA_- § CAVUWMAmRPQKDY gy vQEGH cM SISO SOQW 770G 1K GOaVEWPQE

¥ €T ARIGAGEHEDRSOWIDAQRSOAAWDQ Y IO ZIMCNAQEFBQADGERAI

pboad med Tmpert Cortfc stes. 10 UE/dsMOr QHEACQRGOKMUGEEHY/ 2PHGQLIKRSCG S
Rt Cartificate 11 TWT 62)MIOGORNBE 2SI VRMSNSBmBrSKmO0/ vQmGZBOONS/ frLbwhCa
Latsmadists Cortsiaste: 12 J0)yhbICACDECURUSOGIMQYMC ZI2gHBD0 Y 3+ /PraHepu® <
Mgnold Cotifuste: 19 XU IX208bFCivITOYBARXOX a9 IVI 10

Ansars Comcome. 14 6139025080642/ A=
15 wree END NEW CERTIFICATE REQUEST -+
it wiitnam. ¥ 43 o

With a Windows CA server that you may have installed in your company domain, you will need to

access it via its Web:

https://<server>fcertsrv

CNRY KSNB aStSOd0 awSldzSad I / SNIATFTAONGSE

e .
« C Gk paet/ Moswin200Bpdc certury
B v Tiger O ) Mome ] FCSintemal ) Customers () Usefl infermation

Microsoft Actve (

Use this Web sne to request a centificate for your Web browser, @.mad chent. or olher program By using a certificate, you ¢z
depenaing upon the type of CemBcale you request, perorm other securty tasks

You can also use this Web sie to download a cenficate authonty (CA) cerificate. cendicate chain, or cerificale revocabon |
For more informabon about Active Dwrectory Censficate Servces, see Active Directory Cedificate Senvices Documentation
Seloct a task:

! nficate

Request a Certificate

Select the centificate type
Web Browser Cedificate
E-Mail Protection Certificate

Or, submit an agvanced cerificate request

On the Advanced Certificate Request, paste in the entire text of the .CSR file, including the BEGIN

YR 9b5 fAySax
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Microsolt Actve Dwectory Cenficte Seracas ~ ks FCSWRN2008PDCCA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA paste a base.84.encoded CMC or

Saved Request:

Base&£d-encoded |3
cendcate reguis! | X
[CMC or 6139
PKCS #10 o -
PKCS #7) |

Additional Antribates

Atniated

Subomt >

If this screen offer€ERTIFICATE TYFEIONS, yaMUSTa S f B/€biCertificaté @ny other type
will not suffice. If some Certificate Types are offered, but not a Web Certificate type, then you may
need to access the Windows CA from a differeng€rhaps even directly from the CA Server.

If the Certificate is accepted by the Windows CA, then you will immediately receive the signed
reply. Download only the Certificat@ot the chain (certificate plus the intermediate certificates that
link it to this Windows CA).

It does not matter if you sele@ERor Base 64ncoding. The only difference is that the Base64
encoded version may be opened in Notepad, looking like the CSR only longer.

Microsolt Actve Dwectory Certlicate Seraces - IcsFCS

Certificate Issued

The cedtificate you requested was 1ssued 10 you

# DER encoded or Base 64 encoded
'i;';;] Downioad cedificate

Rownioad cemilicate chain

¢tKS FTAES gAtt [ 21  dwesu§gestthayiRrenariest hlieffedtdhe WébNE
that it is signing.

Back in Cryoserver, you can now upload the signed certificate.

Uphead and Tmpart Cortilic ates.

CKS aw220¢ OSNIATFTAOIGS Aa 2yfeée ySSRERWEEAN ySg 2N
will not need a RootMany weltknown CA roots are already stored in the Java Runtime (CACERTS).

L 2dz AaK2dZ R y2i Yy S Reotan@ntekmédiaielCértificate(s) in th& dadeyfea 2 F
Windows CAIf you did require one, then you can download it from the Windows CA web:
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Microsoft Acse Dveciory CanScate Servces et CSWRE00

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates 1ssved from thes CondScaton auhonty, if
To downioad a CA cenficate, cenficale chain or CRL s&4

CA corsficate

Carvent s 5 C5- WRNIO0GFOC LA

Encoding mathod

DER
* Base id

Dowmioas cedificale chaip

Oosriosd est pase CAL and use the Intermediate Certificate upload to place it into the

Cryoserver.

/ £ A O1 Armypart QérifiSated o dzi G2y 2y GKS / NBE2aASNIWISNJ 2S0o6 / SNI
(and any root and intermediate) will be VALIDATED as they are impdftaaccessful, you will see

two responses inthisWeb page. i G KS G2LJ Al &aK2dzZ R alé& &/ SNIAFAO

Cartificate(s) imported ave check logs for details,

Create ~Signed Certificate:

URL/DNS

Name HTTPS// geaie2030

Oeganization:

Department:

City

State:

Country mted Kingdom .I

Key Size: 2048 e

Create

Current Certificate Sammary
~prlian: addrrust. Type: JKS, Comm me A€ D» 018, ey P |

ANas: dula, Type: XS, Common-Name: Duke A ch 102
Bl tomeat. Type! JKS, Comman+Name: fes e RSA 4

l'YR GKS &adzvrYFr N aSOilAzy gAaff tAad GKS NBadzZ GAy3
KeyStore.Notice that the Expiry Date is how exactly 1 year.

LY GKAa OlFlasS 6S IRRSR Iy LYGSNYSRAFIGS OSNILIAFAOLKG
To make the certificate visible to all users, you will need to restart the Cryoserver Tomcat Web
service. Click the link at the top of the page.

Restart WebServer:
= Current status:
Restart Mail Collector: Restart Mail Collector MzilBoxReader{Running)
CryoPull{Stopped)

Check the Monitor Page first if you need to see who is connected before the restart.
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You will need tetart a fresh browser sessioto see the new certificateSimply refreshing the
current browser will display the old cached certificate.

.{--'tl

i | try
ey If successful, then the web will show a valid padlock or similar.
Contcne
Gores | Oetals | Corticaton Pel Generd Dot Cargficaton Path
Gorwral | Detaly  Cortdcation Pat
- G :
R Certfcate Information Corticaton pot
T;:m-lr-mmwtuwmq :u,._—'._;.:n', A
Tesmed te
Twwaed by 0
Vol franm -
retal Cervicate :: ook 2;:: o
o — Copy 1o Pl
b2GiAO0S GKIG I {A3IYSR /SNIAFAOFGS KIFa |y LaadzsSNE

With a Windows CA, all computers on that local Domain will accept the Web Certificate without
showing a warning.

4.9.3 Re-Issuing a certificate

You will need to repeat thBownload CSR Sign->Import Signed Certificatgrocess again in order
to renew the Certificate before it expire¥.ou should not need to upload any Root or Intermediate
certificates this time.

4.9.4 The Windows CA system

The Windows Certification Authority service may be installed on any Windows Server platform. It is
one of the standard optional component&nce installed, it becomes the CA for the whole Domain
and is difficult to change later.

It provides two user interfacesa Web interface, though which new requests may be placed, and
resulting signed certificates downloadedhis is shown above.

It also has a Windows Ul which is available on the se¥eu can use this to list and revoke
certificates that were requested via the Web interface. Here is the certificate that was Requested
and Signed as shown earlier in this document.
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ez ol J : i i ) 1
B certsey - [Cortification Authority (Local)\ fos-FCS- WINZDOSPOC - CA |\ Issued Certificates ]

. o 7]
" Lo Certiication Authortty (Loce) Reqe 10 | Bequester Nave | By Cortficats | Cotth... | Seril Nosvber | Cortficats Effective Dute | Cortficate E
= gl fosFC-WINXIDPOCCA o) FCSPCS-WINZD. ~—BEGIN CERTIFICATE C... CAEx 1E0aR8C2000.,,  OKJURM010 1974
Fevoked Certfustes AL ¥ SN0 LEGIN CERTIFICATE CALx 11508 77000 1410/2080 11:16
Issued Centfcates or )] NT AUTHORITY) LEGIN CERTIFICATE 34725800000 Z5/10/2000 11:34
Pending Requests o7 MY AUTHORITY, CEGIN CERTIPICATE SATTOTA000, .. F10/20%0 11:40
Foled Raquests Jis FCS\admnesty sty EEGIN CERTIFICATE

SeS40050000 31002011 1144
St | 45500 )
STHDLCHO00.

TS FChadmeety thor
Jt7 NT AUTHORITY)

ol NT AITHORITY) S0 ME000
o1y NT AUTHORITY) Sat WO0s000
PP NT AUTHMORITY) ~2Le Salt] L0000
- NT AUTHRORITY, LEGIN CERTIFICATE SIS0
o2 NT AUTHORITY) EEGIN CERTIFICATE Sa26b057000 0310/2012 1515
Mo NT AUTHORITY) -GN CERIPICATE Lol e ety 10/10/2042 05:54
wdt NT AUTHORITY), SEGIN CERTIFICATE 4300326000, 007 /2083 16:09

4.10 Backup or Mirroring?

This section describes a range of backup and disaster recovery scenarios.

The most comprehensive backup facility is to use a mirroring Cryoserver system. This way you get
reattime backup oprocesseamail data. It does require a second Cryoserver with the same
processing and disc capacities.

Virtual Machines such adviWare with snapshot replication technologies can provide alternative
approaches.

Many SAN technologies also offer disk level mirroring.
The next level down is traditional Backgfor example Symantec Backup Exec.

And finally, disk sharingproviding file level access to the data repositories.

With all of these mechanisms, the challenges are usually seen when trying to recover the system
from the backup.

With any form of file level backup (SAN / Backup / disk share), the server o/s and software will need
to be reinstalled separately.

Another complexity of file level backup is that the Cryoserver data grows, makiidpackup
longer and longer over time.

Finally, some files are in constant flux while the system is rumpgugh as the Index files. Itis
recommend for Cryoserver application should be halted before a file backup, and resumed
afterwardsc otherwise parts of the backup will effectively betenf-sync, corrupt, invalid, or

errored by the backup service (redmtk issues). With Symantec Backup Exec, it is possible to issue
commands to Halt and Resume Cryosekyand the incremental Backup technique works very well

in Cryoserver too.

The following topics discuss the most used options.
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4.10.1 Symantec Backup Exec

Symantec Backup Exec requires an agent to be installed on all servers that will need to be backed up

¢ including at least one of the Cryoserver systems. A support engineer will install the agent (called

WHNIL NI f dza Q0 a2 Fi 6 NErfd tiis dgenf will Ypelftitind2o® thels&verdwheret KS Ay
the BackupExec Manager Console is installed, under the linux directory. By using the software from

your BackupExec installation media, we can ensure that the correct version is installed.

P
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Figure 11 - Selecting Cryoserver files in Backup Exec

Backup Exec can execute o/s commands at the start and end of the backup. It is now possible to
SESOdziS WKIfGQ yR WNBadzySQ O02YYlIyRa 2y [/ NB2a&aSNL
fairly quickly. This is better than stopping/starting Gaxver.

Here is an example of these commands when run directly on the server:

> /opt/cryoserver/cryoserver/bin/cryoserver.sh command - x halt
Executing command: halt
Halt successful

and

> [opt/cryoserver/cryoserver/bin/cryoserver.sh command - X resume
Executing command: resume
Resume successful
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" — Pre/Paost Commands
Source

Selection:
R egource Order
Fesource Credentials
Fricrity and e ailabilicg
Selection List Motification
Prefered Servers
D estination
Device and Media
Settings
General
Advanced
Advanced Open File
Metwork, and S ecurity
Motification

Pre/Post Commmands
Archive

Pre-command: |r'Dpt.—'cr_l.u:\scrvcr.—'cr_l.u:\scrvcr.—'bin.—'crynscrvcr.3h command =x “halt”™

Paozt-command: |;"Dptf’cr_l.u:\seruerf’cr_l.u:\seruer!binfcrynseruer.sh command -x “resums”

[ Allews pre- snd post-commands to be successiul only if completed with & return code of zera
[+ Bur job only if prescommand iz successful

[+ Rurn post-command only i prescommand is successful

[v Run pozt-command even if job Failz

[ Run pozst-command after job verification complates

Cancel cormmmand i ot complated within a0 =% rhitibes

Fun these commands:
£ Or this media sermer
¥ On each zerver backed up

Linum, Unix, and M acintozh
Microzoft Exchanas

Figure 12 - Halting & Resume Cryoserver in BackupExec

We found that the full commands as entered here failed to execute as expected and so simplified
scripts were created (one for halt and one for resume). In this way symbols such@grtimeis)
sign and double quotes could be avoided in the command edtbege.

If Cryoserver is not halted or stopped, then errors will show, like this:

cryoserversdata/uk-In-n—-00L/database /dbex. lck in wse - skipped.

cryoserver/dacaSuE-In-sn-00lasecryosery/enail /fderby /dbex. 1ek in use - skipped.
cryoserverSdata/uk-In-sn-00laseryoserv/inSderbysAdbex. lck in use - skipped.
cryoserver /data/uk-In-sn-00Za/cryoservy/enall fderbyAdbex. lck in use - skipped.
cryoserver/dataSuk—-In-sn-002Za/cryosery/in/derby/dbex. 1ck in use - akipped.
cryoserver/datasuk-ln-an-003afcryoservisenall /derby fdbex. 1ck in use - skipped.

A full or incremental backup of files under these directories will provide a comprehensive backup of
the Cryoserver data and configuration:

lopt/cryoserver/cryoserver/data
/opt/Cryoserver/Cryoserver/config

Other files and directories may be included. Please discuss requirements with a Support Engineer.
To restore a Cryoserver system from this backup requires the following steps:

A server with a linux or windows o/s, with sufficient disk space.

The BackupExec agent to be instaldgd act as the restore agent

To install a base Cryoserver system

To restore the data and configuration from the backup

To reseat the configuration databases from the restored data

Adjust the configuration to match this new server, and requirements of the DR scenario.
Start the Cryoserver

8. Test & adjust as needed

NogahrwdpE

Clearly, some of these steps require assistance from a Support Engineer, and will take about 4 hours
to completec plus the time to restore the data.

NOTE: You can backup from a Linux system, and restore to a Windows server.

4.10.2 Cryoserver Mirroring

This is a recommended configuration and preferred by customers. It requires two separate
Cryoserver serversone is the Primary and the other is the Mirror or DR server.
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Journal Mail flows to the Primary server, where it queues up as a set of simple texgtifildse
WaLR22f 1jdzSdzSQo ¢tKS&4S IINB y20 YANNRNBRO®

Cryoserver then processes each mail in the spool queue, and if a mirror server is configured, then
the email data is set over to the mirror server at that time. Any issues that occur will result in the
email(s) being errored ensuring that both serversdve matching data in their stores.

Other benefits of a Mirroring configuration:

9 Searches will be performed across both serngeessuring that CPU and disk activity is

spread across systems. [This can be adjusted to target specific servers]

The Status of the all servers is visible on the Monitor page.

Respooled error emails will continue their processing from the point that they last reached

¢ ensuring that the two servers are in sync.

1 The synchronisation is in RéBEmec unlike a backup which can become several hours out of
date.

)l
)l

A Mirror Cryoserver can be made into a complstendalone server, when a DR situation arises.
Currently a Support Engineer is required to oversee the process, but it should only take a few
minutes to get the system up and running again.

4.10.3 Cryoserver Email Copy feature

¢CKA& FSI ddz2NBX KhashCHOEEORBT &8 Ppy2oviz2l KI @S G662 SyidAin
Cryoserver systems with one server sending a copy of every ma8cheduled Batchesto the

other server, where they are processed again.

7

Ly GKAa aOSyIFINAR2>X GKS aSO2yR 2NJ WOSYGNItQ / NB2A&S
multiple satellite Cryoserver systems.

la ff aeadsSvya INB STFSOUAGSte AYRSLISYRSy G TFdz ft
searchable, and can be maintained (stopped/started/upgraded etc.) independently of each other.

The copy feature will ensure that each email is held in a copy queue until it has been successfully
copied to the target server. If the target server islofé for some days, the synchronisation queue
will grow and grow until the target server is baaMioe.

A Cryoserver System Engineer is required to enable the-tragi feature.
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5 Basic Configuration

An administrator can configure and manage many aspects of the system. This section describes all

of the available Administrator options.

To refine a Cryoserver with the minimum set of details for a compadministratorsshould visit all

of the Basic Configuration Menu panels.

lfK2dzAK AdG Aa froStftSR W.IaAd0Q Ay Ylye OlFaSa 6K
care and attention must be applied so that the most appropriate settings are applied.

5.1 Company Settings

These are a mix of settings that mostly affect the look and feel of the system to search users (basic
and privilege usersplease Note: This panel is due to be divided into separate menu panels during

the Version 1Gime frame.

o Cryoserver”

Company Configuration

Company Name:
Company Tag:
Contact Name:

Contact Email:

Contact Phone:

Company Address:

Company Postcode:

Storage Management

Email Management

age Offer Outlook Folder Links:
Mailbox Reader Outlook Folder Search Style:
Outlook Folder Name:
Search Results Sort Order:

Folder Replication
Business Continuity
License Management Forwarding Options:

Subscribe to Newsletter

o

Forward To Inbox :

Allow forward to others:
Sender Addi

nen

Restore To Inbox (via mm/rws):mfn ] Ba:

O S L sascome use

Priv User Message Summary:

Basic User Message Summary:

Search Results Page Size:

Disclaimer Message: B 7 U x x T-1FH-Tg T EEEEEEIS
= w ey Ha

Header Links: B Z Uaex xT-FH-Tg T CTIEFEFEFEEIE
= E% & &

9.0.0-beta.3 (Running as a Triol) support@cryoserver.com as cryoserver_su / A company
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5.1.1 Company & Contact details

The Company Name should be set, as this is displayed throughout the system.

Company Name: |A company |
Company Tag: aco
Contact Name: |John Doe |

Contact Email:
Contact Phone:

Company Address:

Company Postcode:

j.doe@acompany.com

0787634321

Wigglesworth, London

SE1 2UK

Country: United Kingdom v

Language: |Eng|ish b |

Reference: |Acc0untReF 144-5 |

Licensed users limit: |0 | (== 0: No limit)
URL Hostname: HTTPS://|ch-pc—?.ch.cryoser\.fer.com |

Set the name of the company and the contact details. The contact detaitsiasntly information

only.

The contact detailareinitially set during the Setup Wizard for all new Cryoserver installations, and

this contact is copied to the License Details. You can change the License Contact independently from

the Company Contact on this panel.

Company Name
The full name of the company. It valbpear on the login pagand in the footer lineof all
subsequent pagesand on some alert emails

j.doe@acompany.com as jdoe_admin / A Company

Company Tag

This is a short ID name for the company. For rteitant Cryoserver systems, each company will

have a different Companyag.

¢CKAAd YyIYS Oly 65 dzasSR Ay GKS 'w[ G2 +00Sasa

https://<cryo-hostname>/cryoserverhco
This name cannot be changed (via the Admin area) after the company has been created.

The company tag is also displayeadiyd t NB T S NBuyp@éhal:¢ LI2 LJ

Drafarances
ﬂ aco - A Company

User Type: Administrator

Full Mame: John Doe

Forward To Address: j.doe@acompany.com

Contact Name / Email / Phone

Although these details are not currently used anywhere in Cryoserver, it is a goau ielesure
that these are modified to include the best contact at the companytmries about Cryoserver
both by your staff and users, and for Cryoserver Support technicians
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Reference
. 2dz YIé AyOtdzZRS tye GSEG a F aNBFSNByQOS¢ o ¢ KA &
project numberor any other reference desired.

Cryoserver supports an API, allowing remote systems to connect and query various aspects of the
system. This reference, in combination with the API, could be used to automate some business
process.

Licensed Users Limit
CtKAA Aa (KS paiboxeSthdt ydurbelidvshOuldhed&ing recorded by Cryoserveks
emails are being archived, Cryoserver will be computing anO G A @S al.Af 6 2E [/ 2dzy i é

AN v A A ~ A ¥ 4 A x

When the computed? | O naild8coun€S EOSSRa G KA&a SELISOGSR wt A0Syas
highlights the usage data to the administrator.

bh¢oY a! OGABS ! O02dzyiiae FNBE O2YLzi SR 060& / NBE2aSNIK
addresses that were used for bosiendingandreceivingmail. It is computed on a daily basis, and
averaged over the monthW[ 2 01 f Q I RRNB3aaSa INB RSTAYSR a (Kz2a
email domains

URL Hostname

This is the base URL that you would prefer all of your users to access the system by. Tdhiseshou

GKS FdzZfe& ljdd tATASR yIYS OCv5b8® . @& UKAa L YStIy
domainc typically in the form: hostname.company.com

By default the Cryoserver will use theS NJJ S NI2 & askh2basé YRLY This is often not the best
name to use; andinstead a more suitableameis added intdNS Now Cryoserver can be
FO0OS&aaSR dzaAy3d o RAFTFSNByYyd ! w[Qay

https://server-hostname
https://dns-name
https://ip -address

So that cryoserver can generate emails that contain links to parts of the system: Password Reminder,
Export completed emails, scheduled search emails, stubbing attachment links; it is important to tell
CryoservewhichURL you would prefer to use.

And the Web Certificate should be created to match the preferred URL name. With a SAN
Certificate, you can also include all of the alternate URL names that should be accepted by browsers.

51.2 , 1 CET O02Ai Al AAO - A%
LT GKA& 2LIX0A2Yy A& Syl of SBoxwiliskdyn the logimfBgeS Yo SNI a g |

If a user ticks this option when they login, then ithesername and password will leecryptedand
stored in a browser cookie. The next time they access Cryoserver, the login page will be skipped.
This is particularly useful for the OUTLOOK folder link.

Use this if Single Sign On (SSO) facilities are not available.
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&
bheoY LT GKS dzasSNI SELX AOA (s ermay hikidseFs Yz s

cookie is reset, and the user will need teawter their password.

5.1.3 Outlook Folder Link

L= | %

URL Hostname: HTTPS:/ f[fcs-pc-7.fos.cryoserver.com

Enable Login Remember-Me:

Offer Outlook Folder Links:

Outlook Folder Search Style: () Standard (@) Outlook () Folder Replica View
Outlook Folder Name: |Cr|j.loser\.'er-search |
Search Results Sort Order: (Default: Date Sent)

Forwarding Options:

Figure 13 - Login Remember-Me and Outlook Folder Links administrator options
The Outlook Folder Linkse provided in TWO ptas. Firstly,on the Login Page:

M Remember Me

Create Outlook Folder Link To Cryoserver

Figure 14 - The Outlook Folder Link on the Login Page, if enabled.

The Folder in Outlook that is created when the user clicks the link will be given the name entered
here.

And secondlyplace that offers Outlook Folder Link®ig/ G KS & { Ip&&.Rin thisSchsHIDe ¢
Folder Link in Outlook is given the same name as the Saved Search.
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Search Name: ‘ Weekly Reports

Description: |l emails containing reports for the week

Search Details:  Keywords
Date: 06 C

rver.audit@dcsg.opaas.co.nz Start Date : 06 Nov 2017 00:00:00 GMT End

Date Range:

Shortcut Link: http:
Schedule: ® None

10pm

[ sove || save and create ovtoak Fader |

Or..

Advanced Search Search History v Case Folders

Recent Searches(12) Saved Searches(1) Scheduled Searches

1to 1of 1 results

Actions: 10 ¥ 1//1
No. Name Type  Search Terms Actions il
1 Weekly Reports Std Keywor port of mails processed” From: @dcsg.opaas.co.nz Start Date : 06 : =0 g
Nov 2017 00:00:00 GMT End Date : 06 Dec 20 GMT CH N/ X

Description: All emails containing reports for the week

Figure 15 - The Save Search Outlook Folder Link

When an end user clicks on one of these links, Cryoserver will downloespbake CryoservérBS

{ONAR LI G2 GKS dzaSNDa t/ sHernidSons@hdyany &i8balPai§Odzi SR A T
restrictions allow.

-

Windows Script Host &] |

The Outlook Folder (Cryoserver Search) has been added for: FCS\mbeedell

N
-+
[atN
R
>
Q)¢
1+

{ {ONRLII A& G2 FRR I F2f RSN
/ NE2aSNBSNI | w[ @

—
c

No

e

)

w

Rules - 2 Browse Group: 1Address Book =

2 Cryoserver” \/

Username

Cryoserver-Search Password:

Archive

W Remember Me

RSS Feeds

Create Outlook Folder Link to
Groups

Search Folders
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NOTEL: For any HTTPS web to display within Outlook, the Web Certificate MUST be valid.

bh¢9 HY ¢KS&S ftAyla 62N)] o06Sad AT GKS {Ay3atsS {A3dy
For SS@ function, the Cryoserver Web MUSTN&S O2 3y A aSR | & odaBekSeclrityg A (0 KA Y
%2y Sé 0Ol y BneyoR TrustiBkeSonesy

Outlook Folder Search Style
Cryoserver offersiree search stylingg Standard Outlook or Folder Replica. This shows the
Outlook view.

New New ° —_— . = ASsign tore
3 Team Email N
Email Items~ *® 4 N; Policy ~
4 Favorites Y
Inbox 7725
SQnL\éxems
Drafts [2] L evoset eryoalert@cryoserver.com Report of mails processed to 19-Nov-2017 (aty: 892) 55K3 00:10, 20 Nov 2017
A
) Version = 848 Severty = informational Type = Repart Host = SLHSRVCRYO Date = Mon Nov 20 00:10:01 GMT 2017 Description: Dsily summary for company - Cobat (cobal) Total st 18-Now-2017: 251,427 Total at 18-Nov-
Deleted items 263 2017: 251,427 Search Usage Basic User Searches: 0 Priv User Searches: 0 LDA
Report of mais processed 1o 14-Nov-2017 (g
uk2.net 24 =
vesl
Drafts [2]

Sent Items

Deleted Items 263

Cryoserver-Search

Archive
7 Total at 18-Nov- W

Q0 wm<¢ > | AP ILLS A

at 17-Now:

Conversation History

Junk Email [163]

Outbox Report of mails processed to 19-Nov-2017 (qty: 692)
RSS Feeds cryoalert@slhgroup.co.uk Sent: Mon 2011172017 00-10
To: cryoalen@cryoserver com
Groups
Version = 8.4.8 ~
SearclyFoldess x Severity = Informational

You can alter the required vieafter creating the outlook link. Open the Outlook Folder Properties,
YR FRR 2NJ NBY2@S (KS g2NR a2dzif221¢ 4G GKS SyR

ETCTT TOT WOTUS el WeT TEL TS TOTTT &l A CTTTET T
wves|
Drafts [10]
vorites Home Page
Sent Items Show in Favorites General g |Po|\q‘ | Permissions I Synchronization
Deleted Iten Show home page by default for this folder

Address:

https:/feryo0l/cryoserver/cryosery

Conversatia « Move Up

Junk E-Mail + Move Down Address:

Gt Properties... 4H https://cryoll/cryoserver/oryosen/outlook
Cryosen er-searcr —_—
BSS Feads Browse...

ALSO: Users can easily switch between views by clicking the Top Left Cryoserver Logo.

If Folder Replications enabledyou will see thd~older Replica Viemenu:

Cryoserver"‘ Switch to New User Interface | Switch Identity | Help | Settings | Sign out
Search v Advanced Search Search History v | Folder Replica View Case Folders
Date Period: One Month [V ]
Start Date & Time: 22 Dec 2017 a 00:00
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Folder Name

The Name of the folder in Outlo@an be set vighis Company Configuration Administration panel.
¢ KS RS TiyasrvgrSerrals Administratorsare welcome to alter this to something more
appropriatefor the organisation via Basic Configuration > Company Settings area

Deployment of the Outlook Folder Link via Group Policy

Administrators carpush the Outlook Folder Link to all usersha organisation via Group Policy.

However Administratorss At £ ySSR (G2 SyadaNB GKIFIG . {ONARLIGa Ol
they have Outlook installed.

If you download the standard Outlook Folder VBS script, and open it in Notepad, you will find that
you can edit it to disable any PépLd RA Ll f 23 02ES&® {Si G4KS fAYS daov

rem Khhkk kR KRk RKA KA kA k)

rem ** Script to add a folder to the current user's Outlook

rem ** The user must have one MAPI (Exchange) connection

rem ** And the folder will be added at the root level (same level as Inbox)

rem ** The folder will open to display a Web Page.

rem ** For the target URL: Please ensure that any HTTPS certificate is valid, else the folder will not display
rem **

rem K*kkkkkkkkkkkkkkkkkk

rem ** Jun 2012 MGB at FCS - Adapted from sample scripts

rem ** Jan 2017 MGB - add Quite Mode flag for non-prompted (Group Policy) usage

Fkkkkkkdokdokk ok deok gk ok
rem

on error resume next

dim strFolderName
dim strCryoURL

strFolderName = "Cryoserver-Search"

strCryoURL = "https://mailarchive.acompany.com:443/cryoserver/aco/outlook”
dim bQuiet

bQuiet = false

rem *** set bQuiet to true for use as a Group Policy deployed script

rem **** |f any command line arguements have been supplied:

rem **** |f only 1 arg: use this as the folder URL, with the default folder name of "Cryoserver Search"
rem *** the first will be the Folder Name,

rem **** and the second will be the URL to Cryoserver

Set colArgs = Wscript.Arguments
if colArgs.Count = 1 then
strCryoURL = colArgs.|tem(0)
elseif colArgs.Count = 2 then
strFolderName = colArgs.ltem(0)
strCryoURL = colArgs.ltem(1)
end if

You can also run the script passing one or two parameters. These parameters will override the
values forFolder Namend theCryoserver URL

The remainder of the script will:

9 Start up Outlook, if it is not running.
1 Bind to the Outlook.Application object.
Insert the Folder under Inbox (showing a warning if it already exists).

= =

Display a completion message.
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5.1.4 Recovering Emails - Forwar ding options
¢KS&S IINB 2LIA2yL+f a! QlAzy .dzili2yaé GKFIG GKS dza S
Cryoserver. They allow an email to be forwarded back to thdioinin a range or formats.

L“forwardi ng Options:

o E :
Forward To Inbox : il Basic/LDAP User 100 | Pri )
Allow forward to others: #| Basic/LDAP User @ Privileged User
Sender Address: n <cryoserveradmin@cryoserver.com
Standard Forward d v DAP User @ Privileged User
Forv on Te
| (Message Text)
Zipped then attached Privileged User
Inline Forward (non-forensic) « Privileged User
(Action Text,
overed from the Ma
"""""" Te
Restore To Inbox (via IMAP/EWS): m 10 Basic/LDAP User 1000 | J
Download Message: i #| Basic/LDAP User @) Privileged User

Figure 16 - Forwarding Options

The popup label text of the action can be changed from thefault, if you enter something for the
(ActonTex). LY G KA & Ol a8 NoKBoremsis Forwadzél § Ki SEaSS8F BBLX | OSR
oStandard Forwaré

And here we see the pepp action text as a search user would see it:

Actions: | 100 ¥ 1/1 | —g JE | none v é g G}

‘ Star%.érd Forward

Size Sent w P

34.2 KB 20-Nov-2017 11:10
Figurel? - Action Icons & the hoveover action text

The body text of the forwarded email will contain a short message from Cryoserver. You may
override the default text by entering your own wording in tihdessage Textbox.

Forward to Inbox
Forward to Inboxreturns the original email as an attachment, thus preserving the original email

headers.Lotus Notewvill alter these forwarded itemg removing the attachment and placing its
content irtline with the main email. For a forensic copy with Lotus Natesiecommend enabling
anduse the Zip option.

The standard Forward to Inbox feature will return a message S dantudEndail Addresk.
will display a short summary of the original email, and attach the original erttails preserving the
original email headers.
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The administrator can change the first line of Message Text in the forwarded email, as indicated

below.

. W@l Cryoserver Admin Retrieved from Cryoserver: RE: Tomeat certificate

4 Sybject: Retrieved from Cryoserver: time issues? (1 item])
L= @ Cryoserver Admin Retrieved from Cryoserver: time issues?

4 Subject: Reverse 55H (1 item)

Retrieved from Cryoserver: RE: Tomcat certificate

Cryoserver Admin <cryoserveradmin@cryoserver.com>
Tue 14/12/2010 11:29
Merlin Beedell

| Message =] RE: Tomcat certificate (54 KB}

@re@ested iz stteched, and its detzils are summarized below.

Hash Value: €27833BCBESTCCCEE4841ZCFEEDSABTAC

Rt
Cc: support <supportcryoserver.com>
Addressed To: . ~n. banfcryoser mom- mazh~r_latecif cynser ar_onm; astlin_tbeeded
e ' ' Fio@eeny muiames TRoovnedsver . Loeal

éu};1e;t RIEI .Ir;!mcat, r;ert,ificat;;a
Figure 18 - Forward to Inbox, showing the default message text

Zip and Attach

Zip and Attachreturns the original email as a zipped attachment to a new envee. recommend
this is sed for Lotus Notesleploymentsto preserve the original email for forensic or compliance
analysis.

In-Line Forward (non -forensic)

An email forwarded from Cryoserver using the Inline Forward-foognsic) action will show the
body text of the original email in the body of the generated em&ile original email headers are
not preserved for forensic analysis. However, the original attachments are included.

. W Cryoserver Admin Retrieved from Cryoserver: EmailGen -3835/864 @FIXME{check this after the ch Mon 15/07,/2011 12:56 63 KB

Retrieved from Cryoserver: EmailGen -3835/84 @FIXME{check this after the ch
Cryoserver Admin =cryoserver.admin@cryoserver.com=

@ Extra line breaks in this message were removed,
Maon 18/07/2011 12:56

1o cedddl
-] Message -—T_Qz:h‘.w_mw:"or_logs.zip (18 KB} v e rerier i doaes wlesse call o oarliosenport (1,52 KBL.msg (14 KB)
"'- < fwismin_logo_gr.gif (6 KB} =] Searting cryoserver on cininens. ccznmsg (13 KB)

zzded Erom Cryosezver - this is not = foremsic copy. For & foremsic copy please use "Forward to your inbox" or "Forwazd a5 afc ’.

—————————————— Original Message---——----—=—------

From: : .e2 7% .#Cuifdisw- . ESrXnet.com
Sent: Mon Mar 23 12:18:32 GMI 2008
To: n..har. ateelfg..cryc: Tver.com;me 1in Leeuall@g..cicse:slT.com

Subject: EmailGen -3835/84 @FIXME{check this after the ch

Figure 19 - In-line forwarded email, showing default Message Text

The Administrator can amend the first line of text that shows in the forward envaslhighlighed in
the Company settings area.

5.1.5 Recovering Emails - Restore to Inbox (via EWS orIMAP)

Restore to Inbox (viEWS AMAP) allows anLDAP useto restore one or more emails to their own
Mailbox; or aPrivilege useto restore emails to any user for which they have the password to
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access. Mail is only restored to the Inbox. EN&S AMAP server to which this action connects is
set via theRestore and Authenticatiopanel.

Download Message
Download Messagevill downloadthe email to the user as a .EML file. In many cases, this will be
opened automatically by thmail client (e.g.Outlook)on the user§PC.

5.1.6 Message Summary

The search results show a portion of the email body text, with any keywords highlighted. The default
settingis 300 (approx. 3 lingeeview of the emajl

Priv User Message Summary: & Never {User cannot override the setting)
& Mo {(User can override the setting)
G Short {Max 200 characters)
- Long {Max 600 characters)

Basic User Message Summary: = Mever (User cannot override the setting)
= No (User can override the setting)
g Short [(Max 200 characters)
= Long (Max 600 characters)

Search Results Page Size:

Figure 20 - Message Summary Options

These options change how muchtbé email is displayed in the result listing:

Never¢ the summary text is never shown, and the user cannot override this. This option may be
usefulfor Privilege users to prevent inappropriate viewing of email content.

No ¢ no summary is shown, but the user can override this.

300/ 600¢ show approximately 3 or 6 lines of text.

T ==

Froms: beadell.merlin To: merlin@gw.cryoserver.com, techies@gwise.cryo
Subject: EmailGen -607/1 Understanding Message Routing

Frome: David Madtindsls Tn: marlin beadallf@aw rrvasernvar com. Tunkn llsha

Figure 21 - No message summary

From: beedell.merlin To: merin@gw.cryoserver.com, techies@gwise.cryo
Subject: EmailGen -607/1 Understanding Message Routing

Link state information is most effective when you configure multiple routing groups in the
organization, particularly when redundant paths are available. Each routing group has a nominated
master... and propagates it to the rest of the servers within the routing group. The master ensures
that all servers in the routing group advertise the same infermation to the rest of the world:
theraefare, the routing group master increments the version number of the routing databasea for its
group. The master is normally the first server to be installed in the routing group, but you can
specify a different routing

Figure 221 Example of 600 character message summary

Users ca change their preferred Message Summsire via their preferensgunlessthe
Administratorset theNeveroption here
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5.1.7 Search Results page size

The number of search results to show on a single web pbgéault is 100

The time to display a lot of results (300 to 500) aamrease the load time particularly if 600
characterMessage Summary is to be showrowever, viewing several results at a tiwen bevery
usefulto the usersg LJF NII A Odzf NI @ ¢6KSy -0BE2aBNROHANFPAJHGIKS BO

Users can change their preferred results page size via their preferences.

5.1.8 Disclaimer Message

This is a message that appears on the Login page, below the User Name / Password area.

141
"
¥
il
il
Il
1l
[l

Disclaimer Message: B I U abe X, % T~ 7T- Hi~ ,]:H Ty EE %E
0 o= [m Ba

Flease only use this system in accordance with company policy. Specifically, you
must

s

1 [.m

* (Only access information that you

[ Save ]

Password: | Login

This system must only be used in accordance wit
Company Policy. Specifically, you must:

* Only access information that you were originally
intended to view
ivilege access must be authorised

5.1.9 Header Links

This is text that will appear in théle banner of the Logipage. You can add your standard intranet
links, or any other text as required.
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5.2 Outbound Email & Alerts

This section defines details about emditsm Cryoserver.
These are typically:
1 ! aSNDRa -tClabbkdemadlR

f t NAGAE SIS 9 ' RYAY dzaASNRA adSaaArzy GNIyaONRLIa
1 System status and alert emaggor both regular daily health checks and-hdc error alerts.

What's New

Monitor & Reports

Basic Configuration Use System-wide SMTP -
Service:

Company Settings

Forwat dit Reports

il ser
v on Port: 25 Default SMTP port 25, SSL port 465 Test SMTP Connection

Outbound Email & Alerts

a

MAP/POP3)

Adv. Configuration
Managemcnl

Collecto

SMTP ce
A i

Email 2

e [ add | Remove |
Raise an alert if no mail -
Email Management processing occurs for: ud urs
Mailbox Reader Current user Email Address: [ doe@acompany.com
Alert T
Folder Replication -
cryoalert@cryoserver.com
Business Continuity
License Management
License Usagc Reports

3 MGI rt <Cryoserver.alert
I it

Figure 23 - Outbound Email and Alerts

5.2.1 (Outbound) Mail Server

It isrecommended that a single global setting for the Outbound SMTP Server. To do this, tick the
éSystem wide SMTBervicé I Y R iysted plertiBatithgsa £ Ay 2y (GKS NRARIKG P

MailServer Addresss the DNS name or IP address of an SMTP seiiverLJA Ol f ft & (KS 02 YLJ
server or SMTP gateway.

A z

SMTP Connection Typg@l y dzadz- t €& o6S €t STl 4G atflAyéo L ¥
one that requires authentication, the@ 2 dz a K2dzZf R &St SO0 a¢[ { € 2NJ af

Portis typically leftblank | Y R (G KI & RSTFlF dzZ & @FtdzS 2F wp A& |
connection, then the port will need to be entered (the standard SSL port being 465).

Authorisation Required2sneeded iff RY A y A awisNdorélgy M#ll o email addresses
outside of the organisatio(for example, to allow ALERTS to be sent to
cryoalert@cryserver.coyyor if your mail server is restricted to only accept mail from
authorised sources (like an argpam filter).

Instead of using Authorisation, most organisations set ugcaive connectoin
Exchange (or other mail system) that would allow relay only for mail from specific
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sources (ip address). For example, se://exchangeserverpro.com/howo-
configurea-relay-connectorfor-exchangeserver2010/ for further details.

Authorisation User & Passwordf authorisation is required, then enter the user & password
of any valid user of the local network.

5.2.2 Email Domains

EmailDomaing NB (G KS O2YLI yASaQ Lzt AO SYI Af I RRNBaa R:
purposes:

1. To determinethe direction of each emait inbound/ outbound/ internal/ outmix [a mix of
outboundandinternal recipients] / unknown [no matcheg]by checking the email domains
of the sender and recipients against this list of domaf8geEmail Directiorbelow)

2. Email Address ExpansiolF an email isvithout a Journal Wrapper (see sectidr2.2) then
anylocalemailaddresseg as determined by this list are checked against LDAP for
distribution list expansion.

Email Domains: staplediets.com
slimyou.co.uk

NOTE: The User Diractory gymhealth.com
feature can be used to obkain

domains from LDAP.

1 Please Note. After LDAP has been configured, it is possible to obtain a list of email domains
QAL GKS ! aSNISANBOGZ2NERE YSydzo
By setting the Local Domains, it is possible to report orréleent/actively used local email
addresses

Email Direction
When processing each new email, ttender and each recipient is checked against this list of Local
Email Domans, and thedirection of each email is calculated as follows:

Inbound Sender does not match amypcalEmail Domains
At least one recipient matches a Local Email Domain.
Outbound Sender matches a Local Email Domain

All recipients fail to match any Local Email Domain.
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Internal Sender matches a Local Email Domain
All recipients match Local Email Domains.
OutMix Sender matches a Local Email Domain
Only some recipients matdtocal Email Domains, others do not.
.. this is amix of Outboundand Internal
Unknown No matches with any Local Email Domains for sender or any recipien

Ideally NO email should have the Unknown direction.

no. owecton | reom 1 1o | 1€ €mail direction is visible in the end user search under the Direction
1 & From: cryoserv Column_

RS S
Email - Internal 7,
o yTag: ©

a From: Imran KH
Subject: RE: Eq
Hi Dave, Ok

5.2.3 Raise and Alert if no mail is processed

This setting allows an email alert to be raised by Cryoserver if it has not processed any emails for the
configured number of hours (4 hours by default).

NOTE: There aeparate, similar, alerts associated with mail collected from IMAP or EWS sources.

However, this setting allows the system to no#fgiministratorswhen ALL of the various sources of
mail has stopped (SMTP sources, Mailbox Reader, IMAP/EWS Collector, Importer tools).

For DEMO systems (where no new mail is expected), please set thisdostop these alerts!

5.2.4 Current User Email Address

Current User Email Address the email address of the administrator thatisrently logged irg
and is the address where a summary of some of these admin edits are sent.

We recommend Administratochange this email address to a local user

5.2.5 Alert and Audit addresses
The following aré&slobal Settingdut are presented here for the convenience of usage.
Alert To

Alert Tois one or more email addresses where the alerbsoth daily status and error detaitsare
to be sent.

! WeRecommendd / NBFGS | &/ NE2ASNISNI ! f SNIIié RAAGNRAOOC

Exchange / Active Directory].
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Add any administrative Cryoserver users into this growgich may be different to other IT
groups.

1 Addcryoalert@cryoserver.corin order for Cryoserver Support to become aware of any
issues at your siteHowever for this address to work

0 ,2dzNJ SYI Af AISWRBI&/ oA KA §z6R/ ®B 2 4 $sHd8&tINg Lt | RR
Relay in Exchange 2007 onwards
Or

o ' RR I WO2y il O0GQ Ay @2 dedaeri@ciydsen@rTMNIIS NI (2 N
address; and use this contact in the Distribution List as recommended above.
Or

0 Use an Encrypted (TLS or SSL) and Authenticated (User & Password) SMTP
connection.

Alert From

Alert Fromis an email address for the Sender of the system alert emails. It can be entered in the
form \DisplayName<emaiI@addres$>|f the emails are to be sent to Cryoserver Support
(cryoalert@cryoserver.cojrthen please enter the Company Name in the address:

Alert FromiMyCompan)CryoAIert<cryoserver.alert@mycompany.coh>

The address doa®ot need to be a real user email addregsist set it so that it looks reasonable.

bh¢9yY LF GKS ! fSNI CNRYE FyR d! dZRAG CNRYE SYIFAf
firstSYlFAf R2YIlI Ay Sofal EmdibOomaidy (if2A H1(K S ager@réte asshiggdsted dzi 2
addresses for both Alert From and Audit From.

Audit From
Audit Fromis an email address for the senderntidnscriptemails to the Data Guardians. It can be
entered in the formDisplayName<email@addres$>

* Transcripts can be found by a Data Guardian or Privileged user by searching Aardihis
Fromemail address in Cryoserver.

* Transcripts will be sent to the specified data guardians (where they will be journaled back
into Cryoserver like any other emailf.there is a problersending a transcript, then
Cryoserver will process the transcript directly into Cryoserver so it will still be found using a
search of the archive.

Test SMTP Connection

TestSMTP Connectiohutton can be clicked to send a test email to thiert Recipier(s) using the
settings just entered. The outcome of the action will be displayed below. If there is a
LINPOfSY aSYRAYy3 (GKS (GSaidz GKSy AlG Aa 2F0SYy Rc
Connector of the SMTP server.
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Cryoserver”

or IP address of an SMTP email sen

Test SMTP Connection

Any problems sending the test email will be displayed on theympanel:

Test Connection

) mail sending failed to following recipients:

fred@blogos.com  Error Message: Unknown SMTP host: mail.cryoserver.com

Savewill save these settings, and they will inemediately used by Cryoserver.

Setting Relay in Exchange 2007 onwards

Mails from Cryoserver will ONLY be received by user accounts local to the SMTP server (the company
Exchange or GroupWise system etc.) UBLEis configured tallow relayfrom the Cryoserver

d28a0SY hw AF (GKS WIdzZiKSYyGdAOFiSR 02yySOiAz2yQ 2LIA

1. Onthe Remote Network settings page, follow these steps:

a. Selectthe existing 0.0.0.0 - 255.255.255.255 entry, and then click .

b. ClickAdd or the drop -down arrow located next to Add and type the IP address or IP
address range for the remote messaging server or servers that are allowed to relay
mail on this server. When you're finished entering the IP addresses, clickOK.

c. ClickNext.

2. Onthe New Connector page, review the configuration summary for the connector. If you
want to modify the settings, click Back. To create the Receive connector by using the settings
in the configuration summary, click New.
On the Completion page, click Finish.
In the work pane, select the Receive connector that you created.
5. Under the name of the Receive connector in the action pane, click Properties to open
the Properties page.
6. Click the Permission Groups tab. SelectExchange servers.
7. Click the Authentication tab. SelectExternally Secured (for example, with  IPsec).

Pow

Seehttp://exchangeserverpro.com/howo-configurea-relay-connectorfor-exchangeserver2010/
for further details.
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5.3 Data Guardians (and ldentity Switching)

Before you can add any Local User Accounts to Cryoservemysispecify at least one Data

Ddzt NRALl y & ' RIFEGFE 3dzk NRAFY A&z FTNRY / NE2aSNISNDA
Transcripts @f Administrator access and Privilege User searches) will be sent.

NOTE: FroWersion 100.2, you can specifjifferentguardians for each of administrative or
privilege usage audit transcripts.

If a user logs in to Cryoserver, and their primary email address matches a Data Guardian address,
then they will see th@ranscript Refab. From this they can review the emails that were opened by
a Privilege user.

This panel also includes some general login restrictions and settinlgeébiuseaccounts (not
LDAP accounts).

Summary

What's New

Global Account Settings %

Monitor & Reports

Basic Configuration Login Failure Limit: 9

Lock Timeout: 1 Minutes
Company Settings o

Old Password Limit: 0
Outbound Email & Alerts Password Expiry: 1825 | days

Data Guardians
No local users can be added to Cryoserver until at least one data guardian email address is added here,

Local User Accounts Transcript summaries of Administrator and Privilege User Searches will be sent to the Data Guardian email addresses.

Privilege search details will be stored in a database under a Transcript Reference. The Guardians will be able to review the exact searches via the reference.
Restore & Authentication
LDAP Servers Transcript reference retain penod:‘u ‘ days

Data Guardians: [
User Directory

m REmOue
Mail Collector (IMAP/POP3

s.smith@acompany.com

SMTP Service

Adv. Configuration

Management

Storage Management Enable user identity switching: ¥ Require Password Re-entry:

W Auto Logout: Administration User |15 Minutes (<=0 :No time out
Privileged User 15 Minutes (<=0 :No time out)

Mailbax Reader Basic User o Minutes (<=0 :No time out;

Folder Replication LDAP Basic User o Minutes (<=0 :No time out,

Business Continuity m
License Management

FromVersion 100.2, you can specify Data Guardians that only receive one type oftearthtript:

TTaNSCITPL TETErence TEwanT PErmou:[U [Oays
Data Guardians: | | Priv Transcripts Admin Transcripts
Add
Guardian Email Address Priv Admin | Actions bs
>
rs.smith@acompany.com », x
* At least one guardian must be set to receive each of Privileged
User Search transcripts and Administrator access transcripts.
* A data guardian is just an email address.

5.3.1 Login Restriction Settings

These settings are not related to Data Guardiamhdentity Switching. They relate to Local User
Accounts only (accounts created in Cryoserver).

Login Failure LimitHow many times can a user attempt to fsgwith the same user ID before the
account is locked out?
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Lock TimeoutThe number oMinutes that the user account will be locked fafter an incorrect
password was entered more than th@gin Failure Limitumber of times Minimum is 1.

Old Password Limit. ¥ | dzaSNDa LI a4a62NR Kl a SELANBR |yR Ydz
the last few passwords? Enter O to t@yoserver that the user can +enter the same
password again.

Password ExpiryThe number otlaysbefore a password expires, after which it must be changed. A
dza SNJ A & 3 A G Sywitletyel oldpassidod.S Q f 2 3

5.3.2 Data Guardian settings

Transcript reference retain periodfhe number oflaysthat the details of each email viewed by a
Privilege User, and summarised under a Transcript Reference, will be held in Cryoserver. The
default is O (the transcript reference details will never be deleted). If a value other than O is
used, then the Data @ardian will not be able to review a Privilege User search that was
performed more than that number of days ago.

Data GuardiansAdd in the email addresses of each person who should oversee the activities of
Administrators and Privilege users.

Recommendedata Guardiarcandidates are:

HR Manager

Compliance Manager/Officer
IT Manager

CEQ senior staff

Union Leader

=A =4 =4 -8 -9

Example transcripts:

CKA&Z Aa I GNYyaONARLIG NBadzZ GAy3a FTNRY | t NAGAt SISR
performed a search and viewed some of the results (highlighted below).
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Cryoserver session transcript from partner [ref id: FU

(VESELEM Help O Tell me what you want to do

Y
T Ignore x D [\ j |/[\ (_ﬁ [\ _)>| m Cryoserver-Sear... (3 To Manager

. Delete Archi Reolv Reoty E | =1 Team Email v Done
algJunk - EIEtE ArChive  REPl :[IJIY orward [y - X Reply & Delete f Create New
Delete Respond Quick Steps

Thu 18/01/2018 10:23
cryoserver.audit@demo.cryoserver.com

Cryoserver session transcript from partner [ref id: FUg8L2kafp]
To

Transcript begins on ukfastcryoserver.srvlist.ukfast.net at Thu Jan 18 10:17:45 GMT 2018
User type is auditor

Logged in as partner (Partner Demo)
From 105.108.125.155

Search issued at Thu Jan 18 10:17:45 GMT 2018

Stated reason for search is:"test by robin”

Document types searched: email

Search parameters (email) are:

Search Type: Standard

Keywords: positron

Full text query (email) is ([ keywords:positron OR title:positron ))
Date range is from (no limit) to (no limit)

163 results found

Retrieving the following message:

Message Key: 000312C292198A93726FSF7D1DE224DDAEF209C0
Original Message ID: <866176055.38.1420724423844.lavaMail.root@ukfastcryoservers

Retrieving the following message:
Message Key: 000312C2183193B5EC96601D8C3619D4BIETH30A

A typical Administrative Audit often contains very little. Not every administrative change is captured
and recorded in the transcript. Generally just user account creation and alteration is recorded. A

typical transcript would look more like this:
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Cryoserver session transcript from mbeedell_adn

Message [GE] Q Tell me what you want to do

f!\r;Ignore x D @ E% E__\/; = P Cryoserver-Sear... E%To Manager

=1 Team Email v Done

o Delete Archive Reply Reply Forward [
aig Junk - ok AIIJIY By~ |G Reply & Delete ¥ Create New =
Delete Respond Quick Steps IT.

Wed 17/01/2018 09:51
fcs-wincryo-a.audit <cryoserver.audit@cryoserver.com:>

Cryoserver session transcript from mbeedell_admin
To  Merlin Beedell; Robin Bingeman
Transcript begins at Wed Jan 17 09:49:39 GMT 2018
User is Merlin Beedell
Logged in as mbeedell_admin
From 192.168.11.70
Privilege level is administrator

Switched from account mbeedell(LDAP)
Transcript ends at Wed Jan 17 09:50:37 GMT 2018

NOTE: Administrative Audits can also be searched and viewed via the Rigghoitgstrative
section This is true even if the system was unable to send the email to the intended recipients

v e

Admin Audit History &

Monitor & Reporis

System Monitor Keywords | |
phrase:

Report: .

eparts Recipient: | |
Usage Summary

Search
System Alert History
Admin Audit History | !
= = . 7 Admin Audit Summary View Message
Basic Configuration
Adv. Configuration
1 to 10 of 76 results Actions: { l:l /8)

Management

m Subject

Cryoserver audit transcript from jdoe_admin
Email Management Recipients: s.smith@acompany.com Alert Sent: No

Storage Management

30-Jan-2018 09:04

Mailbox Reader 2 Cryoserver audit transcript from jdee_admin

Folder Replication Recipients: s.smith@acompany.com Alert Sent: Na 33.Jan-2018 10:45

Business Continui 3 rruncenar audit trancerint fram idna admin

5.3.3 Identity Switching

[

Enable user identity switching: Ld Require Password Re-entry: [

Auto Logout: Administration User |15 Minutes (<=0 :No time out)
Privileged User 15 Minutes (<=0 :No time out)
Basic User 0 Minutes (<=0 :No time out)
LDAP Basic User ICI Minutes (<=0 :Mo time out)

This feature allows a user to switch from one account to another accdamttch Identity is
available under the following conditions:

1. Where two or more accountsave thesameprimary email address Typically this refers to
one or two local user accounts and an LDAP account, as follows:
a. User logs in using their LDAP (Active Directory) account.
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b. ¢KSe aagAlOK ARSyiGAGee (G2 GKSANI/ NEBE2aSNBS
(e.g. accounts that have the same primary email address)
2. 2 KSNBE 2y S dza SDéledatioE  LINDEOB XokSofick (ét;(orithe
administrator has created a delegation or httkconnection between two accounts.
After a user has switched to a different account, certain actions are no longer allowed:

1 The user cannot create or alter delegation links.

This remains true even when they switch back to the account that they originally logged in with

¢

If a user has the ability to switch identity, they wsilea 6Switch Identite € Ay {1 A gient KS KS'I
bar.

3

Switch to New User Interface | Switch Identity || Help | Settings | Sign out

jdoe_admin (Administrator)

®02Xc

jdoe_basic (Basic) ‘

And thefooter bar will indicate if the user has switched from another account.

Or in the Administration area,@ R 2 dzo f S icén%slused

Version 9.0.2-beta.1 j.doe@acompany.com as jdoe_basic [switched from identity jdoe_admin) / A Company
: L 3 d

Figure 24 - Using the Identity Switch feature
Enable user identity switchingnd Require Password Rentry

The feature can bdisabledg or you can require for passwords to beeatered. If a password e

entry is needed, then the password of the original login (usually your LDAP Network password) may

be entered OR the password of the account you are switchinGuaently, all accounts have the

alYsS aasSOodmniyer vixs aisilét e2dz Oy agAGOK 6F2N) SEIF YLJ
WLINR GAf SASRQ | OO02dzy i -enkyll K2dzii NBIljdzZA NAyYy 3 LI aa¢2NR

Automatic Logout

You can set the system to automatically logout from a switetoegiccount after a period of
inactivity. We encourage you to set timeout valgeoarticularly for Privileged and Administrative
accounts.

CryoserveiV10Administration Guide 82| Page



Basic Configuratio{i

Switch Identity based on Primary Email Address

Any accounts that have the same primary email address will b y (i S R

LRSyGAGe¢
picture below:

Basic Configuration [ Accounts B® |

Company Ssttings
Outbound Email & Alerts
Datz Guardians

Local User Accounts
LDAP Servers

User Directory

Mail Callectar (IMAP/POR3)

Existing Accounts

cryoserver_admin

ingeman_basic
rbingeman_priv

Username:

First Name:

Last Name:

Admin Level:

Account Status:

Last log-in date:
Account creation date:
Primary email address:
Authentication type:

0KS FoAtAGeE G2

0 S i ¢ FérCryasétvBics uskr @ddcuiniayiis is et as shown in the

rbingeman_basic
Robin

Bingeman

Basic LI
Active 1
2016-03-16 15:25:45.051
2014-05-04 09:33:05.64

|rDbin@cryuserver.com

(@ Local Password

(O Mo Direct Access

Adv. Configuration
Management

Figure 25 - Identity switch links on the Primary Email address

A user accessing Cryoserver using an LDAP / Active Directory orSsgm§ds (e.g. ADFS / SAML)
can switch to Local accounts.

(O) External Authorisation

Delegation Links
A basic user (LDAP @basidocaluser accounjtcan allow another user to access their account, via
their settings panel. An administrator can view/edit/remove these links.

Seelinking One Account to Another Accofartfurther information.

5.4 Local User Accounts

After at least one Data Guardian has been defined, t@eyoservetocal user accounts can be
created. Cryoserver supports 3 local user types, Administrator; Privilege and Basic, as discussed in
section4.3.5.

Basic Configuration [ Accounts B® |

Company Ssttings o
Existing Accounts

Outbound Email & Alerts Username: rbingeman_basic
rbingeman_basic First Names Robin

Datz Guardians rbingeman_priv

Mail Collzctar (IMAR/POR3)

Adv. Configuration
Management

All user typesave the following details:

Account creation date:
Primary email address:
Authentication type:

Last Name: Bingeman
Local User Accounts Admin Level: E— LI
LDAP Servers Account Status: Active LI
User Diractory Last log-in date: 2016-03-16 15:25:45.051

2014-03-04 03:33:05.64

|r: bin@cryoserver.com

@ Local Password
(O Mo Direct Access

() External Authorisation

Userrame: This is theuniqueusernameas entered into the Login pagéVe recommend that the
name is different to a us& network login id name. We suggest that you appeadmin/ _priv/

_basici2 GKS dzaSNYyIFYS (2 SyadaNB GKFIG AG A& RAFFSNBY
indicates the type of user.
First& Last Namet KS dza SNR& Fdzf f yIFYS (G2 RAALIX I & Ay @I NR 2

Admin LevelThe type of this use©ne ofAdministrator/ Privilege / Basic
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Account StatusOne of Active or Locked.

Primary Email Addressthis address is where any enfaidm Cryoserver will be sent for this user.
This will include reset Password and Forwardnbox emails.

hyOS  ySg | 0O02dzyi Aa al SR | NYyR2Y LI aa62NR A
Email Address. If Cryoserver is unable to send this email, then the password will be displayed on this
screen.

Other details for the different account types are discussed below.

5.4.1 Administrator user type

An administrator cannot search.
Only administrators can resetpasswogs Y R | O00Saa GKS WC2NH2GGSy @& 2 dzNJ

T bh¢9Y LT Yy FRYAYAAOINI G2N) dzaSa (GKS WC2NH2G0GS)
0S SYIFIAfSR (2 GKS ! RYAYAAGNI G2NR& t NAYFNE 9YVYI
There is a single default Administrator (cryoserver_admin) which is used-tgpgbe initial
Cryoserver system. Please ensure that the email address of this account is changedlly via

0§KS d&ahdziio?2dzy R 9 YQurkeht User EmiilSA\Ndiesistting.Y S y dz>

We recommend that additional administrator accounts are addeme for each member of IT staff
who may need to administer the Cryoserver system. Then the Data Guardian transcripts will
indicate which user had logged in.

There are no further Details required for the Administrators account.

5.4.2 Privilege / Privilege & Delete User types

This user can search across ALL email in that Cryoserver system (or that Cryoserver Company, when
in multi-tenant mode)unlessone or moresearchable domainare added.A Privilege & Deletaiser

type has the ability t@uthorisea deletion request. This account type will only become available if

you have dicenseto use it.In all other respects, this account type is the same as a standard

Privilege account. Any searches made by Privileged users will raasiliatranscriptthat is sent to

the Data Gualian(s).
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Py Leve: NI EO T Searchable Domaingre restrictions on the
cooun atus: ctive v .. .
Lastlogindate: Privilege usec so thatonlyemail to or from an
— L _ | email address in one of the Searchable Domains
uthentication type: (@) Local Password
will be returned.
(O External Authorisation
Searchable Domains: [ | i
s e rivlese v o i |1 If a company is an umbrella for a number of brands
S ¢ like the hotels in a hotel groupand each brand

Exclude Addresses and/or

has its own email domain, then you can create a
Domains: .. .
provnt teme it et [ [N separate privilege user for each brand/domain.
addresses and/or domains from emove

being included in search results.

Leave blank for un-restricted The privilege user would only be able to search
searches.
across tle emails for their brand (email domain).

Other Auditors: [
Additional email addresses that
receive summary search transcripts “ )
from tie accourt. Exclude Addressesf one or more staff wish to be
specifically excluded from any Privilege Search
Results (including any emails where they were just one of several recipients) then enter their email

addresses here.

Other Auditors:are additional or alternative email addresses where Data Guardian transcript emails
will be sent for this user. This is of particular use if Searchable Domains are asgdu may have
a Data Guardian for each company brand / email domain.

5.4.3 Basic User type

A basic user caonlysearch and viewnail that matchthe email addressespecified for their
account This is similar to a user connecting via LDAPwith an Active Directory user login).

A basic user is natormallyaudited (ie. No Data Guardian transcript will be séoitowing any
searches

NOTEBasic accounts can be set up to viawy number of different user mailboxes; by entering
severalsecondary email addresstsat relate to other mailboxedn this mode, the basic account
should be audited; and it isrecommendedo ensure that theauditing options are used when
creating such an account.
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Username: jdoe_basic

First Name: John

Last Name: Doe H 1
Admin Level: == = Secondary Email Addresse&dd as many email
Account Status: ctive ~ . .

Last log-in date: T TR ' addresses that this user should have authority to
Account creation date: 2017-08-21 08:23:53.383 .

Primary email address: ‘j_doe@acompany_(om | VleW

Authentication type: (® Local Password

(O No Direct Access

O External Autharisation Addseveral addresses at onbg enteringa
Secondary email addresses: commaor newline separated list and pressing

the Add button.
[y | eenor ]

cryoalert@cryose.ver.com ~
john.doe@acompany.com

Exclude Primary Address From
Search:

Enable Sample Search:

Enable Share Folder:

Export Capabilities:

Enable auditing:

oooooo

Auditing by Data Guardians:

Other Auditors:
Additional email addresses that
receive summary search transcripts Remove
from this account.

This is in addition to the Data
Guardians.

) ‘

Figure 26 - Adding a Basic User

Enable Share FoldeThe results of a search can be saved @asd-older, and comments given for
each email in that folder. There are times when that folder of emails needs to be viewed by, for
example, a supervisor. This option will allow for a Folder to be shared.

Search History = Folder R

Case Folders: Dailly Reporis Creation Date: 31-)an-2018 Updated On: 31-1an-2018
Description: Investigation into some daily reports
Queries:
[31-Jan-2018 08:31:16] Search parameters (emall) are: Search Type: Standard Keywords: "Report of mails processed” From: cryoserver. audit@desg.0paas.co.nz Start Date : (no limit) End Date : (no limit)
Shared With: [smaunder_priv, jdos_basic]

Folder Messages View Message

1 to 10 of 16 messages
Filter : | 1gnore |[ citical |[ Folowup |[ mone | |[ ress ][ unread | Actions: 10 v < 1/2 > | L a Bk
Mail status From / To / Subject size Sent @
() 1gnore 3 KB 10/11/2017 11:10
e From: cryoserver.audit To: aryoalert@eryoserver.com

Figure 27 - A folder with share capabilities

Enable Sample Searclt: KA & @A f f R Beeciiof & T $tb thiaiBEACR Bs¥ivhere only
a percentage of the possible results will be returned to the user. This is useful for compliance
officers who are obliged to conduct random sample searches on a regular basis to check for
potential breaches of the company or business regatai

FTOTI CrYOSETVET . dUUnimuCsy. Updds. TOLTT.
To:

Attachment Names:

Attachment Keywords:

Enable Sample Search: 10 (@ Percent Pages Messages

Search Clear

Figure 28 - What the user will see if "Enable Sample Search" is selected
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Exclude Primary Address From Sear€his is useful where a basic account is designed fbelaen
Supervisoaccountc an account where email addresses of a team of people are added to the

WaSO2yRIFINE I RRNBaa

SaqQo lff &Stk NOKSgbutshsuddzt R 0SS C

not include the team supervisor themselves.

This sould be used with the Auditirgptions described belaw

Exclude Secondary Addresses From Seafcbonvenience feature. Unlikely to be useful.

NOTE: Any LDAP larcal Basic User can select exactly which email addresses are to be used for their

searches from the Preferences area.

Enable Auditingif this account is knowingly able to access other user email addresses, then it
shouldbe audited. With this enabled, at least one of the Data Guardian optiustbe selected.

Auditing by Data GuardiansTick this if the companwide Data Guardian(s) are to receive
transcripts of searches conducted by this account.

Other Auditors:Enter email addresses of alternative Auditors who should receive transcripts of

searches conducted by this account.

5.4.4 Filtering the User List

[Existing Accounts ¥ Existing Accounts
[ jdoe_admin
jdoe_basic
smaunder_basic

jdoe_admin
jdoe_basic
jdoe_priv
smaunder_basic
smaunder_priv

\L Basic

[] Privileged

[+] Administrator

[ privileged & Delete
[] Disabled

[+] Basic
[] Privileged
inistrator

The Local User list can be filtered to show only Basic OR
Privileged OR Administrator useysr any combinatiorg

by selecting the appropriate tick boxes. If you select the
Disabledoption, then the User List will only show
accounts that have théccount Statusf Disabled.

5.5 Restore and Authentication

Restoreis a technique used to inject email back into user mailboxes from the archive.

AuthenticationA & I GSOKyYyAljdzS (2 GSNATFE | dzaSNRa LI adag2 N

This panel allows you tbefine connections tyouremail serers. These will be used provide

SYIAf awSaiz2NB ¢2

LYo2E¢ | yR a[ Fhskajows yoaioks&y G A OF G A

up a connection to an older email server and newer one to assist during mailbox migration.

The system will allow either IMAP or EWS to be used
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Server Configuration

Register and manage details of your mail server s
1. Restore emails found in Cryoserver back to

Monitor & Reports

IMAP or EWS) that can be used to
ilboxes (see Company Settings

Basic Configuration ngs)
ccounts, which have been marked as authenticate externally.

Company Settings 2. Authenticate user logins for Cryoserver Loc
Outbound Emall & Alerts Existing Servers Server Details
Data Guardians outlook.office365.com Protocol: | EWS v \
Local User Accounts Server: [outiook.office365.com |
Restore & Authentication Port: Ii Default port 443

Connection Typa: l Hitps v

Use Impersonation:
User Directory

Mail Collector (IMAP/POP3)

SMTP Service

Adv. Cenfiguration Create Connection
L Edit Connection
Storage Management
Delete Connection
Email Management
Folder Replicat -
s Test Connection
Business Continuity
Account outlook.office365.com
License Management created.

Figure 29 - Restore and Authentication

5.5.1 Authentication

/ NB 2 &SNIBSN Wi OF dz® SHEbSANS R O O@Adiyki G 9 EG SNY I | dzi KSy
tries to login, the username entered by the user will be used to obtainaba user accout a

details. Finding that external authentication is required, the username and the password from the

login web page are then passeddachof the Restore and authentication connections, where a

login is attempted using the configured protocol (IMAP or EWS). If the login succeeds, then the user

will be logged in to Cngerver using the details (hame & email addresses) from the local user

account. No account details from the remote mail servers will be obtained orqgely the login
test.

Username:

*Cryoserver B

Active Basic Configuration
Company Settings

Username: 1

jdoe@acompany.com

Password:

TheLogin authenticatiorsequence is:

1. User enters theiusernameandpassword
2. Iftheusernamey' G OKSa&a | € 20Ff dzaSNJ I O02dzy iz GKIG KI &
3. ForeachentryAy G KS awS&aidi2NB yR ! dzZiKSYyGAOFGA2yE A,
a. Open a connection to the remote EWS or IMAP service
b. Pass the Users username and password to the EWS or IMAP login sequence
c. Ifthe EWS or IMAP login succeeds, then the user gains access to CryQsesiagr
GKS RSGFAfA 2F GKS a[20Fft ! AaSNJ ! O02dzyii¢ o

If login fails, then the system will revert to try other login methods (first by testing dduad user
accountsand thentrying LDARIf configured).
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IMPORTANT NOTE: Becauseudernameentered on the login page is passed to the EWS or IMAP
serviceq this sameusername MUST be set in the Cryoseiteerl user account

1 ForOffice 365¢ the username wilalwaysbe an email address. And the server will be
G2dzif 221 P2FFAOSocpdO2YE D
f ForIMAPor on-premise Exchangesi KS dza SNy YS O2dzZ R 6S GKS a{!
N

G ASNJ t NAYOALI f btype®rnad Iy SYF At | RRNBAA

C

5.5.2 Restore

Cryoserver supports the ability to restore emails from the archive back to your mail server. See
¢Recovering EmailsRestore to Inbox (ViEWS otMAP} ® LG Oly dzaS SAGKSNI La!
Web Services). We recommend using EWS for Exchange 2007 or greater.

erver Details

Ser\Lgr Details

Protocol: [1Map ~]

Protocol:

EWS
143 | Default port 443

Server: [ | Port:
Port: [143] Default port 143 Connection Type: Https v
Connection Type: Plain Use Impersonation: [~

TS —

SSL User Id: [

Password: I

IMAPor EWSServeraddress is the DNS or IP address offtbat-end or CASserver

Connection TypeFor IMAP w strongly recommend using either TLS or SSL. Only use Plain
connections if your network is otherwise secutWS only supports HTTPS, which is inherently
secure.

Port: IMAPPIain or TLSdefaultvalue of 143 is assumedin SSlconnectionwill default t0993.
EWSuses the default HTTPS port of 443.

Impersonatiort (EWS Only) If Impersonation is selected, and a suitable username / password of a

Gt AR AYLISNE2YIFGA2Y dza SNJ I 002 dzyvithohtFourligets SNE RS> (i1 K S
needing to enter a password This is most convenieqtbut it could lead to security issues. So

please use this option with caution.

USAGEOTEMultiple Email Server connectiormsn be entered; but if youdo enter more than
one,then the end users will be prompted to select which to gsend this may confuse users.
However, this techniqueanbe used in a mixed server environmeng.g. during a server migration
(e.g. Exchange 2013 to O365)forou haveboth Lotus Notesand Exchange Users will select from

the server namesgntered hereand will need to understand which to use. However, once a user has
successfully connected ondéryoserver will remember this and not prompt again.

5.6 LDAP Servers

LDAP is the common name for accessing the content of directory servers such as Microsoft Active
Directory, Novel eDirectory or Lotus Domino. Cryoserver uses LDARemhys:

1. Toassist whervalidainga User LogiA ¥ WG NI yat | § SandrSNDR 2LIGA2Y A

2. To expand email addresses in renveloped emails
3. To provide User Account lists for selection purposes under:
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a. User Directory [to Link accounts or to extend via Add Address]

b. Mailbox Reader [to select accounts to read mail from]

c. Folder Replication [to select accounts to replicate the Outlook Folder tree]
The LDAP admin page sets up one or more connections to an organisations LDAP server (typically
known as the Domain Controller).

Create an LDAP connection by clicking the [Create New Connection] or by copying an existing
connection. The recommended sequence of steps is shown below:

Server Details 1. Enter your local PDCAD/LDAP server name or IP address
LDAP Server: |fc5-pdc-a -
LDAP Port: = , Press the ase
* Basic unencrypted * SSL TLS
LDAP Connection Type: Fetch Ba DN
arC! se
The page at https.//fcs-samsung700z says:
LDAP base DN: |DC=F:5,DC=:r',-cser'.-er,DC=:=r“|
LDAP Services: |;=|.tf‘er‘ti:ati=r‘ & Account details Populated the 'LDAP Base DN’ field with schema DN
: Cra dvertised in th t DSE. Check and modify it
3. This should fill in these boxes e - eck and modity

appropriately before applying.

LDAP directory user: |

LDAP directory password: |

(014

Confirm password: |

LDAP user DNz |=@F:5.:r‘,-cser'.-er. com

* No

LDAP db DN:
append base Yes

Then enter a user & password. Any us¢ihey do not require a mailbox or any permissions other
than to allow reaeonly search of the LDAP directory.

4, Enter User & Password, and 'Save Decails’

Save Details

LDAP directory user: cryoserverldap
m LDAP directory password: ennnnnnns

Confirm password: sessnsnans

LDAP user DNz #@fcs.cryoserver.com

It makes sense to select a user account where the Password is unlikely to change frequently. By
ONBIFGAY3 Iy | 002dzyd aLISOAFAO (2 / NBE2ASNIBISNI of A1 S
sometime later whemAdministratorsreview the user accounts the LDARlirectory.

Now dTestConnectiort ® CKSNBE IINB 3ISySNIrftfte o 2dzido2YSay

Test Connection

m____"—— 1
Test Connection Test Address Lookup Test Connection

Failed with following error

Test Address Lookup message: [LDAP: error code 49 - Test Address Lookup
80090308: LdapErr: DSID-

~ ~ 0C0903C8, comment: ~ ~ ~
Connected successfully with valid AcceptSecurityContext error, data Failed with following error

credentials. 52e, v23f04] message: fcs-pdc-a: 389

1 2

w

1. The Connection & User/Password works OK

2. TheUser/Password is incorrect in some way

3. [Sometimes after a long wait] The Connecttorthe LDAP servéras failedor is blocked in
some way

For most basic Windows / ExcharBased systems, this is all that you need to do. But there are
some advanced usages, which we explore in the following sections.
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5.6.1 Username and the Login process

After a user enters their Username / Password into the Login panel to access Cryoserver, the
following sequence of events occur:

1. Check if the username matches any LOCAL Cryoserver user accounts (not LDAP accounts). If
so, test the Password (by encrypting it and matching against the stored encrypted copy).

IF no matching local user account OR if the password fails to match then,

2. C2NJ SIFOK [5!'t O2yySOGAz2y o00KIF{d LINPOARSA (G(KS
completeUserID[see below] and,

At this point there ardwo very different way# which Cryoserver will perform the Login process:
L C Tr&nhSatedUsers 2 LIYERY A &

3. Login with theConfigured_.DAP User
4, ' AAy 3 GKS & ¢ NI pérdofmlaDiketyfy Séddch for tHe hsdrf R >
LDAP Search Where Translation Ké&jserID; For example..
G{!a! O02dzyliblYS I' 2ONMHzvYof S¢
NOTE: This will only search in each of$learch DN§f configured)
5. LT GKS &aSINODK FAYR&a (GKS dzASNE GKSYy O2yFTANXY G

| 2 4 S @S NEranklafe Usel6S 2dJIND2y A &

3. GANBOGfte GSad GKS dzaSNYyIlYS IyR LI aag2NR 0@ LJS
constructedUserID and Password

5.6.2 Constructing the User -ID from the Username

The LDAP Directory Usaameis combired with the LDAP User DReld to create a complete user
identifier (UserID) that the LDAP system (Active Directory / Domino / eDirectory etc) would accept
AY Ly [5!t a.CtKBR&. AYREI YOR YYI-iDRndPAssword coBbitiktidore | !

QX
' aY

The most typical format, fohctive Directory is of the form:

#@company.base.dn
The# symbol will be replaced with a user nameither the one entered by a user into the
Cryoserver Login paggor the LDAP Directory Usentry. Like this:

LDAP directory user: cryoserverldap

LDAP user DN:

#@fcs.cryoserver.com

crvoserverldap@fes.crvoserver.com
Jerumbles(@yfes.cryoserver.con

The system also allows for the older Windows login user id style:
NT-DOMAIN#
Again, the # symbol will be replaced by the uskrgin username.
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ForLotus Notes eDirectoryand othersthe UsefrID may need to be in theEQDNormat:

CN=#,0U=0rganisational Ut=Organisation, DC=local
To make it easier, the system can automatically appendidmee DNhto this text if you tick the
GAppendBaseDN 2 LI S22 a2 NBO2YYSYyR G(GKIFdG GKS a¢NIyaftl i
the FQDN format is required:

LDAP directory user: cwnser\-'; erldap LDAP base DN:  [DC=fgs,DC=cryoserver,DC=com wlth “Tmﬂﬂﬂf\? usersn
LDAP user DN: [cN=+#,0U=ServiceAccounts, 0U=FC5_* LPhase 1- Connect with confieured user
[ (_,_/ lg

LDAP append base DN:

o ves ) ' | Phase 2 - Search directory for Username
Phase 3 - 'Bind' to confirm Password

CN=cryosererldap, OU=Servicedccounts, 0U=FCS DC=fes, DC=cryoserver, DC=com

LA Uispiay s s s
No -
LDAP t lat = LDAP translation key:
ranslate users: o Yoo —P : rans ¥
OU=CVSUsers, OU=FCS,DC=fcs, DC=cryo co
OU=Employees, OU=FCS,DC=fcs, DC=cryoserver,DC=com
OU=ExternalAdmins, OU=FCS,DC=fcs, DC=cryoserver,DC=col
CM=ThirdParties, 0U=FCS,DC=fcs, DC=cryoserver,DC=com
CN=Users,DC=fcs, DC=cryoserver,DC=com

LDAP search DNs: i

Search for (samAccountName = jerumbles) within each Search DN

5.6.3 Using the Email Address as alLogin Username

The Login logic is altered if @ symbol is detected in the Username entered by the {eqy. the
user enters their Email Addressn this case it will cause the LDAP login logic to:

1. Match with theLDAP primary email addrelssii &t NA 0 dz(yS jofd@a dzl € f &8 W
2. Inspect only the LDAP Connections that aseociated withthe email domain from the
email address.

staplediets.com

shrink.me

droponesize.org In this case, the LDAP connection will
Email Domains: be used to validate an email address

select from list

loginONLY fostaplediets.com

m To match morelomains, Edit the

LDAP Type: [ActiveDirectory ¥ | connection and CTRLLICK each
LDAP primary field name: |r"'|ai| domain¢ and they will become
' Highlighed.

m! bles@stap)edists. ><I ) ) .
crumbles@stapledicts com does match with this LDAP connection.

TT——— Buthere theemail address does not match
password: _ with this LDAP connection, and login will
- failunless... aleast one LDAP Connection
will need toselect/highlightthe
M r=member M GRNRLERYSEAAT SO2NHE R2YIAY
in the LDAP Connection.
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564 2A0O00EAOET ¢ 50A00 AU 3AAOAE $.80 j/5 ' Ol

TheLDAPSearch DNSist can bdeft blankor setto the BaseDNralue¢ meaning that the
WHOLE directory tree is searched to match a User Account (for Login Authentication)

ForLotus Notef @2 dz a K2 dzf Rro@§ @ SNJ 6 KS @I f dzS «a

However, if your Directory Tree is very large, or you wish to restrict Login Acamdy users in
seleced OU Groupsthen you can enter the required Directory Branches (typically
Organisational Units / OU groups).

To select groups fromthe 5! t (i NB S Betch Be&yéh DNsi & 8ziadpdbyp dialog
should appeafif your browser allows popps)

server,DC=com

Click name to expand a group
= 5] m

T,

The page at https://fcs-samsung700z says:
ps,0U=FCS,DC=fcs,D
es,0U=FCS,DC=fcs,DC=

er,DC=com Added search DNs:

r,DC=co
g L g OU=Employees,0U=FCS,DC=fes,DC=cryoserver,DC=com
e 37 . |
=com
0K

18decc38b34},0U=FCS,D

LDAP translate users:

LDAP search DNs: I

Pick the required OU Gups fromthe Pog LJ RA L f 23 0 2 BAdd SeaytiRDNsING dzid (i 7 K S

Yes

OU=Employees, OU=FCS, DC=fcs,DC=cryoserver,DC=com

naa | peiee

Fetch Search DNs

LDAP unigue user id attribute: |cb'ect:3L,]D

5.6.5 Email Domains

Select which local email domains this LDAP server is to be used for.

1. This allows for users in a Domain Forest, where different LDAP servers represent just one tree
of the forest. Each LDAP server will validate users for one or two email domains, not the whole
forest of domains.

Users will need to enter their full email digkss into the Cryoserver Login, so that Cryoserver can
select the appropriate LDAP server to validate the user against.

2. This allows foemail address expansida be performed ony on the associated email

domains.

You should now be able to [Save Details]. Cryoserver will immediately start to use these
settings. There may be a delay, when mail is currently being processed, as the system has to
flush the LDAP cache from memory.

Press the [Test Connection] to check that this LDAP Connection allows the Login settings that
have been entered.
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After creating an LDAP connection, yghouldtest to see if it works. There are three levels of
testing:

First, to click the [Test Connection] button on the LDAP panel
Second: To use thdser Directorynenu entry in the Admin area. SB& below
Third: See if someone can lagto Cryoserver using their network login credentials.

5.6.6 Other LDAP Settings z Fields and Patterns

LDAP unigue user id attribute: |Gb_'ECtGL-]D |
= |

LDAP Type: irectory ¥
LDAP primary field name: |r'"|ai| |
LDAP primary field pattern: ||j.='} |
LDAP secondary fizld name: ||:-rc>c',-}-‘-::resses |
LDAP secondary field pattern: ||: Pir smtp: J(.*) |
LDAP display field name: |:i5p|a',-har“|e |
LDAP translation key: |5£|r“u‘-‘-:::l..r'thar“|e |
LDAP creation date field : |l..-'|"er‘£reate: |
|

LDAP Attribute for IMAP Username: |

*The following fields are used when processing new mails without a Journal Envelope wrapper (RFC822
format). Email addresses need to be de-aliased and distribution lists expanded by CryoMailArchive.
Howewver, Envelope formatted mail provides the full and final set of email addresses - so no further Idap
action is needed.

LDAP secondary field format: ||:pr:x-,-f-‘-::res.ses=5r'ﬁl:p:-[E'}} |

LDAP member field name: |r'"|er“|l:~er |

Figure 30 - Additional LDAP configuration options

To enable Cryoserver to work with a wide range of LDAP servers (such as GroupWise eDirectory and
Lotus Notes/Domino) there are a numberfatilities to modify the way that items of information

are extracted from the Directory.

Unique user id attributeL y 2 NRSNJ (2 WwW{SeQ | dzaSNJ g6KSy {(KSe@ f2
GKAa @Ol ftdzS Aa FSGOKSR FTNRY (G(KS [5!'t &SNBSN
62Nl 4 6Stfd C2NJI 20KSNJ[5!t &SNBAOSvwme (KS 0(0)
is no longer critical to CryoserveA i ¢+ a dzaSR G2 Wwi1SeQ SIFOK SYI A

mailboxes, but this is no longer supported.

LDAP TypeL ¥ d! OGA PSS S5ANBOG2NEE A willbd regett@Stnbardi KSy G KS N
values. You can override any of these defaults by typing a new value over the default. Any
field that is left BLANK will revert to the default value for Active Directory.

L¥ G/ dzad2Yé Aa aSt SOshGmBbe spedfi€yotharkisson®2t f 2 6 Ay 3 1
features will stop functioning.

Primary fieldnamet KA & Aa GKS yIFYS 2F (KS HArimdrytEm&EIA St R GKI
Address

c
¢
(s}

Primary field pattern: ¢ KA & A& | aNB3IdzZ | NI SELINBaaAz2yé GKI G
primary email address from the value returned from the LDAP Primary field.
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The default of.*) will extract ALL text.

Secondary fieldnamet KA &4 A& GKS yIYS 2F |y [SécbndargfF Aidgd R G KI
email addressesLDAP Servers will return an array (list) of values.

Secondary field patternt KA & A& |+ aNB3IdzAE I NI SELINBaaAzy¢ GKEFEG /1
address out of each value returned from the LDAP server for the Secondary field name. This
can be quite complex! Servers like Active Directory will return a whole host of different
types of addresg such as X500 addresses, andrwil addresses (if the gateway is
installed), as well as typical email addresses. This MUSAbuaeketed group, and any text
returned in the second group will be used.

The default pattern of?i:smtp:)(N¢ A f £ SEGNI OG | yé& GSEpY&iKE G F21

Please refer to a goaditorial on regular expressionsas they are very cryptiendbeyond
the scopeof this guide.

Display field nameThis is the LDAP field that contains a fticalisplay name for the user. There
are usually quite a few candidate fields that could be used!

Translationkeyt KS [ 5!t FTASEtR O2y Ul AyAy3 | dzaASNRA [ 23AY
the Translate Useréres/No) option when a user Logs in to Cryoserver. iSéxplainedin
Constructing the UselD from the Username

Attribute for IMAP UsernameWe find that logging in to IMAP may require a reiandard
usernameg, for example, when usinglanked Exchange in a Forest Domain

Secondary field formatThis is used wheprocessing new mail into Cryosery&s convert an alias
email address into a primary email address. It places the email address extracted from the
email into the {0} part of the format text.

This is ONLY used when the email being processed is NOT enveloped. AND where the email
domain in the email address extracted from the mail headers matches one of the domains
selected for this LDAP connection in Cryoserver.

The default value i§roxyAddresses=smtp:{Q¥)eaning that Cryoserver will connect using
the configured LDAP Directory User, for each applicable email address perform an LDAP
Search like this (proxyAddresses=smtp:an.example @email.address.com)

Member field name:This is the LDAP field that contains a list of Distribution Group members. Each
member will be a FQDN pointer to the LDAP entry for that group meigiich would be
either user entries, or another distribution group.

Use display name in seareh IfAdministratorshave imported from PST files without using an LDAP
Feature within thedPST Extraction Utilitythen you will find that all local users will ONLY
show their Display Name. The email address will have vanished. This is because the PST data
discards email addresses in favour of an inteawdivedirectory identifier K400 addresps
and thedisplay name The extraction process will typically only export the display name.
Cryoserver can help hergas it can seaftand find emails based on the Display Napaes
though this was a real email address.
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SQ¢ If Administratorshave imported PST data with display names instead of email
addresses (for local user accounts) then you should findtitking this option will greatly
help basic/ldap users from finding these PST emdilat refer to them.

5.6.7 Email Address Expansion
Another usage of LDAP is to expdochl email addresses. By thise mean:

T C2NJlFye SYIFAft IRRNBaa GKIFIG YFEiOKSa 2yS 2F (K¢
0 ¢2 O2y @B 2Ny a&O02yRINE SYI PlimalyBiRaNB aa (2 A
Address
0 To expand angistribution groupemail addresses into a list of user primary email
addresses.

If an email is received in Cryoserver that doesK | @ Senvelgpe Wrappe€lmost common in
Imported Emai], then email addresses will be expanded as follows:

1. Check if the Company Advanced Settiallimws expansion:

Web Certfficate

Adv Company Config Disable mailing list expansion: ——
Retention Limit s L » 1-n » - . r X
2. Extract the To: and Cc: text from the email headers
3. Split the text into each email addregsypically a display name followed by an email
address.
4. Extract the internet email address part from each address entry (remove any display name
part)

5. For each address that matches one of the LDAP email donpsaudss..

Fetch Search D

LDAP unique user id attribute: |cb_'ect:3L,]D
droponesize.com
shrink.me
staplediets.com

Email Domains:
select from list

L

SELECTHMDthe LDAP Connection._ m

a. LookUp the Primary address in LDAR NOT found, then

b. LookUp the Secondary address in LDAP
IF a or b finds an entry:

c. 52Sa Al KI&XAFYy&2®¥Y3Yio3MB® RAAGNRAOdziAZ2Yy 3
returning each primary email address, or further expanding any members that are
also distribution groups.

6. Cache the results, so subsequent lookupthe same address is faster.

If the email header looks like this:

Received: from pav01s002.pvl.local ([172.16.0.12]) by pav01s002.pvl.local ([172.16.0.12])

with mapi; Thu, 23 Jul 2009 16:01:39 +0100

Subject: Cryoserver Disk Space.

Date: Thu, 23 Jul 2009 16:01:36 +0100

Message - ID: <25BC0130988EC84FA47FD10EE8B3619675376979D4@pav01s002.pvl.local>

From: "Tim Wurch" <Tim.W@joline.co.uk>

To:" Diet Support"< support@ staplediets .com >, "Robin" < robin@ droponesize .com >
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| Cc:"Ben Moes"<  Ben.Moes@joasme.co.uk > |

Then the candidate addresses to convert in this email is:
support@stapledietscom
robin@droponesizecom
ben.moes@joasme.co.uk

LT GKS O2yFTA3IdzNBR [ 5!t Syl Nsaplediet®OR¥&82 OKSYSR A (K

support@staplediets.com

1. LDAP Searcim@il=support@tapledietscom) -> no match
2. LDAP Search (proxyAddresses=ssutppori@stapledietscom)
-> Match Foundto helpdesk@staplediets.com]
3.[5!t 9y UGNR KI acitydsriouliadIroup y i N& S &
4, [ 51t [221dzld F2NJ S OK WYSYOSNRSE NBGdzNYAY 33 LINRD

mb@stapledietscom ; mi@hrink.me and ik@roponesize.com
robin@droponesizecom

1. ¢KS SYFIAf R2YFAY Aa Wi20If Q 0dzinokxpangiop.i | aa2 OJ
ben.moes@joasme.co.uk

1. Usersemaildomair@2 2 a YS»O02ddzl v A& y2a | Wwi20fQ R2Yl
5.6.8 Disabling LDAP email -address expansion

Under Advanced Configuratieh ! R@ [/ 2Y LIl ye& [ 2y FA3IsS (GA01] GKS G543
option.

o Conron

S50 - Single Sign On

Exports Retain Period: |_T|:-
NTP Configuration LDAP Cache Size: SO0
web Certificate LDAP cache timeout: seconds

Tab menu drop down item limit:

=
=]

Adv Company Config
Disable mailing list expansion:

Retention Limit

Mandate audit transcript for each

5.6.9 LDAP Performance z Cache size

Alsonote that two other IDAP settings are available in the Advanced Company Configucation
Cache SizandCache TimeoutThese refer to the number of LDAP ent(iesal email addresseis
expansion details, if afyhat will be held in memory to speed up repeated lookups. These items
will remain in memory for the specified timeout periqdafter which the entry will be removed from
the innmemory cache

With Envelope Wrapped email, no email address expansion would occur agyssaie LDAP
Cache / Timeout and Expansion options are of limited use.

With non-envelope emailtypically from Imports or nofExchange systems], the LDAP address
expansion (if enabled) then playsleamatic part in the overall system performance
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A cache (of any type) will use memayrgo the larger the cache, the more memory it requirdsus

the LDAP Cache Size should reflect the number of local email addresses commontyiicluging
distribution groups balanced against the memory available on the Cryoserver syste@ryoserver

on a 20 Gb server can cache several thousand LDAP entries, while a 2 Gb server should be limited to
no more than the default 500 entries.

5.6.10 LDAP Services: Disabling an LDAP Connection

By default, each LDAP Connection that you add is immediately activated for standard usage (it will
both Authenticate users and return their Account Detalils).

LLAMEF > LA |LH.— Lo L —iLl uUSEl VeI LR —Lann

LDAP Services: Authentication & Account details T

Authentication Only
LDAP directory user: Account Details [name & email address) Only
Disabled —

LDAP directory password: t

P I ——— | | —

If you have several LDAP servérdministratorscould configure them in Cryoserver, but disable
some of them.Editthe connection and set theDAP Servicés 2Disébled ®

NOTE: Cryoserver uses the LDAP Server Name as the unique key in the dayaliasannot define
two connections to the same LDAP server using the same name (to do this, define one using the DNS
name, and the other with the IP address).

5.6.11 Dual / Linked LDAP Servers

C2NJ ! OGADBS S5ANBOG2NE C2NBada ¢A G Kutheptidagethe® R 9 EOK I y
Login against one AD, but will need to acced#farent AD to obtain their various Email Address

(accoun) details.

For Lotus Notes, and some other Email Servers, users cotiltl dgginst Active Directory, but then
access a Domino LDAP service in order to obtain their Email Address details.

Cryoserver supports these two scenaridgiministratorswill need to configure gair of LDAP
Connectiong2y S F2NJ a! dzKSYGAOlFrGA2Yyé YR (KS 2GKSNJ F2N

1. ¢KS CANRG [5!t [/ 2yySOilA 2AGthdnticatiore / ONE 2 yg SOIIDISNY & A
GKAA gAff WLINPOSQ (GKS ! aSNR [23AY !'aSNylysS
a. Ifthis login is successful itwillretubin ¢ [ Ay1 Ay 3 ! GGNROdzi S¢ DI f c
The linking attribute will contaia value from LDAP that is unique to that user, and
that can be used to lookup ttreamedzd SNJ Ay (G KS a! OO02dzy ¢ O2yy
2./ NE2aSNBSN) gAff GKSYy agAGOK (2 GKS a! O002dzy/i
a. Use the configured user to gain access to the service,
b. Perform a Directory Search basedupon¢hé NI yaf I GA2y YS@&é | {GNR
@l tdzS 2F (GKS fiomktgpllahdba. ! G G NR o dzi S ¢
c. Ifthe lookup is successful, then return the primary & secondary email addresses
and use these for the user in Cryoserver.

| SNB A& +y WHdziKSYyiGAOldAz2yQ [5!'t [ 2yySOlAzyyY
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Outbound Email & Alerts
Dizta Guardians

Local User Accounts
LDAP Servers

User Directory

Mail Collectar (IMAP/POPZ)

Adv. Configuration

Existing Servers

152.168.11.202 [Account Details]
fes-pde-a [Auth]

Server Details

[fes-pdc-a
[zes

LDAP Server:

LDAP Port:

LDAP Connection Type:
LDAP base DN:

Basic unencrypted

LDAP Services:

Link to Server:

Management Link Attribute:
. _ |
l'YR KSNB Aa GKS a! O002dzyié¢ [5!'t O2yySOGAz2y GKIFG A
152.168.11.202 [Account Details] LDAP Server: |19_1_, 168.11.202
fes-pdc-a [Auth] LDAP Port: [z8o
LDAP Connection Type: ® Basic unencrypted S5L TLS
LDAP base DN: |DC=F:s,DC=:r',-cser'.-er,DC=ccr'1
Referred by Server(s): fes-pde-a
Save Details LDAP Services: |A:ccu‘t Details (name & email address) Only ¥ |
Ld sAft YSSR AGa GGNIyatridrazy (S88é¢ FASIR (G2 068 Y
authentication side.
e — T — T
LDAP secondary field pattern: |l:?i: ~smtp: ) (. *)
LDAP display field name: |:i5p|a',-har“|e
LDAP translation key: |-}bjectSID|
LDAP creation date field : |-..-'|'erCreate:
LDAP Attribute for IMAP Username: |
| SNE GKS RSTlIdA G 6F2NJ ! OGAGDS 5ANBOGewhEwill2z F &l Y! C

02 NNS a LI2 idExciMastaiAccdunt®id F 0 G NRA 0 dzi S O faddentiddBan dzNI/ SR F NJ
process.
5.6.12 Testing LDAP & Address Lookups

' FGSNJI ONBIFGAYy3a |y [5!t
¢tKAAa Attt GFEtARIGS GKIG

| 2yyS0iGAz2ys GKS SIaArsad
I NE2aSNBSNI Oy WoAYRQ

y

o[

There would typically be 3 outcomes:

1. Connection works
2. Connectivity issues to the LDAP Server. This can cdi88@ DELAY seeing any response
G2 GKS ac¢Sald [/ 2yy SOl SERYERRORIE@NDSFLATLS procdlOdre G K I
appropriate.
3. Configured Connection User credentials issyiggically incorrect password. You should
guite quickly see a response.
LT GKS a¢Sad /2yySOlGAz2ye g2NjJaz GKSy GKSNB ' NB
you.
1. ''aS GKS a¢Sad ! RRNEB & aAdmmigtrhtdetdisee hamCiy@sgiver ¢ KA & |
GOELI yR&é Iy SYFAf | RRNBaao
2,148 (KS &' &S NJIcHdshiBedit s sedighl i dzNB
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3. Trytologinasauser! aS  aSLI NI OGS oNRgaSNI aSaaraz2y obhe
browser), and try to login using your network credentials

bhe¢9yY / NBE2aSNIISNI adzLJLJ2 NI A wdzycR@ENdmiNORIl akctieR 8 (62 R
other is JNDI (a standard Java feature). If you use GroupWise eDirectory, then you may get better

results from the Novell ARIbut for all other connections, #nJNDI method is preferred [and is the

default]. If you getontinualLDAP errors, then ask for a Cryoserver Service Engineer to try the
Y2GKSND !t L@

The service engineer will need to use the following command to alter this:

# commandultils.sh setsystemconfig preferred_ldap_ method 1

Where 1 = Novell or 2 = JNDI
Cryoserver will need to be restarted after this change.

5.7 User Directory

This provides a User Account search and display facility. The search will either be against one or
more LDAP servers, or against the Id¢ajoserveuser database.

Basic Configuration [ Usersearch $® |

Company Settings

Outbound Email & Alerts CryoMailArchive

realm:

LDAP Server(s): ¥ 1592.168.11.202 [Full]

LDAP realm: .
Data Guardizns

Local User Accounts

LDAR Servers

User Directory

Mail Collector [(IMAR/POR3)

Adv. Configuration

Search For:
Allowed Link Teo:
Additional Address:
Search Filter:

|I‘\.cr'e

Management OU=FCS,DC=fcs,DC=cryoserver,DC=com

Email Management 102.168.11.202 Search DNs:

Mailbox Reader

Folder Replication

Enter a few letters of  dzin&meXdsplay name or email addreasy (G KS a{ S¢ NOK C2 NE
followed by a * wildcarand press Enter. The system should, if LDAP is correctly configured, return
some matching names and address details.

LDAP / Cryoserver Realf’hether to query the LDAP directory or the Local Cryosddger
database.Typicallyjt would only need to search the LDAP service.

LDAP Serverdf there aremultiple LDAP connections, then only select the one(s) that you wish to
query.

Search ForEnter the account name that you are looking for. Enter the * wildcard where needed
typically at the end of the search name. The system will try to find matches based on 3 LDAP

Fields:

t NAYFNE 9YFAf | RRNBaa oideLmnortfte KS WYIFAfQ 7
{ SO2YyRINE 9YIFIAf ! RRNB&aa oteLmAoOlrtte GKS Wl AL:
S5AaLX e blYS 6GeLmAOlFffe GKS WRAALX @bl YSQ FA¢
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So if you search fa* the system will return ANY matches on
mail=a* ORaliasAddresses=a®RdisplayName =a*

Allowed Link Tolnstead of searchinfpr an LDAP user, this lets you fimsers with Links
Leave the Search Fditank and this field is not used.

Enteralinked email addres®r just* into this box, to list accounts with matching links
{SS GUKS W[AYy] !002dzyiaQ aSOlA2y F2NJ FdzNI KSNJ )

Additional AddressAnyLDAP user account can be extended in Cryoserver with extra email
addresses. Usthis searclinsteadof the Search For, to locate any user accounts that have
had added addresses.

Seed! RRAY3 ! RRAGAZ2YIf | RRNB&aasSa¢ asSoOlArzy F2N ¥

Search FilterFilters can be used to refine LDAP searches for specific purposes. You can create filters
to only return User accounts or only Distribution Groups, or to remove Service accounts
from the results.

Seed [ 5!t {SIFNDK CAftGSNARe aSOlAz2y F2N) Y2NB AyT2

SearchDN: ¥ GKS [5!'t [/ 2yySOiAzy KlFLa 2yS 2NJ Y2NB {SI1
down your search to just one or two of these DNs.

5.7.1 Adding Extra Addresses to an LDAP User Account

When a user logs in with their LDAP credentials, Cryoserver will obtain all of their various email
addresseg and use these for Search purposes (e.g. to search only mail sent / received by any of
their email addresses, both old and new). It is sometidessirable to add extra email addresses to
LDAP user accounts in Cryoserver, typically for one of these reasons:

1. To give access nother usersema¥ S®3d | Yl yIF3ISNRa Syraiat d2 i
adz3asSad G KILihk AAdu® dFRS (NS Wy ad Sk R

2. ¢2 Ay Of diiate mail (zgy. FidLiail) when they search. This assumes that private
YFAf A&a 0SAy3a O02ttSOGSR a ¢Stf la odzaiySaa
possible.

3. To cope withmport Mail, where the old email contains nestandard email address values.

4. ForlLotus Notes / GroupWisewhere secondary/alias email address data is not shared with

the LDAP Directory.
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LDAP Server(s): | fes-pde-a [Full]
g = B
=i CryoMailArchive - Directory Search - Google Chrome EI_IQ
B bhttps://fcs-samsung700z/mailark/dirupdate.do?operation=add&guid=D83386 Q,
L 7]
T T— :
Email & IM
|Disp|a\: name or email address| Add Address
~|E
sme Merlin Beedall Add Address
Username: mbeedell b=
Primary Email address: mbeedell@cryos m
Secondary Email address: merlin.besds
merlin@besdell.co.u
Additional addresses:
added@address.com (added)
Allowed Link To:
User: merlin.beedell@cryoserver.com Remove
Creation Date: 10 Apr 2012 16:05

Restrict search by: | Default (No Date) ¥

Perform an LDAP Search to find the user account to which extra addresses are to be added. The click
G§KS &! RR ! RRNEB a & fanydedrasing efndil addre@silat itvill gnly lbeRoRvalue if it
matches acompleteSender or Recipient email address recorded in Cryoserver.

N Erjo Sa 3 h s ipt S be (3
Usernsme: -

ey Sl edires: m g
,
(et User Preferences

Searchable

Sevwmlery Email adiess:

Additions] acdressss

- mm E a0 hens
=
S [T | ] “

[ LR

||

Administrator Area

End users can choose if they want to include these additional email addresses in their searches
under the Preferences section, they can tick the addresses that are to be included in every search.
The more addresses, the wider the search becomes.

There are some limitations with this approach:

1. [ 5!t far? Bohayidited; so no audit trail is created yiou add addresses relating to
other user accounts, allowing auserdear©i2 § K SNJ dza SNR& SYIAf @
2. Every search by that user will include all email addregsesmingling results for all
addresses.This can be confusingk  LINBFSNNBR YSGiK2R Aa (2 a[ Ay
¢tKS WI'RR ! RRNB&a&aQ TSt HhutdaNdSadds RIpansibility bnahe Adniist/tbrS EA 6 A f
Please use it wisely
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5.7.2 Linking One Account to Another Account

An alternative toextendinga user account with extra email addresses, as shown eaditv provide
ASNJ ! O02dzyG [Aylaod | slvitch Oedttydzy F NE XYY I KBA N2 & & IR Yy dzk
another account.

Cryoserver has had this feature for some time, based only on Primary Email Addrdgsasor
Y2NB | 002dzyia KIFI@®S G4KS alyYS tNAYFNE 9YFAf | RRNBa
these accounts.

Account Links can be created by:

1 Administrators via théJser Directorynenu panel.
1 End Users via theRreferencepanel. They can allow another user to access their account.

5.7.3 Obtaining your Local Email Domains list

You can view the list of local email domains extracted from the results of an LDAP search. You can
use this list to

i i . Actions: . 7] .
TheShow Email Domainsction button: after an LDAP search with

results, this action button will appear. It displays a list of email domains extracted from the

primary & secondary email addresses returned in the search. These are candidate email

I RRNBaaSa G2 0S5 AyD2YRERaRemerddEither g Guibduid 9 Y I A f
Email and Alerts (sectidh?2) or LDAP Servers.

O9YUNARSE Ay 02fR IINB YAaaAyad FNRY (KS Odz2NNBy i

button to start the process to select and add the required domains to your local
configuration.

Search Filter: rone

ET Action=: A
-
Viewing matched users 1 to 2 results {0.06 seconds) .11 CryoMailArchive - Demain Summary - Google Chrome
Name: Amy Blunt & https://fcs-samsung700z/mailark/domainSummary.do
Username: ablunt_basic
Primary Email address: . .
ablunt@droponesize.com C o
ryoserver
Secondary Email address: ablunt@fitasafiddle.co.uk y
amy.blunt @staplediets.com
amy@shrink.me
Allowed Link To: Domain Summary (items in bold are not registered in your ldap system):
Creation Date: 26 Mar 2015 0B:38 + fitasafiddle.co.uk
Restrict search by, + shrink.me
+ droponesize.com
] * staplediets.com
Mame: 1ohn Crumble Add Unregistered Domains

5.7.4 User Directory Search with Dual (linked) LDAP Connections

In the case shown in the following picture, we see two LDAP Connectaresis for Authentication,
and the other is for Account detailshd AuthenticationLDAP connectiolinksto the Account LDAP
connectionon msExchMasterAccountSidking toObjectSid The ObjectSID is a binary fieddich
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will result in someodd looking characters against thisernameiabel in the output listing of the
Account Details LDAP server.

LDAP realm: )
LDAP Server(s): )

CrvoMailArchive realm:

192.168.11.211 [Account Details] W frs-pdc-a [Auth]

Search For: mer®
Allowed Link To:
Additional Address:
Search Filter:

None
‘OU=FCS,DC=fcs, DC=cryoserver, DC=com

fes-pdc-a Search DMs:

[Search Results | Actions: %

Viewing matched users 1 to 2 results (0.09 seconds)

Viewing 1 result(s) from LDAP Server fcs-pdc-a
Viewing 1 result{s) from LDAP Server 192.168.11.211

LDAP Server: fes-pdc-a

Namer ) Username that the user would
Merlin Beedell he L X

R e — enter on the Login page

Primary Email address:

Secondary Email address:

Allowed Link To:
Creation Date: 05 Jul 2010 08:30

Restrict search by: | Default (No Date) ¥

LDAP Server: 192.168.11.211

tames Email Addresses
returned for this

user login

Merlin Beedell
#_#30TeP

mbeedell@cryoserver.com

Username:

Primary Email address:
Secondary Email address: merlin @cryoserver.com
mbeedell@™: - e
merlinbeedel@: =

merlinbeedell@
Allowed Link To:

Creation Date: 05 Jul 2010 08:30

Restrict search by: | Default (Mo Date) ¥

The Ul does not currently display all of the linking attribute from the Authorisation LDAP connection
¢ so if you have problems setting up Dual / Linked LDAP Connections, then you may need a separate
LDAP BrowserPlease contact the support desk for help and guidance on this.

5.8 Mail Collector (IMAP or EWYS)

Company Setlings The Email Collector will download mail from a Journal Mailbox, It will perform 2 READ-AND-DELETE loop, remaoving mail fre
Do not use this to collect mail from standard user mailboxes - for that use the "Mailbox Reader” facility.
Please view the current status of any Email Collectors on the Monitor page.

Connection Details

Outbownd Email & Alerts

Data Guardians Existing Connections

Local User Acsounts fes-ex2010 N Username: | |
LDAP Servers Password: [Fremeaeas |
User Directory Protecol: MAP_ ¥
Mail Collectar (IMAP/POP3 Server: fis-ex2010 |

il Cotector ( ! ! Connection Type: TLS T
Adv. Configuration Port: EI Defaul port 143
Management Check Every: 60 seconds

Enable:

Email Management

Mailbox Reader
Folder Replication

Business Continuity

Create Connection Idle Alert Period:

Edit Connection

Delete Connection

Test Connection

Figure 31 - Adding a Mail Collector connection
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The mail collector is one way of getting emails into Cryoserver. It uses aaRé&iklete routineg
so mailwill be deletedfrom the selected user account. Only thibox is readg sub-folders are
ignored.

LG& LJzN1}R2 &S Aa G2 200FAYy aW2dz2NyFft alAfé FNBY |V
of mail as it was being transported over SMTP and may include additional delivery information
compared to the original email.

IMAPIs the default and preferred protocol. It has been successfully used for many yéasver,
EWS has been recently added for Exchange systems

Idle Alert Periodsetting can be used to detect if the collector stops collecting (but where emails
from other sources continue to be receive S+ yAy 3 (GKFG 208KSNJ WFIFAE Ff26
invoked).

With Exchange 2007+

1 Journal Mail can be deliveratirectto Cryoserver over SMTRstead of to a Journal
Mailbox. Use this method if you prefdMAP/EWS over SMTP for Journal Mail
> TheONLYoenefit of Mail Collection over direct SMTP delivery is that will hold the queue of
mail for much longer if Cryoserver is down for any reason.

1 You may use thEWSprotocol instead of IMAP. Some additional options will become
available relating to a couple of strategimsdelete the downloaded emaibss efficiently as
possible Please try each of the options to see which works best after some time in your
environment.

1 If usingiIMAPservice may need to be installed and enabled for the journal account.
Exchange no longer installs this by default.

NOTE: On aPaired Exchangegou would need to enable the IMAP service on the Load
Balancer NOT on each Exchange.

f ¢ KSSL®nabléd 2 LJiA 2y &K 2 dzfc Bnless $he defaudlt SeDifigS iR thek S NB
Exchange are changed.

1 The user mailbox details entered here should be one selected in the/a Journal Rule in the
Organisation> Hub Transport level, or in the ServerMailStore level.

With Exchange 2008 2003

1 IMAP Collection from the Journal Mailbox is the preferred method to obtain Journal mail
FTNBY 9EOKIY3IS Hnnoo LG A& GKS hb[, YSOiK2R {f
2 N} LILISNE adzLJLI2NII 09 KAOK AyOfdzRSa ./ / NBOALIRS,)
1 You can enter the Exchange Mailbox Server that holds the Journal Mailbox account OR a
front-end / CAS Exchange server
f ., 2dz OFy dzaS WLIX | Ay QbutdeySSeyiceyptibnlisipeBrred@Iseyh& Ol A 2 v
account login is passed unencrypted).
1 NOTE: ©aPaired Exchangegou would need to enable the IMAP service on the Load
Balancer NOT on each Exchange.

With GroupWise

f ¢KA& NBIldZANBAE I @OSNE aLB/OATIf S DagofusesiB Mdl SNI 01 Y 2
Collector specified hereA Cryoserver engineer will need to deploy ta€IDaemin to be
installed and configured for your site.

With Lotus Notes
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You will probably use direct (SMTP) mail delivandnot require this collector service.

For Direct SMTP delivery, use a Maitlatabase option, but set to the email address for the
Cryoserver. Appropriate SMTP Connector documents will be needed to route direct to the
Cryoserver.

=a =

With Scalix / MDaemoand others

1 These support BCC replication of mail (direct SMTP deligsryno need for this Mail
Collector.

5.9 SMTP Service (optional)

Some systems have buift Cryoserver SMTP Email Sersenvice. This replaces any OS Specific
SMTP Mail servartypically Postfix on Linux systems and Windows SMTP Service on Windows.

This service can be installed on any Cryoserver sysieim Java based.

002XC

Encryption Type: Plain__ v

Port:

Add Companry Header:

Spool Directary:

Add Delete

Restrict access ta network range cannections?

jdoe@acompany.com as jdoe_admin / A Company

Once enabled, there are two aspects to configure:

1 The global service detaifssee
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6 Advanced Configuration
6.1 Single Sign On (SSO)

Single Sign On is a technigue to use your current Windows domain login to access Cryoserver,
bypassing the logn page. Passwords are NOT passed during SSO, but instead your current windows
dzaASNJ Wi21SyQ Aad dzaSR T2 N JIeach Rieidhatgod lognitzdl )2 3 Sa ¢ |
Windows domainso it cannot be cached and used at another tiffieis system only works with

NTLM or NTLMv2 tokemsdesigned toonly work in Microsoft Domains.

Furthermore, to prevenman inthe middlé G G 01 &4 GKS dzaSNJ i21Sy AyOf dzR
To validate SSO, the Windows Domain Controller will check that the source of the validation request

6/ NE2aSNBSNDL A& GKS aryS a GKS &a2dz2NOSthikdld Sy 02 RS
work, the Cryoserver server needs to be registered as a Computer in the Windows Users &

Computers list.

Basic Configuration
Adv. Configuration

$S0 - Single Sign On This allows for Windows Servers and Windows 7 clients to be authenticated. Up to 5 users can connect using this method for free. For additional concurrent

Current license is: Limited (Demo)

Enable Premium 550:

Your internal AD Domain: C5.CryDSErver.com 550 Con tion Test
c uter As nk N 3 CryoserverSSOV Sho

omputer Accow lame; ryoserver: 65 w Log
Computer Account password: -

" " Download script
i ey
Site Name (Optional): Deleta
Instructions to Enable Premium S50
First a COMPUTER. account must be created in Active Directory Users and Computers.

en use the script SetComputerPass.vbs to give it a password [use the 'Download Script’ button).
Enter the details here, and press Apply.
The CryoMailarchive wil then be able to create an authenticated connection to your Domain Contraller, over which secure 550 connections may be passed.

Settings have been applied successfully

Email Management

Mailbox Reader

Folder Replication

Log Level: oFf v . o

Figure 32 - Enabling Single Sign On (SSO)

As stated on the screen, the following tasks should be performed:

1. Firsta COMPUTER account must be created in Active Directory Users and Computers.
2. Then use the script SetComputerPass.vbs to give it a password (use the 'Download Script'
button).
3. Enter the domain, computer account name and password details here, and press Apply
4. Then use the Managemert Restart> Restart WebServer.
The Cryoserver will then be able to create an authenticated connection to your Domain Controller,
over which secure SSO connections may be passed.

Further Details:
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Your internal AD DomainYou can get this from the LDAP Base DN. It is typically like company.local
or company.com

¢

I R
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G yrYy
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CryoserverSSP

Notice the required $ sign at the end. Active Directory adds this automatically when you
create the account.

Computer Account Passwords computer account cannot be assigned a password via AD Users and
/ 2 YLz SNA @ {2 (2 aSi | SelcempuicePEd’ Tis R2GNOT LA dR | ¢
will prompt you for the computer account name, and then let you set a password. Enter
that same password here.

DNS (optiona){ { h aSNIBAOS gAft t20FGS &2dzNJ t5/ |yR |ye@
against any DC that it can contact. If the Cryoserver has DNS correctly configured (so domain
names resolve in other parts of Cryoserver configuradike LDAP serverames and
Outbound Email and Alerts: email server) then leave this blank. Otherwise enter the IP
address of an internal DNS server.

Site Namelf your users are in a Forest of Domains, then enter the site name of the local tree of
your domain. Most single domain companies will not require this.

After saving this configuration, the web server will need to be restarted to ensure that SSO starts
being used. To do this, navigate to the Management menu, and use the Restart menu item.

If there are further issues with SSO, then you may need to review the logs. There is a button here to
do this.

6.2 NTP Configuration

{2YS FSFddaNBa 2F / NE2aSNIWSNJ NBljdzZANE (KFd GKS asSN
Policy Deletion activity that runs each day, will not run correctly, or at all, if the server clock cannot
be validated.

Please enter 2 Time Server source (typically an LDAP / Domain Cc Th's panel a”owyou to

determine if the local server clock has drifted. If it has drifted by
some re-configuration to reset the server clock - different cperatir
Cryoserver may not be able to modify.

LNy e Remen pered st o= g1 Configure an NTP Source which can be tested
This server's 05 clock:  Thu Jul 25 09:02:34 BST 2013 N\B 3 dzf I N\I é (_) é / N\E 2 é_ S NE S NJ U 2 S y. é
NTP Server:  [192.168.11.202 | C==t ] has not drifted. If drift is detectedhen alerts will be
L see ] raised by Cryoserver.

SUCCESS: This NTP scurce appears to be valid

NTPSer'.'er:='FCS-\“.'in2DDSPDC_-"1.92.1.68.1..1..202 . . )

e e e I Testan NTP Source to see if it is responding

?eoFife:nS:Zrllllzre;:i};ier: 64.4.10.33 Correctly.

NTP Clock: Thu Jul 25 09:02:50 BST 2013
Local Clock: Thu Jul 25 09:02:50 BST 2013

Roundtrip delay(ms)=0, dock offset(ms)=-30 NOTE This setting does NOT currently alter the
Operating Systemlifardware clock. It only uses the NTP
source to check if the local clock is correct or not. The
O/S will need to be separately configured to ensure that its clock is kept up to date.

Recommendation{ S GKS b¢t {2dz2NOS (2 &2dlahad@indowsy / 2y i NP
Network.

Figure 33 - NTP Configuration

CryoserveiV10Administration Guide 108| Page



Advanced Configuratio [

6.3 Web Server Certificate

This feature will allow either a Self Signed Certificate to be created and signed by an external CA. Or
a Certificate created by an external agent can be installed.

Please see sectioBrror! Reference source not founfdr full details.

6.4 Adv. Company Configuration

This feature contains a wide range of occasionally used settings.

Figure 34 - The Adv. Company Config page

Document Typesemail / im¢ This extends theearch screemo show either email / infinstant
messagedr both. However, you will need an additional license to allow Cryoserver to
process IM transcript maitsandwe recommend workingvith Cryoserver Support on how
IM transcripts should be capturedVe support an agent to captuidicrosoft LYNC
messagesand theEpillioagent forIBM Sametime andActianceVantageagent that can
capture nearly all types of IM message, including Bloomberg.

Default LocaleYou can override the systemide locale (language for the estreen prompts, and
formatting for numbers and dates). This is typically only needed in a-taolint system
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