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 Introduction 

1 Introduction  

This document is intended for Cryoserver Administrators and shows how to administer Cryoserver 

Version 10.x.x.  Please note that most of this content is still applicable to previous versions of 

Cryoserver, notably versions 7 and 8.  

Cryoserver is an email archive system ς which is simple to setup and administer. Cryoserver is 

functionally rich, resulting in a wide range of administrative options. This document helps to provide 

guidance on the full range of choices and when and why they may be needed. 

This document covers the administrative functions of Cryoserver in two ways: 

¶ Essential Topics: covers the concepts of Email Archiving; from getting data into the 
system to getting it back out again. 

¶ Administration Facilities: walks through each panel and options of the Cryoserver Admin 
area. 

1.1 Roadmap 

The Cryoserver product is constantly evolving and improving.  We take customer feedback as well as 
many other sources of influence to drive the product forward.   

Cryoserver makes a refreshed release every 4 to 6 weeks that adds to or improves the product in 
some way.  Therefore, the screenshots and comments in this document may not exactly reflect your 
version of Cryoserver. 

Customers with a Support and Maintenance agreement in place may upgrade to the latest version of 
Cryoserver ς both minor and major version releases ς without incurring any additional costs1.   An 
upgrade would typically take 20 minutes, with a 5 minute down-time. 

The administrative area can now indicate if there is a new version available (if the Server is able to 
link to the outside world via HTTP).  The administrator can then discover what is in the new release, 
and decide if this would be useful to the business or would address a particular issue. 

If you would like to see some specific change in Cryoserver, or to report a fault, then please email 
support@cryoserver.com. 

 
1 Unless the support team need to provide an on-site visit 

mailto:support@cryoserver.com
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2 Welcome to  Cryoserver  

Cryoserver is a system that can store vast quantities of email or IM transcripts (Instant Message 

conversations).  It indexes the content of each item and attachment data so that these items can be 

searched and displayed quickly and efficiently.  This guide focusses on the administrative side of 

Cryoserver. 

The administrator(s) of a Cryoserver system has a number of tasks to perform in order to: 

¶ Appropriately install and configure the system 

¶ Setup the data feeds that will fill the system with data 

¶ To provide access to this data to users 

¶ To manage and monitor the system over time 

The emails and IM data to archive into Cryoserver can be delivered in a variety of methods: 

¶ New mail, Journaled2 from a Mail Server (e.g. Exchange/Lotus Notes) 

¶ Sent over SMTP or Collected from a mailbox using POP3, IMAP or EWS 

¶ Existing mails, extracted from various sources ς such as PST or read from user mailboxes 

Cryoserver can be accessed in a variety of ways and for a number purposes.   

Throughout this document, we refer to different types of user.  Cryoserver supports a small set of 

user types, though each type can have quite a variety of capabilities that the administrator can allow 

or deny or restrict ς either to all users or to just selected accounts. 

Administrators cannot search or view the archive data.  However, this account is used to create or 

configure the other users of the system; as well as nearly all other configurational aspects. 

This document describes the full set of actions that an Administrator should be able to perform.  

Some administratorǎ όǘȅǇƛŎŀƭƭȅ ƻƴ ŀ άŎƭƻǳŘέ ƻǊ Ƴǳƭǘƛ-tenant system) will only have restricted access 

and will not see all of the features described here. 

Basic / Active Directory (LDAP) Users can, by default, search only their own emails. 

Please note that Single Sign On [SSO] using ADFS / SAML is supported, resulting in a Basic User 

account type. 

There are many ways to extend or restrict the scope of a Basic User, as described in later sections. 

Privileged Users can search across the whole repository, unless restricted by a searchable domain. 

Privilege and Delete Users are privileged uses who can authorise an audited deletion of archived 

data.  The search query that contains the set of data to remove must be prepared by a different 

 
2 Journaling is a very reliable way to get all currently flowing mail into an archive.  However, there are times ς 
typically with multiple Email Exchanges or when one is added ς when a portion of mail is NOT journaled.  This 
will result in incomplete data in Cryoserver, and is not easy to detect in an automated way. 
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privileged user.  Please Note that this special user type is only provided on application, and is 

normally disabled. 

Data Guardians ŀǊŜ ǎƛƳǇƭȅ ŜƳŀƛƭ ŀŘŘǊŜǎǎŜǎ ǘƻ ǿƘƛŎƘ ΨǘǊŀƴǎŎǊƛǇǘǎΩ ŀǊŜ ǎŜƴǘΦ  ! ǘǊŀƴǎŎǊƛǇǘ ƛǎ ŀ ǎǳƳƳŀǊȅ 

of actions taken by administrative and privileged users. Some ΨōŀǎƛŎΩ ǳǎŜǊǎ Ƴŀȅ ŀƭǎƻ ǊŀƛǎŜ ŀǳŘƛǘ 

transcripts ς as described in the Local Accounts (see section 5.4 below).  And a data guardian that 

reviews the emails of a search transcript will also be audited. 

A data guardian does not have a special login account.  When the user logs in with their Active 

Directory (LDAP) or local basic user account ς and their primary email address matches one of the 

Data Guardians, then that user will see extra menu options specifically for data guardians (e.g. 

Transcript Search, as described in the Cryoserver user guide). 

2.1 Types of Cryoserver systems  

Cryoserver may be installed as either a single company system; or as a multi-tenant system capable 

ƻŦ ƘƻǎǘƛƴƎ ǎŜǾŜǊŀƭ ŎƻƳǇŀƴƛŜǎΩ ŘŀǘŀΦ 

Cryoserver can also work as a single standalone server, or be spanned over multiple servers (a 

ŘƛǎǘǊƛōǳǘŜŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴύ ƻǊ ŀǎ ŀ ǇŀƛǊŜŘ άtǊƛƳŀǊȅ ς aƛǊǊƻǊέ ǎȅǎǘŜƳΦ 

This document describes the Administration of a single company system and the master company 

of a Multi-Tenant server. 

2.1.1 Multi -Tenant Cryoserver  

¢ƘŜ ǿƻǊŘǎ ά¢ŜƴŀƴǘέΣ ά/ƻƳǇŀƴȅέ ŀƴŘ ά/ǳǎǘƻƳŜǊέ in this administration guide are used to mean the 

same thing in the context of Cryoserver.  A typical on premise Cryoserver system is designed to 

support a single tenant - the company that purchased the product.  However, it is possible to 

provision a multi-tenant Cryoserver that will support completely separate email archives of more 

than one company. 

A multi-tenant Cryoserver can be used to: 

¶ Separately contain email data from different business units for the same parent company or 

ƎǊƻǳǇΦ  ! ά{ǳǇŜǊ tǊƛǾƛƭŜƎŜŘέ ǳǎŜǊ ǘȅǇŜ Ŏŀƴ ǎŜŀǊŎƘ ŀŎǊƻǎǎ ƳǳƭǘƛǇƭŜ ΨŎƻƳǇŀƴƛŜǎΩΦ 

¶ .Ŝ ǳǎŜŘ ŀǎ ŀ ά/ƭƻǳŘ /ǊȅƻǎŜǊǾŜǊ {ŜǊǾƛŎŜέ ǿƘƛŎƘ ǿƛƭƭ Ƙƻǎǘ Řŀǘŀ ŦƻǊ ŀ ƴǳƳōŜǊ ƻŦ ǊŜƳƻǘŜΣ 

unconnected customers. 

A standard cryoserver system can support up to about 250 separate companies. 

¶ A special Cryoserver edition will be available later in 2017 to support many thousands of 

companies. 

Every Multi-¢Ŝƴŀƴǘ ǎȅǎǘŜƳ ǿƛƭƭ ƘŀǾŜ ŀ άƳŀǎǘŜǊέ ŎƻƳǇŀƴȅ ς typically the first company in that 

system. An administrator of the master company will access the full set of administration menus and 

facilities that are documented in this guide. 

For Multi-Tenant servers, there are additional administrative user types ς required to add, 

administrate and control the tenants.  These are not documented here: 
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Super User Has full administrator rights to all companies. 
[Tier 1] Region Manager Administers the Resellers (Tier 2) in their region 

[Tier 2] Reseller Ability to add and administer companies in their region 

Administrators (except for 

the Master company) 
!ƴȅ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ƻŦ ŀ άǘŜƴŀƴǘέ ŎƻƳǇŀƴȅ ǿƛƭƭ ǎŜŜ only the 
menu options that they have been allowed to access. 

2.1.2 Mirrored Cryoserver  

All Cryoserver systems can be provided as a single server or a mirrored pair.  With a single server, 

you will need to provide your own backup strategy.  With a primary-ƳƛǊǊƻǊ ǇŀƛǊΣ ǘƘŜ ΨƳƛǊǊƻǊΩ ǎŜǊǾŜǊ 

will store the processed email/IM data at the same time as it is being processed. 

¢ƘŜ ΨƳƛǊǊƻǊΩ ǎŜǊǾŜǊ ƛǎ ŀ Ŧǳƭƭ /ǊȅƻǎŜǊǾŜǊ ǎȅǎǘŜƳΦ  LŦ ǘƘŜ ǇǊƛƳŀǊȅ /ǊȅƻǎŜǊǾŜǊ ŦŀƛƭǎΣ ǘƘŜ ƳƛǊǊƻǊ ŎǊȅƻǎŜǊǾŜǊ 

can be reconfigured to be a fully working standalone system. 

No extra administration is required. Nearly all configuration and management tasks for a mirrored 

system are the same as for a standalone system. 

2.2 Documentation for different user types  

Basic 

User Guide 
Basic LDAP 

Privilege / Privilege & Delete 

Data Guardian 

Administrator 
Administrator Guide ς this guide 

Initial System Setup Guides 

Super User 
Multi-Tenant Administration guide 

Initial System Setup Guides 
Region Manager (Tier 1 user) 

Reseller (Tier 2 user) 

 

This document describes the Administrative features and actions of a standard single tenant 

/ǊȅƻǎŜǊǾŜǊ ǎȅǎǘŜƳΦ  IƻǿŜǾŜǊΣ ŀ /ƻƳǇŀƴȅ όŀ ΨǘŜƴŀƴǘΩύ ƻŦ ŀ Ƴǳƭǘƛ-ǘŜƴŀƴǘ όŀ ΨŎƭƻǳŘΩύ ǎȅǎǘŜƳ ǿƛƭƭ ƘŀǾŜ 

access to a limited set of administrative areas. For this reason, this document still applies to the 

administrators of each company of a cloud cryoserver. 

Also note: 

On a standard single-tenant Cryoserver, the Super User / Region Manager / Reseller accounts 

cannot be accessed or used.  An Administrator has no visibility to these accounts under any 

circumstances. 
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2.3 7ÈÁÔȭÓ new in Version 10  Administration  

The main visible change for Version 10 ƻŦ /ǊȅƻǎŜǊǾŜǊ ƛǎ ǘƘŜ ŀŘŘƛǘƛƻƴ ƻŦ ŀ ƴŜǿ ΨƳƻŘŜǊƴ ¦LΩ ŦƻǊ 

Search users.  This uses the latest browser technologies (HTML5 / Bootstrap / AJAX / and so on) 

to provide an enriched experience.  However, there are also a number of changes for 

administrators to take note of: 

1. Every system must have a new license record.  This is to support both a wider distribution of 

the Cryoserver products via a Windows Install; and to provide self-service upgrades and 

module downloads to authorised customers. 

2. CryoSMTP ς a new mail server service that Cryoserver can monitor and control. This is used 

for receiving mail (both Journal and Import) for archiving.  It is not intended for sending mail 

from Cryoserver (e.g. email alerts and forward-to-inbox).  This is an optional module. It 

works well for multi-tenant Cryoserver systems, particularly on Windows platforms. 

3. Storage management facility, for associating services in Cryoserver to the most 

appropriately sized Disk.  For example, to start to use a new Disk mount for archive data 

when the current disks become full. [NOTE: Cryoserver is not able to mount or format new 

disks ς that still has to be performed at the O/S level]. 

4. A vastly expanded API -so a greater range of features can be accessed programmatically.  

Use this for creating your own search UI or to bind Cryoserver features directly into your 

intranet or portal services. 

5. The ability to obtain updated releases of Cryoserver, as appropriate for your license.  This 

functionality will be extended to cover updates to certain modules. 
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3 Getting Started  

This part of the documentation will briefly run through the process needed to establish a Cryoserver 

system. 

3.1 Installing  

Cryoserver can be provided as in a wide variety of formats, depending on your needs and budget.  

The initial installation process will vary depending on you chosen format, after which the Cryoserver 

configuration should be similar for all installation types. 

In general, we request new customers to complete a Questionnaire. The aim is to provide some key 

details that will be needed to assist during the initial install and setup ς like IP addresses or the 

company and contact details and the names and email addresses of administrators and data 

guardians.  It will also indicate the type of email server that you have and if any importation tasks 

are required. 

Install type Installation Process Setup Process 

Software Cryoserver Support will install the 
software on your hardware and 
provide setup guidance. 

After install, this guide can be used for 
a standard single-company setup. 
For a multi-tenant system or any re-
branding, some additional support 
would be required. 

VM Image or 
Hyper-V image 

Request a Trial via our website or 
from one of our resellers. 
Complete a questionnaire. 
Instructions will be provided on 
how to download and install the 
VM Image, set IP addresses and 
get started. 

After install, follow the VM image 
setup guide. 
Additional information for all aspects 
of Cryoserver will be found in this 
guide. 

Windows Install Windows installers are being 
developed for Version 10. 
 
Unlike a typical Linux (or VM) 
install, you will have full access to 
the O/S ς so IP address and disk 
allocations will be set up without 
special support requirements. 

After installing, follow the guidance set 
out here. 

Upgrade / Update 
an existing 
Cryoserver 

Cryoserver Support or authorised 
resellers will need to update your 
system to Version 10. 

If you are updating from any previous 
version of Cryoserver to Version 10, 
then you will need to complete the 
License Setup Wizard. 
After this no further setup is required 
ς but you may wish to make use of 
some of the new modules ς such as 
CryoSMTP service. 

A tenant on a 
Cloud Cryoserver 
system 

There is no Install as such. 
The customer should complete a 
άŎƭƻǳŘ ŎǳǎǘƻƳŜǊ ǉǳŜǎǘƛƻƴƴŀƛǊŜέΦ 

The Cloud provider will add the new 
Company to their Cryoserver following 
the Multi-Tenant setup guide. 
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Administrative tasks for that Company 
are detailed in this guide, but many of 
the options may not be available to 
the customer unless the Cloud 
provider allows it. 

 

After installing Cryoserver, you may need to follow any provided instructions for your chosen 

platform to set the Hostname and IP address, set up DNS entries and add any extra disk allocations.  

After this, you may start to access the Cryoserver system.  At this point the first thing to complete is 

the Setup and License Wizard. 

We strongly recommend that you create a suitable DNS name for the Cryoserver system, that will be 

used as the Web address for users to access it. 

Now you can browse to the cryoserver system ς just enter the IP Address or Server Hostname or DNS 

Name into a Browser.  The first time of using Cryoserver Version 10 you will be presented with the 

Setup Wizard. 

3.2 Setup / Licensing your Cryoserver  

From Version 10, all Cryoserver systems will need to be formally licensed.  This will help when 

providing support and guidance ς and will enable self-help features such as obtaining Upgrade 

packages and apps / modules. 

The single ƭƛŎŜƴǎŜ ƛǎ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ŀ /ǊȅƻǎŜǊǾŜǊ ΨƛƴǎǘŀƴŎŜΩΣ ǿƘƛŎƘ ŎƻǳƭŘ ōŜ ŀƴȅ ƻŦΥ 

¶ A single standalone Cryoserver 

¶ A Primary ς Mirror pair 

¶ ! ŘƛǎǘǊƛōǳǘŜŘ ǎŜǘ ƻŦ ǎŜǊǾŜǊǎ ŎƻƴǘǊƻƭƭŜŘ ōȅ ŀ ǎƛƴƎƭŜ ΨǇǊƛƳŀǊȅΩ /ǊȅƻǎŜǊǾŜǊΦ 

¶ Any of the above, when set in Multi-Tenant mode. 

Every new CryoserǾŜǊ ǎȅǎǘŜƳ ǿƛƭƭ ŘŜŦŀǳƭǘ ǘƻ Ǌǳƴ ƛƴ άTRIALέ ƳƻŘŜΣ ƛŦ ƴƻ ƻǘƘŜǊ ƭƛŎŜƴǎŜ Ƙŀǎ ōŜŜƴ 

provided.  This will allow for 30 days usage for all modules.  After that they would need to arrange 

an extension to the trial period, or to raise a purchase order to convert the license into a full license. 

Every existing Cryoserver system that is to be upgraded to Version 10 will need a license to be set up 

before the upgrade process. 

The resellers and distributors of cryoserver will have access to the Licence allocation system, and 

should be able to provide customers with the appropriate license keys. 

3.2.1 Setup / Licensing a New Cryoserver  

A newly installed Cryoserver system will provide a setup wizard to guide you through the 

initialisation of key settings. 
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You will be asked to provide your Details ς for the License. 

 

Then you can set the preferred URL that you and others may access the system.  If you have created 

a DNS name for the Cryoserver service, then include this here in place of the default ς which would 

be the host name of the server.  All future emails that include links to the Cryoserver web URL, such 

ŀǎ ΨǇŀǎǎǿƻǊŘ ǊŜƳƛƴŘŜǊΩΣ ǿƛƭƭ ǘƘŜƴ ǳǎŜ ǘƘƛǎ ǇǊŜŦŜǊǊŜŘ ƴŀƳŜ ǊŀǘƘŜǊ ǘƘŀƴ ǘƘŜ ŘŜŦŀǳƭǘ ƘƻǎǘƴŀƳŜΦ 

LŦ ȅƻǳ ƘŀǾŜ ǘƘŜ Řŀǘŀ ŦƛƭŜ ǎŀǾŜŘ ǿƘŜƴ ȅƻǳ ŦƛƭƭŜŘ ƛƴ ŀ ΨǉǳŜǎǘƛƻƴƴŀƛǊŜΩΣ ȅƻǳ Ƴŀȅ ǳǇƭƻŀŘ ƛǘ ƘŜǊŜΦ  Lǘ ǿƛƭƭ 

then be used fill in some of the details on the following screens! 
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You will then proceed to enter the Company Details.  There are 4 key parts that you will need to 

complete ς assuming that the Company address and contact details are the same as provided for the 

License: 
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1. ¢ƘŜ άTag Nameέ is used to identify your company within the Cryoserver system.  It is used in 

the URL when connecting to the system, and elsewhere ς as described in other parts of the 

Administration Guide. 

The tag name ǿƛƭƭ ŘŜŦŀǳƭǘ ǘƻ άcryoservέ ς but you may change this to a short name that you would 

recognise and remember. 

So, ŦƻǊ ǘƘŜ ŎƻƳǇŀƴȅ ƴŀƳŜŘ ά! /ƻƳǇŀƴȅ [ǘŘέ ǿŜ Ƴŀȅ ǳǎŜ ǘƘŜ ǎƘƻǊǘ ƴŀƳŜ ƻŦ άŀŎƻƳǇέΣ ŀǎ ǎƘƻǿƴ 

here: 
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2. The first Administrator account must be defined.  All other accounts ς including additional 

administrators ς can only be added after logging in with this account. So please make sure 

you take a note of these settings. 

For the Username field: We recommend that you use your standard network login username, or 

ǎƻƳŜ ŦŀƳƛƭƛŀǊ ǳǎŜǊƴŀƳŜΣ ǘƻ ǿƘƛŎƘ ȅƻǳ ŀǇǇŜƴŘ ά_adminέ. This is to prevent possible issues later, if 

Active Directory / LDAP integration is configured. 

 

 

3. Your company may receive mail using a range of different Email Domains ς the names that 

appear after the @ sign in an email address. 

Please include here at least the main email domain ς if LDAP integration is to be set up later, then 

the remaining domains can be obtained from there. 

9ƴǘŜǊ ŜŀŎƘ ŘƻƳŀƛƴ ƛƴ ǘǳǊƴ ƛƴ ǘƘŜ ŦƛǊǎǘ ōƻȄΣ ŀƴŘ ǇǊŜǎǎ άAddέΦ  IŜǊŜ L ƘŀǾŜ ŀŘŘŜŘ н ŘƻƳŀƛƴǎΥ 

 

 

4. And you will need to add at least one Data Guardian. These are just email addresses of any 

people that should audit the privileged search or administrative activity. 

We always recommend that you provide 2 data guardians ς or to ensure that they are not given any 

other privileged access. 

 

L ǿƻǳƭŘ ƴŜŜŘ ǘƻ ǇǊŜǎǎ ǘƘŜ ά!ŘŘέ ōǳǘǘƻƴ ƛƴ ƻǊŘŜǊ ǘƻ ƛƴŎƭǳŘŜ ǘƘŜ ssmith@acompany.com to the list of 

Data Guardians. 

 

mailto:ssmith@acompany.com
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²ƘŜƴ ȅƻǳ ƘŀǾŜ ŦƛƴƛǎƘŜŘΣ ǇǊŜǎǎ άb9·¢έ ǘƻ ǇǊƻƎǊŜǎǎ ǘƻ ǘƘŜ ƴŜȄǘ ǿƛȊŀǊŘ ǇŀƴŜƭΦ 

 

We now need to provide a way for emails to be sent out from the new Cryoserver system. 

You may enter your internal email server ς perhaps your Microsoft Exchange ς or an external mail 

forwarding service (like MessageLabs). 

 

 

 

Cryoserver will send out an alert at the end of each day, summarising the mails that it has processed 

that day.  And if there are any issues, the system will also send alerts.  You can add as many 

recipients for these alerts as you wish.  You could also include an address provided by your reseller 

or cryoalert@cryoserver.com. 

¢ƘŜ ΩǎŜƴŘŜǊΩ ƻŦ ǘƘŜǎŜ ŀƭŜǊǘ ƳŜǎǎŀƎŜǎ Ŏŀƴ ōŜ ŀƴȅ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ς it does not necessarily have to be a 

real address.  If you wanted this to have a friendly name, the type that first, followed by the email 

address in <angle brackets>. 

 

¢ƘŜ άbŜȄǘέ ǎŎǊŜŜƴ ƛǎ Ƨǳǎǘ ŀ ŎƻƴŦƛǊƳŀǘƛƻƴ ǇŀƴŜƭΦ  LŦ ǘƘŜ ǎŜǘǘƛƴƎǎ ƭƻƻƪ ŎƻǊǊŜŎǘΣ ǘƘŜƴ ŎƭƛŎƪ ά!ǇǇƭȅέΦ 

 

mailto:cryoalert@cryoserver.com
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It will ask for one final confirmation. 

 

 

 

And then it applies all of this configuration to the new Cryoserver system, and then restarts the 

services. 
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It can take a minute or two ς no longer than 5 minutes ς and then the final screen should show: 

 

 

 

The screen will be different if this new cryoserver is unable to access the internet.  In that case it will 

ask you to download a file to send to the license for confirmation. 

 

wŜǎŜǘ ǘƘŜ ōǊƻǿǎŜǊΩǎ ¦w[ ōŀŎƪ ǘƻ ǘƘŜ ΨǇǊŜŦŜǊǊŜŘ ǳǊƭ ƘƻǎǘƴŀƳŜΩ ƻǊ ǘƘŜ ƛǇ ŀŘŘǊŜǎǎ ƻǊ ǎŜǊǾŜǊ ƘƻǎǘƴŀƳŜ 

and now you should see the standard Cryoserver login: 
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You will now need to log in using the administrative Username and Password that you entered in the 

Setup Wizard.  The default administrator login, as documented in the Administrators Guide will not 

be available. 

¢ƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ƴƻǿ ōŜ ƛƴ ά¢Ǌƛŀƭ aƻŘŜέ ŀƴŘ ǳǎŜŀōƭŜ ŦƻǊ ол Řŀȅǎ ς unless you have obtained a license 

with different limits and applied this at the start of the Setup Wizard. 

3.2.2 Following an Upgrade  

If you have been using Cryoserver already, and it is upgraded to Version 10, then the process is a 

little different. 

Here you will need to log-in with an administrative username and password ς as these should 

already exist from before. 

 

After a successful login, you have only one choice ς to apply a License.  This should have been 

emailed to you prior to the upgrade process. 

 

hƴ ǘƘŜ άInstall Licenseέ ǇŀƴŜƭΣ ȅƻǳ Ŏŀƴ ŜƛǘƘŜǊ ǳǇƭƻŀŘ ǘƘŜ [ƛŎŜƴǎŜ ΦŘŀǘ ŦƛƭŜ όƛŦ ƛǘ ǿŀǎ ǎŀǾŜŘ ǘƻ ŘƛǎƪύΤ ƻǊ 

you can open the .dat file in Notepad, and copy paste the content. 
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The details contained within that license should now display on the web page. 

Make any minor corrections to the Company and Contact details that were included in the License, 

and then you may install it. 

If the details are completely incorrect, then please do not install the license.  It may have been sent 

to you by mistake. 

 

Once installed, if the Cryoserver is able to connect to the internet, then it will contact the License 

System to tell it that the license has now been installed. 
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If the Cryoserver is unable to access the internet, then you will be asked to download and forward 

the licence confirmation data back to your reseller or to license@cryoserver.com 

Once you connect to Cryoserver, you will be able to review your License from the administration 

area: 

 

3.3 Basic Setup 

After Installing Cryoserver you will then need to configure it with your details and requirements. 

You will need to log in to Cryoserver using 

either the administrative username / 

password that was set during the Setup 

Wizard, or the default administration user 

as documented in the instructions here or 

with your product notes. 

Then it is strongly recommended to access 

each of ǘƘŜ ά.ŀǎƛŎ /ƻƴŦƛƎǳǊŀǘƛƻƴέ menu 

panels ς completing any of them as 

needed.  Once these have been completed, 

you will be ready to get email data to flow 

ƛƴǘƻ ǘƘŜ ǎȅǎǘŜƳΦ  9ŀŎƘ ƻŦ ǘƘŜ ά.ŀǎƛŎ 

/ƻƴŦƛƎǳǊŀǘƛƻƴέ ǇŀƴŜƭǎ ŀǊŜ ŘŜǎŎǊƛōŜŘ ƛƴ ƭŀǘŜǊ 

sections of this guide. 

The key parts to complete here are: 

1. Local User Accounts ς for additional Administrators, plus Basic or Privileged search user 

accounts.  See section 4.5 for a description of the various user types; and section 5.4 for 

details on adding each type to the system. 

mailto:license@cryoserver.com
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2. LDAP Connection ς if the Cryoserver can access your Active Directory or eDirectory or 

Domino LDAP service, then it can be used for a range of useful purposes ς but mostly to 

allow your staff to log in to view their own emails. 

Please refer to later sections of this guide that detail each of the Basic Configuration panels. 

3.4 Current Mail - Journaling  

Getting mail into Cryoserver is the next main step.  άWƻǳǊƴŀƭƛƴƎέ ƛǎ ǘƘŜ ŎƻƳƳƻƴ ǘŜǊƳ Ŧor taking a 

copy of new mail being received or sent from an organisation.  Microsoft Exchange / Office 365 have 

very good facilities for Journaling; and Lotus Notes have a similar system. Many other mail servers 

have a journaling type facility too.  And for others, like Gmail or Hotmail, Cryoserver can use facilities 

ƭƛƪŜ ǘƘŜ άaŀƛƭōƻȄ wŜŀŘŜǊέ ƛƴ ŀ ǇƻƭƭƛƴƎ ƳƻŘŜ ǘƻ ŜȄǘǊŀŎǘ ǊŜŎŜƴǘ ŜƳŀƛƭǎΦ 

Please review section 4.2 - Mail Journaling for full details on the setup of Journaling for a variety of 

mail servers.  Here is a short summary 

3.4.1 Exchange 2007/10/13/16 and Office 365  

¶ Add an SMTP Outbound Connector for complianceinternet.co.uk (or the domain that 
you have been advised to use) to the ip address or DNS name of the Cryoserver.  Ensure 
the cost is less than the default (*) connector.  i.e. this cost is 1, and the default cost is 2. 

¶ Add a Contact for cryouser@complianceinternet.co.uk or the email address that you 
have been advised to use. 

¶ Send a test email to the contact ς it should pop into Cryoserver and show on the 
monitor page as processed. 

¶ Add a Journal Rule, at the HUB transport level or at each Mail-Store containing 
mailboxes that you need to journal.  Set the Journal Recipient to be the contact / email 
address that you have been advised to use for Cryoserver. 

3.4.2 IBM Lotus Domino Notes:  

¶ Add an SMTP Outbound Connector document for complianceinternet.co.uk (or the 
domain that you have been advised to use) to the ip address or dns name of the 
Cryoserver. 

¶ Edit the [global] server document to enable Journaling [can be tricky to find this tab] TO 
ŀ ΨƳŀƛƭ-ƛƴΩ ŘŀǘŀōŀǎŜ ǿƛǘƘ ǘƘŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎ cryouser@complianceinternet.co.uk (or the 
address you have been advised to use). 

¶ Add a Journal Rule, to specify that all mail is to be journaled. 

¶ Add the SMTP Outbound Security to allow specific journal headers to be transmitted to 
the Cryoserver. 

3.4.3 Novell GroupWise  

¶ GroupWise does not offer a Journaling function ς instead it uses the combination of a 
Trusted Application (that has access to all mailboxes) and a retention flag (to hold 
deleted items until archived). 

¶ Cryoserver has a separate Trusted Application utility that uses IMAP to extract new and 
legacy email. 

mailto:cryouser@complianceinternet.co.uk
mailto:cryouser@complianceinternet.co.uk
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3.5 Monitoring ɀ what is happening?  

At this point Administrators should be able to view the mail flowing into Cryoserver on the Monitor 

page.  Log in as an administrator, then click the Monitor menu. New mail items waiting to be 

processed appear in the Spool Queue [1].  A spool agent starts to process these items [2]. 

 

Each time you refresh this page, you should see the [3] Processed count go up, and at least some [2] 

Agents (0 to 5) showing a small time (a few seconds) ς indicating that they have been, or are, active 

with new email. 

 

LŦ ȅƻǳ Ŏŀƴ ǎŜŜ Ƴŀƛƭ ƛǎ ōŜƛƴƎ ǇǊƻŎŜǎǎŜŘΣ ǘƘŜƴ ǇǊŜǎǎ ǘƘŜ άwŜŦǊŜǎƘ {ŜŀǊŎƘ /ŀŎƘŜέ ŀŎǘƛƻƴ ōǳǘǘƻƴΦ  ¢Ƙƛǎ 

releases any new email data into the Search engine, otherwise recent mail will not be found 

immediately when searching.  Indexes are refreshed circa every 30 minutes, or as defined in the 

admin area.  To optimise the system we do not expect a user will immediately search for an email 

they have just sent/received, and this is why we stage the refresh. 

Log Out of the Admin area, and log in as a user (one that you added earlier in the Cryoserver admin 

area, or if LDAP settings were configured: your usual network user-id and password).  Press the 

Search button ς do you see any results? 

3.6 Legacy Mail 

Next you may need to get your existing email into the archive ς ǿŜ Ŏŀƭƭ ǘƘƛǎ ȅƻǳǊ άƭŜƎŀŎȅ Řŀǘŀέ.  

There are many sources of this data, but you will probably wish to do one or more of the following: 

¶ Extract mail from user mailboxes.  For this the mailbox reader feature of Cryoserver is used. 

See chapter 10.  This uses EWS or IMAP or POP3. 

¶ Extract mail from PST archives. For this the optional pstimport module is recommended. 
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¶ Transfer mail that already exists in .eml format.  For this the import manager feature of 

Cryoserver is used.  See section 9.3. 

¶ Extract mail from other sources ς a range of other services are available.  Please discuss the 

requirements with our technicians for advice. 

Please review section 4.3 for details on a variety of methods of getting mail into Cryoserver. 

3.7 Web Certificate  

To be able to view Cryoserver within the Outlook client ς ŀƴŘ ǘƻ ǊŜƳƻǾŜ ŀƴȅ άŎŜǊǘƛŦƛŎŀǘŜ ǿŀǊƴƛƴƎέ 

that you may see in any standard browsers ς you will need to create a suitable Web Certificate.  See 

section 4.9 for full details on certificate creation and signing. Below is a short summary of two 

approaches. 

If you do not have a suitable certificate already, then these are the steps to create one: 

1. DŜƴŜǊŀǘŜ ŀ άSelf Signed Certificateέ ŦǊƻƳ ǘƘŜ /ǊȅƻǎŜǊǾŜǊ ŀŘƳƛƴ ŀǊŜŀΦ 

2. hōǘŀƛƴ ǘƘŜ άCertificate Requestέ ς a small text file, typically with the file extention .csr.  You 

should be able to view it using notepad. 

3. Register this certificate request with a Certificate Authority (CA) ς either a service internal to 

your network domain; or one of the many paid for public authorities. 

4. Wait for the response from the CA ς which may be a few minutes for a standard certificate, 

to a few days for a fully verified merchant grade certificate. 

5. Upload the intermediate (chain) certificates together with your signed certificate.  If this 

ǎǘŜǇ ŦŀƛƭǎΣ ǘƘŜƴ ƛǘ Ƴŀȅ ǊŜƭŀǘŜ ǘƻ ǘƘŜ άǊƻƻǘέ ŎŜǊǘƛŦƛŎŀǘŜ όƻŦ ǘƘŜ /!ύ ƴƻǘ ȅŜǘ ōŜƛƴƎ ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜ 

java runtime on the /ǊȅƻǎŜǊǾŜǊΩǎ server.  Obtain the appropriate root certificate from the CA 

and upload this as well as the intermediates and signed certificate again. 

If you ŀƭǊŜŀŘȅ ƘŀǾŜ ŀ άWildcard certificateέ (one that starts with a * - like *.acompany.com) that is 

used on a number of different servers in your organisation, then a simplified approach could be 

used: 

1. Export ȅƻǳǊ ΨǿƛƭŘŎŀǊŘΩ ŎŜǊǘƛŦƛŎŀǘŜ: 

a. From any Windows IIS server where the certificate is already registered. This 

generates ŀ άΦǇŦȄέ ŦƛƭŜ όa PKCS-12 format file) that is encrypted with a password that 

you set during the export. 

b. If you do not use IIS or a Windows CA, then you can export the certificate using 

openSSL commands from a Linux system as appropriate for use with a Tomcat web 

server. 

2. Upload this .pfx ŦƛƭŜ ƛƴǘƻ ǘƘŜ /ǊȅƻǎŜǊǾŜǊΣ ǘƻƎŜǘƘŜǊ ǿƛǘƘ ǘƘŜ ŦƛƭŜΩǎ ǇŀǎǎǿƻǊŘΦ  5ƻ ǘƘƛǎ ǳǎƛƴƎ ǘƘŜ 

Administration, web certificate panel.  It will replace any existing certificate on the 

Cryoserver. 
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¸ƻǳ ǿƛƭƭ ƴŜŜŘ ǘƻ ǊŜǎǘŀǊǘ /ǊȅƻǎŜǊǾŜǊΩǎ ²Ŝō {ŜǊǾŜǊ ǘƻ ƳŀƪŜ ǘƘŜ ƴŜǿ ŎŜǊǘƛŦƛŎŀǘŜ ōŜŎƻƳŜ ŀŎǘƛǾŜΦ  LŦ ȅƻǳ 

ƘŀǾŜ ŀƴȅ ƛǎǎǳŜǎ ŀŎŎŜǎǎƛƴƎ /ǊȅƻǎŜǊǾŜǊ ŀŦǘŜǊ ǘƘƛǎΣ ǘƘŜƴ ǘǊȅ ǳǎƛƴƎ ǘƘŜ Ǉƭŀƛƴ άhttp:έ ŎƻƴƴŜŎǘƛƻƴΦ  ¸ƻǳ Ƴŀȅ 

need to try a few times to get past CryoserverΩǎ ǊŜŘƛǊŜŎǘ ǘƻ ǘƘŜ ƘǘǘǇǎΥΦ 

3.8 Starting & Stopping Cryoserver  

You would not usually need to restart or stop Cryoserver, but if you did then please do not simply hit 

the power button except as a last resort!  The safest way is to use one of the following methods: 

1. Use one of the shutdown / restart methods in the Administration area ς under the 

management menu: 

 

See section 7.1 for further information. 

 

2. For a Linux based appliance or VM system, use the cryo_mgmt menu on the console screen 

or over a Putty session.  Your installation guide has the Linux support user login details. 

 

3. For a Windows based installation, use the Start/Stop scripts: 

 

These batch scripts can be found in /opt/cryoserver/cryoserver/winwrapper/ 
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4 Essential Topics  

This chapter summarises the key aspects of the Cryoserver Archive system, which will help 

Administrators understand how it functions. 

4.1 Accessing Cryoserver 

Cryoserver is accessed via a Web Browser ς ŜǾŜƴ ǿƘŜƴ ǳǎƛƴƎ ǘƘŜ άhǳǘƭƻƻƪ LƴǘŜǊŦŀŎŜέΦ  ¢Ƙƛǎ ǎŜŎǘƛƻƴ 

looks the various ways to access the Cryoserver web interface and how the Administrator may 

control or set this access to others. 

It is also possible to access Cryoserver via a web-enabled API (Application Programming Interface).  

This is SOAP based. It can be used to embed Cryoserver into a Portal or used to access the search 

features from other devices ς like a mobile phone. 

4.1.1 The standard URL 

If you just enter the Cryoserver hostname into your browser, then the system should resolve to the 

standard Cryoserver interface (https:// your-cryoserver ). 

Please Note: The hostname of the server may be different to the web address that you would like to 

use.  For example, the server may have the hostname IC-UKLONDC-CRY1.  But you would want users 

to access it with a more friendly name of mailarchive.acompany.com ς to do this you would need to 

ŀŘŘ ŀƴ Ψ!Ω ǊŜŎƻǊŘ ǘƻ ȅƻǳǊ ƛƴǘŜǊƴŀƭ 5b{ ŦƻǊ mailarchive in your acompany.com domain. 

Also Note: The Cryoserver web application name can be configured to be optional: 

¦ǎǳŀƭƭȅ ǘƘŜ ǿŜō ŀǇǇƭƛŎŀǘƛƻƴ ƴŀƳŜ ƛǎ ŀƭǿŀȅǎ ŀǇǇŜƴŘŜŘΣ ŀƴŘ ƛǎ ǳǎǳŀƭƭȅ ƴŀƳŜŘ άŎǊȅƻǎŜǊǾŜǊέ 

https:// your-cryoserver/cryoserver 

But this is not always required, and the web server can be configured to not need a name: 

https:// your-cryoserver 

And, if desired, Cryoserver can be re-branded (on application) to have an alternate name, both in the 

¦w[ ŀƴŘ ƛƴ Ƴƻǎǘ ǇƭŀŎŜǎ ǿƘŜǊŜ ǘƘŜ ǿƻǊŘ ά/ǊȅƻǎŜǊǾŜǊέ ƛǎ ǳǎŜŘ ς both on-screen and in emails: 

https://your-cryoserver/aco-mailvault 

The default interface provides a login for Basic / LDAP Basic / Privileged and Administrators.  If 

Single-Sign-On (SSO) is enabled, you may need to log-out in order to log in with an administrative 

account; or ǳǎŜ ǘƘŜ άSwitch Identityέ ŦŜŀǘǳǊŜ, if available (see later for details). 

The default Cryoserver Administrative Login is: 

Username: cryoserver_admin 

Password: cryoserver 

Email address: support@cryoserver.com  (where any password reset would be sent) 

Administrators are encouraged to either: 

¶ Reset email address of this account and then reset the password 



 

Cryoserver V10 Administration Guide  30 | P a g e 
 

 Essential Topics 

¶ Or add extra administrative accounts, one for each member of staff that requires 

administrative access.  Then disable the default account. 

All of these steps are described later in this document. 

*  All Cryoserver systems up to Version 10 came ǿƛǘƘ ŀ ŘŜŦŀǳƭǘ άcƻƳǇŀƴȅέ ǿƛǘƘ ŀ company tag of 

άcryoservέΦ  ¸ƻǳ ǿƛƭƭ often ǎŜŜ ǘƘŜ άŎǊȅƻǎŜǊǾέ ƴŀƳŜ ōŜƛƴƎ ŀŘŘŜŘ ǘƻ ǘƘŜ ¦w[Φ From Version 10, the 

company tag and company name and contact details are set during the setup wizard. 

A company tag is: 

¶ Is a short name (between 3 and 16 characters) for a company in Cryoserver. 

¶ Uses only lowercase letters and numbers ς no spaces. 

¶ Iǘ ƛǎ ǳǎŜŘ ƛƴ ǘƘŜ ¦w[ ǘƻ ƛŘŜƴǘƛŦȅ ŀ ǎǇŜŎƛŦƛŎ ŎƻƳǇŀƴȅΩǎ ŀǊŎƘƛǾŜ ǘƘŀǘ ȅƻǳ ƴŜŜŘ ǘƻ ŀŎŎŜǎǎ όƻƴ 

multi-tenant systems). 

¶ Lǎ ǎŀǾŜŘ ŀǎ ŀ ΨŎƻƻƪƛŜΩ in your browser, so you may find that it connects you correctly without 

including the company tag. 

¶ Keeps your data separate on the server: archived data is stored on the server under the 

company tag name. 

¶ Can be used for the email address (company-tag@your-cryoserver) ǿƘŜƴ άƧƻǳǊƴŀƭƛƴƎέ 

emails to the Cryoserver system. 

¶ It can only be changed on request. 

Therefore, you will often see the URL in your browser including the company tag: 

https:// your-cryoserver/cryoserver/cryoserv 

or 

https:// your-cryoserver/cryoserv 

But if it is not included, then the web page will then try to use the tag name stored in a cookie. 
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Figure 1 - The standard Login page 

There are several placeholders the Administrator can control on the Login page: 

1. The administrator can enable two extra options that would appear next to the login button: 

LŦ άSingle Sign Onέ ό{{hύ ƛǎ ŜƴŀōƭŜŘ ŦƻǊ ǘƘŜ ŎƻƳǇŀƴȅΣ ǘƘŜƴ ȅƻǳ ǿƛƭƭ ǎŜŜ ǘƘŜ άQuick Connect 

ό{{hύέ ōǳǘǘƻƴΦ  ¢Ƙƛǎ ǳǎŜǎ ȅƻǳǊ ŎǳǊǊŜƴǘ ²ƛƴŘƻǿǎ [ƻƎƛƴ ¢ƻƪŜƴ ǘƻ ǾŀƭƛŘŀǘŜ ǿƛǘƘ !ŎǘƛǾŜ 

Directory. 

!ƭǘŜǊƴŀǘƛǾŜƭȅΣ ȅƻǳ Ŏŀƴ ǘƛŎƪ ǘƘŜ άRemember MeέΦ  ¢Ƙƛǎ ǿƛƭƭ ǊŜƳŜƳōŜǊ ȅƻǳǊ ¦ǎŜǊƴŀƳŜ ϧ 

Password as an encrypted cookie, until you explicitly log-out. 

[See Basic Company Configuration & Advanced Configuration -> Single Sign On] 

2. ¢ƘŜ άCreate Outlook Folder Linkέ ǿƛƭƭ ŘƻǿƴƭƻŀŘ ŀƴŘ Ǌǳƴ ŀ ±.{ ǎŎǊƛǇǘ ǘƘŀǘ ŀŘŘǎ ŀ ŦƻƭŘŜǊ 

ŜƴǘǊȅ ǘƻ ǘƘŜ ǳǎŜǊΩǎ hǳǘƭƻƻƪ /ƭƛŜƴǘ όŀƭƭ ŎǳǊǊŜƴǘ ǾŜǊǎƛƻƴǎύΦ  This Folder will show the 

Cryoserver Web Page within Outlook. 

[This option is enabled by an Administrator. See Outlook Folder Link] 

3. !ƴ ƻǇǘƛƻƴŀƭ Ψ5ƛǎŎƭŀƛƳŜǊΩ ƳŜǎǎŀƎŜ Ŏŀƴ ōŜ ŀŘŘŜŘΦ  ¢ƘŜ ŎƻƴǘŜƴǘ ƛǎ ŜƴǘƛǊŜƭȅ ǳǇ ǘƻ ǘƘŜ 

administrator, including its font size and colour. [See Basic Company Configuration] 

4.1.2 General Login for Multi -Tenant  Systems 

When logging in to a Multi -Tenant Cryoserver system, and you do not specify the required company 

tag in the URL, and the IP Address of your PC is not within the IP Range of any single Cryoserver 

ŎƻƳǇŀƴȅΣ ǘƘŜƴ ǘƘŜ άDŜƴŜǊƛŎ [ƻƎƛƴέ ǇŀƎŜ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘΦ In this case, you are requested to enter 

an email address and matching password. 

A Company Tag is just a short name (between 3 to 16 characters, no spaces) that is set when a new 

company / tenant is added to the system. 

  

Figure 2 - The óunknown tenantô Login page 

1. ¢ƘŜ ¦w[ ŘƻŜǎ ƴƻǘ ƛƴŎƭǳŘŜ ŀ ά/ƻƳǇŀƴȅ ¢ŀƎέΣ ŀƴŘ ŀ ŎƻƳǇŀƴȅ ǘŀƎ Ƙŀǎ ƴƻǘ ōŜŜƴ ǊŜƳŜƳōŜǊŜŘ 

in a cookie.  Either alter the URL in the browser to include the company tag, or... 

2. As prompted, you must enter your email address, rather than a Username. 
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4.1.3 Accessing the Outlook  interface  

Adding the word outlook to the end of the standard Cryoserver URL will result in a simplified web 

interface that is more suited for displaying within the Microsoft Outlook client (Windows only ς 

!ǇǇƭŜΩǎ ǾŜǊǎƛƻƴ ŘƻŜǎ ƴƻǘ ǎǳǇǇƻǊǘ ǿŜō ŦƻƭŘŜǊǎύ.  It is best used when Single-Sign On (SSO) is enabled ς 

as it is only usable by Basic users. 

¢ƘŜ Ŧǳƭƭ ¦w[Σ ǿƛǘƘ ǘƘŜ άŎǊȅƻǎŜǊǾŜǊέ ǿŜō ŀǇǇƭƛŎŀǘƛƻƴ ƴŀƳŜ ŀƴŘ ŀ ŎƻƳǇŀƴȅ ǘŀƎ όŎǊȅƻǎŜǊǾύΥ 

https:// your-cryoserver/cryoserver/cryoserv/outlook 

Though it could also be configured to a shorter URL: 

https://your-cryoserver/cryoserv/outlook 

And if the company tag name is already stored as a cookie in your browser, it could just be: 

https://your-cryoserver/outlook 

Please note: Outlook will start a fresh browser session whenever you access the Cryoserver Folder 

shortcut.  Previous search criteria and results will be cleared. 

Administrative Notes: 

1. Outlook will only display https: web pages that have a valid SSL certificate.  This means that 

the certificate must: 

ϝ aŀǘŎƘ ǘƘŜ ¦w[ ƘƻǎǘƴŀƳŜ όǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜΩǎ ŎƴҐNAME matches the https://NAME) 

* The certificate date range must still be valid 

ϝ ¢ƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ƛǎ ǊŜŎƻƎƴƛǎŜŘ ŀǎ ŀ άǘǊǳǎǘŜŘ Ǌƻƻǘέ hw ƛǎ ǎƛƎƴŜŘ ōȅ ŀ ǊŜŎƻƎƴƛǎŜŘ Certificating 

Authority (CA). 

All of these points will be explored later in this document. 

2. CƻǊ {{h ό{ƛƴƎƭŜ {ƛƎƴ hƴύ ǘƻ ǿƻǊƪΣ ǘƘŜ ¦w[ Ƴǳǎǘ ōŜ ǊŜŎƻƎƴƛǎŜŘ ŀǎ ŀƴ άintranetέΦ  ¸ƻǳ Ƴŀȅ 

need to add the Cryoserver URL into the browsers intranet site list. 
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Figure 3 - The "Outlook" User Search Interface 

 

4.1.4 Folder Replica view  

Introduced in Cryoserver Version 8, it is possible to replicate the Outlook folder tree of selected or all 

users and public folders ς and even PST File content.  This process adds quite an overhead to the 

Cryoserver system, but it is a very valuable extra service. 

 

¢ƘŜ ¦w[ ŜȄǘŜƴǎƛƻƴ ǊŜǉǳƛǊŜŘ ǘƻ ŘƛǊŜŎǘƭȅ ŀŎŎŜǎǎ ǘƘŜ CƻƭŘŜǊ ǾƛŜǿ ƻŦ /ǊȅƻǎŜǊǾŜǊ ƛǎ άfolderview.doέ 
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¢ƘŜ Ŧǳƭƭ ¦w[Σ ǿƛǘƘ ǘƘŜ άŎǊȅƻǎŜǊǾŜǊέ ǿŜō ŀǇǇƭƛŎŀǘƛƻƴ ƴŀƳŜ ŀƴŘ ŀ ŎƻƳǇŀƴȅ ǘŀƎ (myco): 

https:// your-cryoserver/cryoserver/myco/folderview.do 

Though it could also be configured to a shorter URL: 

https://your-cryoserver/myco/folderview.do 

And if the company tag name is already stored as a cookie in your browser, it could just be: 

https://your-cryoserver/folderview.do 

If your account is not registered for Folder Replication, then the system will revert back to the 

standard full search view instead. 

4.1.5 The Ȱ#ÒÅÁÔÅ /ÕÔÌÏÏË &ÏÌÄÅÒ ÌÉÎË ÔÏ #ÒÙÏÓÅÒÖÅÒȱ feature  

Users can add a folder link to Cryoserver using a link on the Login page. As an administrator, you may 

control which view, described above, the user will obtain when following this link. 

 

Further details in section 5.1.3. 

4.2 Mail Journaling  

The term Journaling refers to the process of taking a copy of every email as it is being transported 

through a mail server.  Some email systems have formal ways to achieve this, while others have 

work-arounds.  The format of the Journal mail may also differ from system to system.  Things to 

consider are: 

1. Will BCC and Distribution Group details be recorded?  This is usually determined by the 

ƛƴŎƭǳǎƛƻƴ ƻŦ άENVELOPEέ Řŀǘŀ ǿƛǘƘ ǘƘŜ WƻǳǊƴŀƭ /ƻǇȅ ƻŦ ŜŀŎƘ ŜƳŀƛƭΦ  hƴƭȅ Exchange, Lotus 

Notes and Teamware support this feature. 

2. Will it archive Duplicate mails?  Most Journaling systems will send up to 3 copies of an email, 

no matter how many recipients. 

a.  With Envelope Wrapped formats, you may get duplicate copies of an email but with 

different sets of recipients in each copy.  Typically: 

*  One for Internal recipients 

* Another for External recipients 

* A third for recipients of any Distribution Groups. 

These duplicate copies must be recorded in Cryoserver. 

b. With non-envelope mails, any duplicates should be removed either by Cryoserver or 

via the tool that captures the email for archiving. [See 4.6 Email De-Duplication] 
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For mail already sitting in user mailboxes (Legacy Import), other techniques and technologies are 

needed to extract or export the email into the Archive.  Mail extracted from user mailboxes do not 

ƘŀǾŜ ǘƘŜ ƻǊƛƎƛƴŀƭ ǊŜŎƛǇƛŜƴǘ Ψ9ƴǾŜƭƻǇŜΩ ς and so bcc and original distribution list information cannot 

effectively be recovered. 

Email Server Journal Technique Journal Email Format Legacy Import 

Exchange 2000/3 Journal to an Exchange 

Mailbox.  Cryoserver IMAP 

Collector used to download & 

remove the emails. 

Plain (default) OR 

Envelope, as 

determined by the 

ΨŜȄŜƧŎŦƎΩ utility. 

Mailbox Reader 

feature of 

Cryoserver, using 

IMAP only. 

Or a third party 

utility to extract 

emails.  It could 

read direct from 

ǘƘŜ ά95.έ 

database file. 

Exchange 

2007/10 & 

2013/2016 

Office365 

Journal to Mailbox 

or Direct to Archive (smtp) 

Envelope format only. 

 

/ǊȅƻǎŜǊǾŜǊΩǎ 

Mailbox Reader 

feature (using 

IMAP or EWS). 

GroupWise The Cryoserver IMAP based 

ΨTrusted ApplicationΩ Ŏŀƴ 

scan user mailboxes. 

A Retention feature (if set) 

prevents deletion of user mail 

until it has been collected.  

Mail remains in the users 

ΨǘǊŀǎƘΩ ŦƻƭŘŜǊΦ 

Plain (no envelope). The Cryoserver 

Trusted 

Application can 

also obtain old 

mail from user 

mailboxes. 

IBM Lotus Notes 

/ Domino 

Journal to Mailbox 

or direct to Archive (smtp) 

To V8 - Plain (no 

envelope) 

{ƛƴŎŜ ±уΣ ŀ ΨǊŜŎƛǇƛŜƴǘǎΩ 

flag has been included ς 

and recipient data is 

included in the email 

headers. 

3rd party tools can 

be used. 

OR 

Cryoserver IMAP 

Mailbox Reader ς 

if permissions 

allow. 

TeamWare Journal Direct RC3564 ς Delivery 

Report format.  This 

includes BCC and 

3rd Party tools 
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Distribution Group 

recipients. 

Scalix Journal Direct (bcc all setting) Plain only 3rd Party tools 

MDaemon BCC Journal ς though rules 

are needed to capture group 

addressed emails 

Plain only .EML File copy 

direct into 

Cryoserver. 

SendMail Requires a plug-in filter Plain only 3rd Party tools 

Most Others ¢ȅǇƛŎŀƭƭȅ ŀ ά.// ŀƭƭέ ƻǇǘƛƻƴ Plain only 3rd Party tools 

 

4.2.1 Plain Email format (RFC822)  

All internet mail is in this format ς but for the purposes of this discussion, we are referring to mail 

ǘƘŀǘ ŘƻŜǎ ƴƻǘ ƛƴŎƭǳŘŜ ƻƴŜ ƻŦ ǘƘŜ άŜƴǾŜƭƻǇŜ ǿǊŀǇǇŜǊέ ǎŜŎǘƛƻƴǎΦ 

An email always starts with a HEADER.  This shows key elements of the email ς such as the Subject:, 

Date:, From: and To:. 

However, the from/to/cc text does not need to tally with the actual recipients.  The text can be 

quite random.  The actual recipients [for a single domain] are provided and validated completely 

separately to the email text and are included only in the envelope part of the smtp conversation.  

The envelope would include BCC recipients ς which are never included in the email headers [except 

for Lotus Notes 8+ with the Journal Recipients option turned ON]. 

Received: from localhost.localdomain (localhost.localdomain [127.0.0.1])  

 by mailhost3 (Postfix) with ESMTP  

 id 11342AB2BBA; Mon, 13 Dec 20 16 15:30:42 - 0500 (EST)  

From: "whatis.com" <WhatIs - A326FCB0DD764F2D@lists.techtarget.com>  

To: "James Hardy" <james.hardy@cryodemo.com>  

Subject: Word - of - the - Day: positron  

content - type: text/plain; charset=ISO - 8859 - 1 

content - Transfer - Encoding: 7bit  

X- Mailer: TargetMail E - Mail By TechTarget.com  

Message - Id: <20021216203042.11342AB2BBA@mailhost3>  

Date: Mon, 13 Dec 20 16 15:30:42 - 0500 (EST)  

Figure 4 - Example email headers 

The remainder of the email is made up of the various parts ς body text, attachments etc. 

The problem with plain email journaling and usually also for imported emails is that: 

1. BCC Information will never be included; and 

2. Email addresses can include Distribution Groups and Secondary email addresses.  In both 

cases Cryoserver will use LDAP, if configured, to expand these addresses as follows: 

¶ For any email addresses found in the From/To/CC headers that match any of the Local Email 
Domains ǘƘŀǘ ȅƻǳ ǊŜƎƛǎǘŜǊŜŘ ǿƛǘƘ /ǊȅƻǎŜǊǾŜǊΧ 

o Convert secondary email addresses to the corresponding primary email address 
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o Expand Distribution groups, to collect the primary addresses of every recipient. 

This expansion of plain mail email addresses can be disabled via the administration area (see Adv. 

Company Configuration). 

4.2.2 Exchange Envelope Wrapper format  

Exchange version 2000 sp 4 plus rollup fix August 2004, introduced a new format for Journaled mail 

ς by adding an ά9ƴǾŜƭƻǇŜ ²ǊŀǇǇŜǊέΦ  ¢Ƙƛǎ ǿǊŀǇǎ ǘƘŜ ƻǊƛƎƛƴŀƭ ŜƳŀƛƭ ǿƛǘƘ ŀƴƻǘƘŜǊ ŜƳŀƛƭ ǘƘŀǘ ƭƛǎǘǎ ŜǾŜǊȅ 

final recipient.  The original email becomes an attachment ς and thus the original headers are 

preserved.  This is both very efficient to process ς and also CompliantΣ ŀǎ ƛǘ ƛƴŎƭǳŘŜǎ ŀƭƭ ΨŦƛƴŀƭΩ 

recipients.  Final recipients include: BCC recipients, Distribution list recipients and redirected 

recipients (where the intended recipient has a forwarding rule).  For outbound mail, it lists the 

intended external recipients as well. 

 

Figure 5 ï An example Envelope Wrapped Email 

Cryoserver will extract the recipients from the Envelope text.  It will not need to expand distribution 

groups or convert alias email addresses into primary email addresses.  No further LDAP lookups are 

required when processing Envelope Wrapped emails ς and is very efficient. 

4.2.3 RFC3462 Delivery Report format  

This email format is only used by TeamWare email server for journaling purposes.  All email systems 

can generate a Delivery Report, typically where an email fails to be delivered and a report is raised to 

identify which recipient(s) were affected. 

This is a multi - part message in MIME format.  

 

------ =_NextPart_000_01BC_01C57059.D81E45B0  

Content - Type: message/delivery - status  

Content - Transfer - Encoding: 7bit  

 

Original - Recipient: rfc822; Merlin.Beedell@cryoserver.com  

Final - Recipient: RFC822; Merlin.Beedell@cryoserver.com  

Disposition: automatic - action/MDN - sent - automatically; displayed  

X- MSExch- Correlation - Key: EhM9pgVLdEKwIYWQ8jyMog==  

Original - Message - ID: <5B8E2C44131A5C459C5BA6D7DD397C0701700F11@SANDESHA2.lcyhq.com>  

 

 

------ =_NextPart_000_01BC_01C57059.D81E45B0  

Content - Type: message/rfc822  

Figure 6 - A delivery report 

Cryoserver will extract the Original or Final recipient data from the Delivery Report, and will not 

need to perform further Address Book lookup. 
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4.2.4 ,ÏÔÕÓ .ÏÔÅÓ Ȭ*ÏÕÒÎÁÌ 2ÅÃÉÐÉÅÎÔȭ ÆÏÒÍÁÔ 

Lotus Notes does not allow one email to be an attachment to another email ς and will always 

ΨŦƭŀǘǘŜƴΩ ŀƴȅ ŀǘǘŀŎƘŜŘ ŜƳŀƛƭǎ ǎƻ ǘƘŀǘ ǘƘŜȅ ōŜŎƻƳŜ ōƻŘȅ-text of the main email.  This means that the 

Ψ9ƴǾŜƭƻǇŜ ²ǊŀǇǇŜǊΩ ŦƻǊƳŀǘ Ŏŀƴƴƻǘ ōŜ ǎǳǇǇƻǊǘŜŘ ōȅ bƻǘŜǎΦ  Instead, the extended recipient data 

(bcc recipients and expanded distribution group recipients, plus any direct recipients) will be listed in 

the email headers instead. 

Due to the limited size restrictions on email headers, a single journal copy of an email may only list 

up to about 100 recipients in this way ς resulting in many duplicates for a mail sent to thousands of 

recipients.   Many additional headers are inserted by Notes Journaling ς but the $JournalRecipients 

header is used by Cryoserver ς and the values here are in FQDN (Fully Qualified Domain Name) 

format.  This means that Cryoserver will need to convert these to their corresponding standard email 

address using LDAP in order to correctly index the email for each recipient. 

X- Notes - Item: Tue, 7 May 2013 16:00:00 +0100;  

type=400; flags=6; name=$NoPurge  

X- Notes - Item: Lance  Baker/Corporate Services/DCC Directorate/ tecton @tecton ,  

Paul B Dunn/Operational Comms/Operational Services/ tecton @Tecton ;  

type=501; flags=46; name=RequiredAttendees  

X- Notes - Item: Lance  Baker/Corporate Services/DCC Directorate/ tecton @tecton ,  

Paul B Dunn/Operational Comms/Operational Services/ tecton @Tecton ;  

type=501; flags=46; name=AltRequiredNames  

X- Notes - Item: 1,  

1;  

type=501; flags=46; name=StorageRequiredNames  

X- Notes - Item: Lance .Baker@ tecton.co .uk,  

Paul. Dunn@tecton.co .uk;  

type=501; flags=46; name=INetRequiredNames  

X- Notes - Item: CN=Paul B Dunn/OU=Operational Comms/OU=Operational Services/O= tecton ;  

flags=6; name=TmpFromItem  

Subject: Accepted: Quality assurance validation testing  

To: Liz.Corte @tecton.co .uk  

Message - ID: <OF3DB6442B.101254C1 - ON80257B59.004870C8 - 80257B59.00487157@ tecton .co .uk>  

Date: Fri, 26 Apr 2013 14:11:13 +0100  

X- Notes - Item: 0;  

flags=6; name=Encrypt  

X- Notes - Item: CN=Liz Corte /OU=Operational Comms/OU=Operational Services/O= tecton @Tecton ;  

type=501; flags=2; name =$JournalRecipients  

X- Notes - Item: 2;  

name=$JournalResponsibility  

X- Notes - Item: CN=NotesMail/OU=srv/O= tecton ;  

type=501; flags=44; name=$UpdatedBy  

X- Notes - Item: Fri, 26 Apr 2013 14:11:13 +0100;  

type=400; name=$Revisions  

X- Notes - Item: tecton.co .uk;  

name=FromDomain  

IŜǊŜ ƛǎ ŀ ǎŜŎǘƛƻƴ ƻŦ ŀ [ƻǘǳǎ bƻǘŜǎ ƧƻǳǊƴŀƭ ŜƳŀƛƭΣ ǿƘŜǊŜ ǘƘŜ ΨWƻǳǊƴŀƭ wŜŎƛǇƛŜƴǘǎΩ ƻǇǘƛƻƴ ƛǎ ǘǳǊƴŜŘ ƻƴΦ  

Cryoserver will need to convert the fqdn name (CN=Liz Corte/OU=Operational 

Comms/OU=Operational Services/O=tecton) to its standard email address (Liz.Corte@tecton.co.uk) 

via LDAP [an optional service on the Domino server]. 

PLEASE NOTE: If Lotus Notes journal mail is to be delivered direct to Cryoserver over SMTP then the 

Lotus Notes Outbound SMTP service must be amended to allow these $JournalRecipients headers to 

be included.  This is strongly recommended! 

Here are a couple of descriptions: http://itknowledgeexchange.techtarget.com/itanswers/domino-

journaling-groups/ 

mailto:Liz.Corte@tecton.co.uk
http://itknowledgeexchange.techtarget.com/itanswers/domino-journaling-groups/
http://itknowledgeexchange.techtarget.com/itanswers/domino-journaling-groups/
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!ŘŘ ϷWƻǳǊƴŀƭwŜŎƛǇƛŜƴǘǎ ŀƴŘ ϷWƻǳǊƴŀƭwŜŎƛǇƛŜƴǘǎ9ȄǇŀƴŘŜŘ ǘƻ ǘƘŜ άAlways send the following Notes 

items in headersέ ŦƛŜƭŘΦ όConfiguration document ς MIME > Advanced > Advanced Outbound 

Message Options) 

Always send the following Notes items in headers: 

$JournalRecipients, 

$JournalRecipientsExpanded_1, 

$JournalRecipientsExpanded_2, 

$JournalRecipientsExpanded_3, 

$JournalRecipientsExpanded_4, 

$JournalRecipientsExpanded_5, 

$JournalRecipientsExpanded_6, 

$JournalRecipientsExpanded_7, 

$JournalRecipientsExpanded_8 

¢ƘŜǊŜ ǊŜŀǎƻƴ ǘƘŜǊŜ ŀǊŜ ψм ǘƻ ψф ƛǎ ǘƘŀǘ ǘƘƛǎ ŦƛŜƭŘ ŎŀƴΩǘ ǳǎŜ ǿƛƭŘ ŎŀǊŘǎ ǎƻ ƛŦ ǘƘŜ ƎǊƻǳǇǎ ƛƴ ǘƘŜ ŜƳŀƛƭ ŀǊŜ 

larger the 32K in size another field _n will be created. 9 will be more than enough for most 

organisations. 

 

4.3 Getting Mail into Cryoserver  

Cryoserver processes internet formatted email (rfc822 in mime format).  There are three main ways 

to transfer emails to Cryoserver for processing: 

1. Delivery to Cryoserver over SMTP 

2. Collection by Cryoserver using IMAP, POP3 or EWS 

3. Import .EML files using file transfer. 

We are often asked which is better between SMTP and IMAP or EWS.  There is no real answer ς each 

has its good points.  If the IMAP or EWS collection method is used, but Cryoserver server is down for 

any length of time, mail will queue in the journal mailbox for as long as it takes to rectify the issue 

(or until it exceeds its mailbox space limits).  SMTP delivery may only queue the Journal items, when 

Cryoserver is down, for 2 to 4 days ς though some Exchange versions will protect the Journal queue 

and allow it to queue for longer. 

4.3.1 SMTP email 

In order for Journal copies of every mail to be delivered to Cryoserver over SMTP, the following 

setup details should be observed. 

1. Email Address: The Cryoserver system will only accept inbound mail for a limited set of 

ŜƳŀƛƭ ŀŘŘǊŜǎǎŜǎΦ  ¢ƘŜ ŘŜŦŀǳƭǘ ōŜƛƴƎ άŎǊȅƻǳǎŜǊϪŎƻƳǇƭƛŀƴŎŜƛƴǘŜǊƴŜǘΦŎƻΦǳƪέ, although other 

addresses can be made available.  /ǊȅƻǎŜǊǾŜǊ ǿƛƭƭ ƴƻǘ άǊŜƭŀȅέ ŀƴȅ ŜƳŀƛƭǎ ǘƘŀǘ ŀǊŜ ǎŜƴǘ ǘƻ ƛǘ 

by mistake. 
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2. Routing: you may need to add an άOutbound SMTP connectorέ ǘƻ ǘŜƭƭ ȅƻǳǊ Ƴŀƛƭ ǎŜǊǾŜǊ Ƙƻǿ 

to route mail to the Cryoserver system.  This may be required when: 

a. /ǊȅƻǎŜǊǾŜǊΩǎ 5b{ ƴŀƳŜ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ŀƴ MX record.  Without an MX record for the 

email domain then mail servers will not be able to discover the server to deliver the 

mail to. 

b. .ȅǇŀǎǎ άŀƴǘƛ-ǾƛǊǳǎέ ŦƛƭǘŜǊǎ. You would generally need the journal copies to go direct 

to the Cryoserver and not flow via another 3rd party mail service.  Often these 

external mail agents would either be unable to route the mail to Cryoserver or be 

unwilling to transfer journal format mails. 

On-Premise Cryoserver systems 

By default, /ǊȅƻǎŜǊǾŜǊ ǎȅǎǘŜƳǎ ǿƛƭƭ ŀŎŎŜǇǘ Ƴŀƛƭ ǎŜƴǘ ǘƻ άcryouser@complianceinternet.co.ukέΦ  ¢Ƙƛǎ 

ŜƳŀƛƭ ŘƻƳŀƛƴ όŎƻƳǇƭƛŀƴŎŜƛƴǘŜǊƴŜǘΦŎƻΦǳƪύ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ŀ ǇǳōƭƛŎ άa·έ ǊŜŎƻǊŘ ς and is not 

deliverable in the public internet.  Therefore, you must define an Outbound SMTP Connector in your 

email system in order route mail for ΨŎƻƳǇƭƛŀƴŎŜƛƴǘŜǊƴŜǘΦŎƻΦǳƪΩ ǘƻ ǘƘŜ IP address of the Cryoserver 

system. 

Cloud Cryoserver systems 

Multi-Tenant or hosted Cryoserver systems will need to have a public IP address and host name. In 

this case it would typically also have an MX record, so that journal email can route to it without the 

ƴŜŜŘ ŦƻǊ ŀƴ άhǳǘōƻǳƴŘ {a¢t /ƻƴƴŜŎǘƻǊέΦ IƻǿŜǾŜǊΣ ȅƻǳ Ŏŀƴ ǎǘƛƭƭ ŀŘŘ ŀƴ Outbound SMTP Connector 

to ensure that the journal mail routes direct from your email server (or Office 365) to the Cryoserver 

system avoiding any mail filtering systems (like MessageLabs) that you may be using. 

4.3.2 CryoSMTP service 

This service is new for Cryoserver Version 10. It is an email server service, using SMTP, that allows 

the mail flow ς both inbound and outbound to be configured and monitored by the Cryoserver 

Administrative area.  It replaces the two platform specific services ς Postfix on Linux and Windows 

SMTP Server.  It is based upon the Apache James open source mail server service. 

4.3.3 IMAP / POP3 /  EWS collection  

Email can be journaled to a user mailbox on an email server, and then Cryoserver can collect those 

emails using IMAP or POP3. 

/ǊȅƻǎŜǊǾŜǊΩǎ 9Ƴŀƛƭ /ƻƭƭŜŎǘƻǊ (CryoPull) uses a read-and-delete sequence, so that mail will be 

removed from the Inbox as it being read into Cryoserver. 

Cryoserver provides a simple Administration tool to create one or more IMAP/POP3 collectors. 

4.3.4 .EML files (Legacy Exported mail)  

Some Cryoserver and third party tools can extract mail out of user mailboxes, PST files, EDB 

(Exchange Database), NSF (Notes Database), GroupWise archives and many others.  These tools can 

either send files direct over SMTP, or save to .eml files. 
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.EML files can be viewed using Notepad ς or Outlook / Lotus Notes /Outlook Express clients. 

.EML files are in internet mail standard format (RFC822).  The email content is presented as 

Multipurpose Internet Mail Extensions (MIME). NOTE: Cryoserver does not directly read .msg files ς 

as exported from Outlook. These must be converted to .eml files first. 

Cryoserver Version 10 provides the ability to connect to a Windows File Share, in order to collect 

.eml files that you may have extracted. 

The key challenges with mail extracted from user mailboxes / pst etc. are: 

¶ Effective De-Duplication.  It is best to de-duplicate during the extraction phase as this will 

reduce the quantity of disk needed to hold the extracted data, and to improve performance. 

¶ Missing or badly formed Email Address values. 

¶ BCC data is lost ς and so will the original distribution group recipients. 

4.3.5 Mailbox  Reader Services 

In Cryoserver Version 9 it is possible to extract email from user mailboxes via IMAP, POP3 and EWS 

(Exchange Web Services). 

Unlike the Mail Collector service, the Mailbox Reader services will NOT delete any mail from the 

source mailboxesΣ ŀƴŘ Ƙŀǎ ōŜŜƴ ŘŜǎƛƎƴŜŘ ǘƻ ŜȄǘǊŀŎǘ Ƴŀƛƭ ŦǊƻƳ ŀƭƭ ŦƻƭŘŜǊǎ ƛƴ ǘƘŜ ǳǎŜǊΩǎ ƳŀƛƭōƻȄ. 

Lƴ ƻǊŘŜǊ ǘƻ ŀŎŎŜǎǎ Ƴŀƴȅ ǳǎŜǊ ƳŀƛƭōƻȄŜǎ ǿƛǘƘƻǳǘ ǘƘŜ ƴŜŜŘ ǘƻ ŀŘŘ ŜŀŎƘ ǳǎŜǊΩǎ ǇŀǎǎǿƻǊŘΣ ŀ ǎǇŜŎƛŀƭ 

άImpersonation Accountέ Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ ǘƘŀǘ ǿƛƭƭ ƘŀǾŜ ŀǳǘƘƻǊƛǘȅ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ŎƻƴǘŜƴǘ ƻŦ ŀƭƭ 

mailboxes. 

4.4 Getting mail out of Cryoserver  

There are several ways to get mail out of Cryoserver, depending on the requirements. As an 

administrator, you can control which option is made available to your users, and any limits that 

should apply. 

Single or small numbers of emails, selected from a Basic or Privileged user search results: 

Action Meaning Administrative Tasks 

Forward to Inbox this will send the email(s) to your 

account. 

1. Configure the Outbound SMTP server 

setting in Cryoserver. 

2. Select which forwarding options to 

provide to your users. Up to 3 

variations are available. 

 

Restore to Inbox this will inject the email(s) into 

your inbox ς as though it was 

never deleted. 

1. Restore & Authentication server 

connections must be added. 
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2. Select the number of items to restore 

in one go for basic or privileged users.  

Set to 0 to disable. 

Download this will download the complete 

email (including attachments) to 

ǘƘŜ ǳǎŜǊΩǎ ǇŎ ŀǎ ŀ ΦŜƳƭ ŦƛƭŜΦ  

Outlook should automatically 

open this file type, where it can be 

viewed /forwarded / replied-to / 

reply-all. 

Choose if this action is available to users. 

Reply / Reply-all this is a quick way to respond to 

an email from Cryoserver ς but it 

will truncate any email content to 

250 characters, which may cause 

formatting issues. 

Choose if this action is available to users. 

For Privileged Users and selected basic users 

Export All of the results of a search can be 

downloaded in one or more zip 

files. 

Suitable for many thousands of 

emails. 

For larger quantities, use the 

άōŀŎƪŜƴŘέ ŜȄǇƻǊǘΣ ǿƘŜǊŜ ǘƘŜ ȊƛǇ 

files are generated on the 

Cryoserver disks and the user is 

emailed when they are ready for 

downloading. 

The size limit and location of the export 

data. 

¸ƻǳ Ƴŀȅ ŀƭƭƻǿ ǎǇŜŎƛŦƛŎ άōŀǎƛŎέ ǳǎŜǊǎ ǘƻ ŀƭǎƻ 

have export rights. 

For support engineers only 

Bulk Export A command-line facility that will 

export the entire archive, or 

portions of it, to .eml files. 

Request this if you need special export 

needs. 

As this usually requires extra disk provision 

and management, this will usually raise a 

consultancy fee. 

 

[to do ς add cross references to the setup guide sections] 



 

Cryoserver V10 Administration Guide  43 | P a g e 
 

 Essential Topics 

4.5 Cryoserver User Types  

There are three types of local user that can be defined within Cryoserver (administrator; privilege; 

ōŀǎƛŎύΣ Ǉƭǳǎ ŀ ǳǎŜǊΩǎ ǎǘŀƴŘŀǊŘ ƴŜǘǿƻǊƪ ƭƻƎƛƴ ό[5!t ǳǎŜǊ ǘȅǇŜύΦ  ¢ƘŜ Ŧƛƴŀƭ ǘȅǇŜ ƛǎ ŀ data guardian. 

Administrator A user that can configure and manage the Cryoserver system.  This user 

cannot search or view the email data. 

This document is a guide to the facilities provided by this user type. 

Privilege Search access to the WHOLE repository, or to all email in specified domains. 

Privileged and 

Delete 

This is a new account type in Version 10.  It is used to authorise and perform 

ά!ǳŘƛǘŜŘ 5ŜƭŜǘŜǎέ ƻŦ Řŀǘŀ ŦǊƻƳ ǘƘŜ /ǊȅƻǎŜǊǾŜǊ ǎȅǎǘŜƳΦ  ! different user must 

perform the initial search, which the Privileged and Delete user can then 

authorise. 

This facility if not enabled by default. 

Basic A standard Search user, restricted to only view mail for the configured email 

addresses. 

NOTE: By creating a Basic account with a list of Secondary Email Addresses 

that belong to other usersΣ ȅƻǳ ŎǊŜŀǘŜ ŀ ǎǇŜŎƛŀƭ Ŏƭŀǎǎ ƻŦ ΨtǊƛǾƛƭŜƎŜ-likeΩ ǳǎŜǊΦ  

You should enable the Auditing options on the Basic user account in these 

cases.  This is useful say for a compliance officer who needs to regularly query 

the mail across a team of staff members. 

LDAP A Basic User ς but accessed via the usersΩ Network Login (typically Active 

Directory).  You do not create these user accounts  ς but simply configure one 

or more LDAP connections. 

With Cryoserver V8, you can Link two LDAP connections ς so one performs 

[ƻƎƛƴ !ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ŀƴŘ ǘƘŜ ƻǘƘŜǊ ǊŜǘǳǊƴǎ ǘƘŜ ¦ǎŜǊΩǎ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ŀƴŘ 

account details.  A user can delegate access to another user as well. 

Data Guardian Guardians are simply email addresses.  They receive transcripts at the end of 

an Administrator or Privilege user session.  They can review the emails that 

were viewed by a Privilege user. 

When a Basic / LDAP user logs in, and their email address matches a data-

guardian email address, then they ǿƛƭƭ ōŜ ǇǊƻǾƛŘŜŘ ŀŎŎŜǎǎ ǘƻ ŀ ά¢ǊŀƴǎŎǊƛǇǘ 

Search wŜŦŜǊŜƴŎŜ wŜǾƛŜǿέ ŦŀŎƛƭƛǘȅ.  This allows them to see the emails that were 

viewed by a Privilege User.  Please note, if a transcript is reviewed, a new 

¢ǊŀƴǎŎǊƛǇǘ ƛǎ ŎǊŜŀǘŜŘ ǎƘƻǿƛƴƎ ǘƘŜ DǳŀǊŘƛŀƴΩǎ ǊŜǾƛŜǿƛƴƎ ŀŎǘƛǾƛǘȅΦ 
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4.6 Email De-Duplication  

Most email servers with a Journaling capability will send a single copy of each email to Cryoserver ς 

regardless of the number of recipients. However, there are a range of reasons why duplicate emails 

are valid ς and for that reason Cryoserver will process duplicate emails without attempting to de-

duplicate them. 

Examples of valid Duplicates, where each copy should be kept in Cryoserver: 

¶ Exchange WƻǳǊƴŀƭŜŘ Ƴŀƛƭǎ ƛƴ ŀ άjournal wǊŀǇǇŜŘέ ŦƻǊƳŀǘΤ 

¶ Lotus Notes with the Journal Recipients option enabled, will send duplicates for every 100 
(approx.) recipients. 

Duplicates that should be rejected by Cryoserver can include: 

¶ Any Mail that is NOT in a Wrapped format. 

¶ LŦ ȅƻǳ ƘŀǾŜ ƳǳƭǘƛǇƭŜ ŜƳŀƛƭ ŘƻƳŀƛƴǎ όϪŎƻƳǇŀƴȅΦŎƻƳ ŀƴŘ ϪŀƴƻǘƘŜǊΦŎƻΦǳƪύΣ ǘƘŜ ǎŜƴŘŜǊΩǎ 
email system may see these as two separate email systems, and will send separate copies to 
recipients of each email domain. 

¶ Some email sending systems may send an email to each recipient as separate SMTP 
connections. 

¶ If recipient mailboxes are spread across separate servers: 
o Each server may Journal Separately (i.e. Scalix) 
o ! ǎƛƴƎƭŜ ƧƻǳǊƴŀƭ Ǉƻƛƴǘ ǿƛƭƭ ǎŜǘ ŀ ΨƘŀǎ ōŜŜƴ WƻǳǊƴŀƭŜŘΩ ŦƭŀƎΣ ŀƴŘ ƴƻ ŦǳǊǘƘŜǊ ƧƻǳǊƴŀƭƛƴƎ 

will occur (Lotus Notes).  However ς sometimes separate Journaling is exactly what 
is needed, for example: where each server represents a separate business unit or 
operating country, each with independent Journal/Archive needs. 

o Exchange will check the chosen Journal Endpoint. If an email is archived once 
ŀƭǊŜŀŘȅ όŀƴŘ Ƙŀǎ ŀ ΨƘŀǎ ōŜŜƴ ƧƻǳǊƴŀƭŜŘΩ ŦƭŀƎ ǎŜǘ .¦¢ ǘƘŜ ƧƻǳǊƴŀƭ ǊŜŎƛǇƛŜƴǘ ƛǎ different 
on the second server, then duplicate journaling will occur.  This is particularly 
noticeable where: 
Á Some remote Exchange servers have different Administrators ς the journal 

recipient details will not transfer correctly and all sorts of issues arise (no 
journaling or duplicate journaling).  This occurs when separate Exchange 
systems are brought together under a new Domain tree. 

Á We have seen some customers upgrading from Ex2003 to Ex2007/10 to have 
caused duplicates.  Please contact support@cryoserver.com for guidance on 
this. 

Import Email / Mailbox Reader Extraction: 

¶ LƳǇƻǊǘƛƴƎ Ψ[ŜƎŀŎȅΩ ŜƳŀƛƭ ǿƛƭƭ ǘȅǇƛŎŀƭƭȅ ǊŜŀŘ ŜŀŎƘ ǳǎŜǊ ƳŀƛƭōƻȄ ǎŜǇŀǊŀǘŜƭȅ ς hence the same 
email sent to two users will appear twice in the Importer. 

¶ Mailbox Reader systems ς such as the GroupWise GCIDaemon ς will extract mail from each 
user mailbox. 

¶ In these cases, a strategy of local de-ŘǳǇƭƛŎŀǘƛƻƴ ŦƻƭƭƻǿŜŘ ǳǇ ǿƛǘƘ ά5ƻŜǎ ǘƘƛǎ ŜƳŀƛƭ ŜȄƛǎǘ ƛƴ 
/ǊȅƻǎŜǊǾŜǊέ ǿŜō-service call to Cryoserver should ensure that as few duplicates are exported 
as possible. 

Some multi-server Email servers ς like Scalix ς will journal independently from each server, meaning 

that duplicates will occur.  The journal copies, in this case, are in plain (rfc822) mail format without 

an envelope part. These need to  be de-duplicated by Cryoserver. 

mailto:support@cryoserver.com
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Other servers, like Exchange, will create duplicates ς ōǳǘ ǘƘŜ ά9ƴǾŜƭƻǇŜέ ǇŀǊǘ ƻŦ ǘƘŜ ƧƻǳǊƴŀƭ Ƴŀƛƭ ǿƛƭƭ 

list only those recipients that that particular copy was sent to.  This is CRITICAL for compliance 

reasons, and is a legitimate cause of duplicates. 

In summary ς if the email server system creates non-envelope email, then de-duplication by 

Cryoserver is a valid choice. For envelope journal mail, there is little need for Cryoserver de-

duplication to be enabled.  

Typically, any duplicate emails will arrive at Cryoserver within a few seconds of each other.  For the 

sake of efficiency, Cryoserver can maintain a short rolling όм ƻǊ н ƘƻǳǊύ ΨŎŀŎƘŜΩ ƻŦ ƳŜǎǎŀƎŜ-ƛŘΩǎ ς and 

use this for de-duplicate checks. 

 

Figure 7 - Deduplication options in Cryoserver 

If you are performing any form of legacy mail importing, we recommend that you select the Scan All 

option, with the Only deduplicate non-envelope emails ticked. 

We recommend that deduplication is performed twice ς once while extracting data, and again by 

Cryoserver while it is processing it.  For example, the Mailbox Reader has deduplication options so 

that both checks are made. 

In order to perform deduplication checks while extracting legacy emails, the system will need to 

create a database of Message-ID values.  Over time this database can get very large indeed.  We 

recommend that the Mailbox Reader connection is removed after usage so that the deduplication 

database list is removed as well. 
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Figure 8 ï Mailbox Reader deduplication settings (for Legacy Import) 

4.6.1 Message ID and Thread Index 

Message-ID is a unique value for each sent email ς in other words, every time a mail is sent, a fresh 

new message-id is created and put into the email headers.  It is used by Cryoserver to detect 

duplicate copies of the same email.  Where an email, during its transport though the Mail Server, 

generates separate Journal copies of the same email for different types of recipients (i.e. for 

internal, external & distro group email addresses) ς each journal copy would have the same 

message-id. 

However, the ǎŜƴŘŜǊΩǎ ŎƻǇȅ of the email may not have the Server-Assigned message-id.  Instead it 

will have a locally defined message-ƛŘ ƛƴ ǘƘŜ ŎƻǇȅ ŦƻǳƴŘ ƛƴ ǘƘŜ ǳǎŜǊΩǎ {Ŝƴǘ LǘŜƳǎ ŦƻƭŘŜǊΦ  ¢ƘǳǎΣ ǘƘŜ 

ǎŜƴŘŜǊΩǎ ŎƻǇȅ ƻŦ ǘƘŜ ŜƳŀƛƭ Ƴŀȅ ƴƻǘ ƳŀǘŎƘ ǘƘŜ ƳŜǎǎŀƎŜ-id of any of the ǊŜŎƛǇƛŜƴǘǎΩ copies.  For 

aƛŎǊƻǎƻŦǘ hǳǘƭƻƻƪκ9ȄŎƘŀƴƎŜΣ ǿŜ ŦƛƴŘ ǘƘŀǘ ǘƘŜ ά¢ƘǊŜŀŘ LƴŘŜȄέ Ƴŀȅ ōŜ ǳǎŜŘ ǘƻ ƳŀǘŎƘ ǎŜƴŘŜǊ ŀƴŘ 

recipient copies of the same email in these cases. 

A thread-index can be created by a mail client (e.g. Outlook).  For a new email, a new thread-index is 

created.  For a reply or forward, the thread-index is extended allowing for a chain of related IDs to be 

embedded in the thread index value.  However, there is no guarantee that all email clients do this, or 

do this consistently. 

Message-ID is also used by Cryoserver for Stubbing and Mailbox Extraction (vacuum) and PST 

Reader, to try to link a mailbox email with its copy in Cryoserver.  

Cryoserver can also use Thread Index in the Stubbing, Mailbox vacuum and PST reader to link a Sent-

Items email with its copy in Cryoserver.   For Cryoserver Customers pre Version 7, a reindex may be 

required to create the database of Message-L5Ωǎ ŀƴŘκƻǊ ¢ƘǊŜŀŘ LƴŘŜȄŜǎΦ  /ǊȅƻǎŜǊǾŜǊ {ǳǇǇƻǊǘ ǿƛƭƭ ōŜ 

able to perform this if and when needed. 
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4.7 Additional Services  

There are several utility applications that work well with Cryoserver to provide solutions to a range 

of business tasks.  This document is a very quick overview of most of these utilities. 

Some of the utilities described here are Windows PC installed applications that can be freely 

downloaded.  Some will require a license to remove any trial limits. 

https://apps.cryoserver.com  

4.7.1 Legacy Mail Import  

Importing mail that already exists in an email system, or in other archives, can be a difficult task.   

¶ How to access the emails 
o With valid permissions ς to access a range of different user mailboxes 
o At an acceptable speed ς selection of a suitable API can be critical 

¶ How to de-duplicate (both within the utility and with Cryoserver). 

¶ How to stop-start an export, so that it continues from where it left off (keeping a progress 
database)  

¶ What limiting criteria to use (date range, email size, mailbox selection etc). 

¶ How to fill-in missing data 
o PSTs Řƻ ƴƻǘ Ŏƻƴǘŀƛƴ ŜƳŀƛƭ ŀŘŘǊŜǎǎŜǎ ŦƻǊ ǘƘŜ ƭƻŎŀƭ ŘƻƳŀƛƴΩǎ ŀŘŘǊŜǎǎ ōƻƻƪ ς so to 

patch in email addresses from, say, LDAP. 
o Cleanse old internal-style email addresses (Lotus Notes hierarchical names to email 

address conversion) 

¶ Good error logging, so that issues can be quickly resolved. 

¶ How to get the export data to Cryoserver (as files or delivered over smtp) 

4.7.1.1 GroupWise Mail Collector (GCIDaemon) 

¢Ƙƛǎ ǳǘƛƭƛǘȅ Ŏŀƴ Ǌǳƴ ƻƴ ǘƘŜ /ǊȅƻǎŜǊǾŜǊΣ ƻǊ ƻƴ ŀƴȅ ǇŎΦ  Lǘ ǳǎŜǎ La!t ŀǎ ŀ Ψ¢ǊǳǎǘŜŘ !ǇǇƭƛŎŀǘƛƻƴΩ ƛƴ ƻǊŘŜǊ 

ǘƻ Ǿƛǎƛǘ ŜǾŜǊȅ ǳǎŜǊ ƳŀƛƭōƻȄ ƻƴ ŀƴȅ tƻǎǘhŦŦƛŎŜ ǎŜǊǾŜǊǎΦ  ¢ƻ ƻōǘŀƛƴ ŀ Ψ¢ǊǳǎǘŜŘ !ǇǇƭƛŎŀǘƛƻƴΩ ƪŜȅ ŎƻŘŜΣ ŀ 

separate registration utility must be run on a PC that has the GroupWise admin tools (ConsoleOne) 

installed, and has access to the domain server path. 

It can run either as a legacy collector, or as a live mail collector ς ƛƴ ǿƘƛŎƘ ŎŀǎŜ ǘƘŜ ΨǊŜǘŜƴǘƛƻƴΩ ŦƭŀƎ 

should be enabled to prevent mail from being deleted before it is collected by this utility.  

See section 4.7.4 for further details. 

Mailbox Readers (IMAP / POP3 / EWS) 

This feature introduced into Cryoserver version 7 allows legacy mail to be extracted from specific 

user mailboxes using IMAP, POP3 or EWS (Exchange Web Services). Unlike other extraction 

methods, this requires a login to each user mailbox that you wish to extract mail from.  Except for 

EWS, you cannot provide a single login to access a range of different user accounts. 

EWS (Exchange Web Services) allows for Impersonation. A single User Login may be extended via 

PowerScript commands, to have full access rights to any number of user mailboxes.  This may be 

ǳǎŜŘ ƛƴǎǘŜŀŘ ƻŦ ǘƘŜ ǎŜǇŀǊŀǘŜ 9ȄŎƘŀƴƎŜ ά±ŀŎǳǳƳέ ǳǘƛƭƛǘȅ ǘƻ ŜȄǘǊŀŎǘ ƻǳǘ Ƴŀƛƭ ŦǊƻƳ Ƴŀƴȅ 9ȄŎƘŀƴƎŜ 

mailboxes. 

https://apps.cryoserver.com/
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IMAP and POP3 may be used to collect mail from personal mailbox servers ς such as Hotmail (via 

secure POP3) or Gmail or any number of other systems. 

PST Import 

PST Import is an optional web-based facility that can be added to a Cryoserver system.  PST Files can 

be uploaded or transferred from a UNC file share, so that they can be read and the mail extracted 

directly into Cryoserver. 

Third Party tools  

There are many 3rd party utilities that can extract email from a range of sources.  Here are some that 

we have come across: 

Source Data Utility name Notes 

EDB (exchange 
database) 

Systools 
(www.systoolsgroup.com) 

A good, and relatively cheap utility.  Take care 
ǘƘŀǘ ǘƘŜ ƻǊƛƎƛƴŀƭ ŜƳŀƛƭ άƳŜǎǎŀƎŜ-ƛŘέ ƛǎ ǇǊŜǎŜǊǾŜŘ 
in the output emails. 

Lepide (www.lepide.com) A professional product with a good UI and 
feature set. 

PST Systools plus many others We found many good tools, but none provided 
the deduplication and email address correction 
facilities that are provided by the Cryoserver PST 
Import facility. 

MSG Systools plus many others Each .msg file is a single email.  This is the 
standard export format from Outlook for 
individual emails.  .msg files contain binary 
(unreadable) data, in a special format.  
Cryoserver cannot directly read or output in this 
format. 
It is unusual to have a large pool of .msg files.  It 
is more likely to have PSTs instead. 

OST www.sysinfotools.com 

www.ost2.com 

and others 

!ƴ h{¢ ƛǎ ǘƘŜ άƻŦŦƭƛƴŜ ŎŀŎƘŜέ ƻŦ ŀ ǳǎŜǊΩǎ 9ȄŎƘŀƴƎŜ 
Mailbox, as used by Outlook.  It is created when 
ȅƻǳ ǎŜƭŜŎǘ άŎŀŎƘŜŘ ƳƻŘŜέ ǿƘŜƴ ŎǊŜŀǘƛƴƎ ŀƴ 
Outlook Profile. 
It is roughly the same as a PST ς but has a 
different security wrapper. Therefore PST 
Importing tools cannot directly read them.  But 
they can be converted to PST using a number of 
tools ς or even exported direct to .EML files. 

 

4.7.2 Mail Stubbing  

Mail Stubbing is a way of reducing the disk used by email in the primary mail system (i.e. Exchange).  

It does this by removing just attachments and embedded images (Exchange 2010+) ς and replacing 

the attachment with a link to the corresponding attachment in Cryoserver.  /ǊȅƻǎŜǊǾŜǊΩǎ ŀǘǘŀŎƘƳŜƴǘ 

only stubbing is ŀƭǎƻ ƪƴƻǿƴ ŀǎ ΨŎƭƛŜƴǘƭŜǎǎ ǎǘǳōōƛƴƎΩ ς as it does not require any special client plug-in 

to use. 
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With Attachment Only stubbing, any attachments are replaced by a secure HTML link to the 

/ǊȅƻǎŜǊǾŜǊ ǎȅǎǘŜƳΦ  .ȅ ŎƭƛŎƪƛƴƎ ǘƘŜ ƭƛƴƪΣ ǘƘŜ ǳǎŜǊΩǎ ōǊƻǿǎŜǊ ǿƛƭƭ ŎƻƴƴŜŎǘ ǘƻ /ǊȅƻǎŜǊǾŜǊ ς which will 

download the corresponding attachment to the user. 

4.7.2.1 Exchange Stubbing Server 

Stubbing is commonly referred to as Mailbox Storage Management. It is one way to reduce the 

volume of email data in your mailbox stores without deleting the emails. 

The Cryoserver Stubbing Service utility runs on an Exchange ServerΣ ƻǊ ƻƴ ŀƴȅ ǎŜǊǾŜǊ Ǿƛŀ άwŜƳƻǘŜ 

tƻǿŜǊǎƘŜƭƭέ.  It accesses the selected user mailboxes, and converts any attachments in the selected 

ŜƳŀƛƭǎ ǘƻ ŀ ¦w[ ²Ŝō ƭƛƴƪ όŀ Ψǎǘǳō ƭƛƴƪΩύ ǘƻ ǘƘŜ ŎƻǇȅ ƻŦ ǘƘŀǘ ŀǘǘŀŎƘƳŜƴǘ ƛƴ Cryoserver. 

This screen shot shows an example of a stubbed email, where a number of image attachments were 

removed from the email on Exchange, and replaced with html web links.  You can see that this has 

reduced the email size by up to 5Mb. 

 

Figure 9 - Example of a Stubbed Email 

 

4.7.2.2 OWA Plug-In 

Resolves the Stub Links on the Exchange Server ς so the end user does not need to have direct 

access to the Cryoserver System in order to view the attachments. 

4.7.2.3 Exchange Transport Stack Plug-in  

This ensures that when a stubbed email is forwarded to an external recipient; any stub links are 

removed and the original attachments are put back into the email. 

4.7.3 PST Creator 

¢Ƙƛǎ ǳǘƛƭƛǘȅ ƛǎ ŘŜǎƛƎƴŜŘ ǘƻ ŎǊŜŀǘŜ ƻƴŜ ƻǊ ƳƻǊŜ t{¢ ŦƛƭŜǎ ŦǊƻƳ ŀƴ ά9ȄǇƻǊǘέ ƻŦ ŜƳŀƛƭǎ ŦǊƻƳ /ǊȅƻǎŜǊǾŜǊΦ 

A privilege user may export all emails from a Search or the selected items from a Folder.  These will 

create one or more Zip files containing eml files ς each eml file being a complete email, including 

attachments. 

The PST Creator takes one or more .zip files that contain .eml files, and creates a PST file that 

contains all of these emails. 
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This utility can be obtained from http://apps.cryoserver.com  

4.7.4 GroupWise email collector  

DǊƻǳǇ²ƛǎŜ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ŀ WƻǳǊƴŀƭƛƴƎ ŦŀŎƛƭƛǘȅΦ  LƴǎǘŜŀŘ ƛǘ ƻŦŦŜǊǎ ŀ Ψ¢ǊǳǎǘŜŘ !ǇǇƭƛŎŀǘƛƻƴ ŦŀŎƛƭƛǘȅ ς 

allowing the application to have the privilege to access every user mailbox.  And it offers a 

ΨwŜǘŜƴǘƛƻƴ CƭŀƎΩ ǎȅǎǘŜƳΣ ǿƘŜǊŜ ŜƳŀƛƭǎ ŀǊŜ ǇǊŜǾŜƴǘŜŘ ŦǊƻƳ ōŜƛƴƎ permanently deleted until the 

Trusted Application has read the emails, and updated the retention flag (a date/time stamp) on that 

ǳǎŜǊǎΩ ƳŀƛƭōƻȄΦ 

The GroupWise email collector (GCIDaemon) is used to read emails from all Postoffice Mailboxes, 

and transfer them to Cryoserver.  It uses IMAP with a Trusted Connection to gain access to every 

ǳǎŜǊΩǎ ƳŀƛƭōƻȄΦ  Lǘ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ǊŜŀŘ ŎǳǊǊŜƴǘ ΨƭƛǾŜΩ ŜƳŀƛƭΣ ŀs well as bulk reading all existing emails. 

Configurations are done by Cryoserver Support personnel. 

4.7.5 Lync / Skype for Business utility  

It is possible to extract Instant Messaging (IM) conversations from Lync or Skype for Business (S4B) 

using a PowerShell command.  However, to pass this data over to a Cryoserver system, on a regular 

basis requires an application. 

Cryoserver has a utility application that can regularly extract these Lync / S4B conversations and 

send each as a specially formatted transcript.  It will send them using SMTP ς as standard emails ς to 

the required Cryoserver system, meaning that it supports both on-premise and cloud hosted 

archives. 

4.7.6 Bulk  Export from  Cryoserver  

If there is a need to export some emails from Cryoserver, any Privilege user has the ability to export 

a few thousand emails.  The output will be one or more .Zip files, each containing up to 20,000 email 

files (.eml files).  This works well when the quantity of emails is moderately limited (up to 10Gb 

exports). 

If a huge export is required ς say for 200 Gb or more ς then this is possible to perform directly on the 

server. However, this service will need to be performed by a Cryoserver Support Engineer by 

request. This would be a chargeable service due to the time and complexities that these exports 

often encounter. 

This service can be used to Export out mail for a particular domain or that reference one of a 

number of email addresses (typically used if a company splits off a business unit).  It can also select 

mail from a date range. 

The Cryoserver Export facilities can create Envelope Wrapped emails ς which will include the BCC 

and expanded Distribution Group recipients (if these were available in the original email). 

4.8 Document types (email  /  im  /  voice) 

Cryoserver is designed to work with Email type data. However, some emails can be containers for 

additional types of data.  One type is Instant Messaging (IM) transcripts ς ŀƴ a{b ΨŎƘŀǘΩ ƭƻƎ / Lync / 

Skype for Business conversations. 

http://apps.cryoserver.com/
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If you have a IM gateway system in your organisation (e.g. GroupWise Sametime , Microsoft Lync, or 

similar) then it is possible to get these to log chat conversations and send them as transcripts to the 

Cryoserver Archive. 

Cryoserver is designed to look for a signature in the headers of emails, and if an IM transcript 

signature is found, then the email is processed into a separate area to normal emails.  The search-

index data and display of these items in a familiar format than the email format. To enable the 

processing of IM messages into Cryoserver, a Cryoserver module license is required. 

Voice Recordings may also be captured in Cryoserver.  It supports two methods: 

¶ To poll an FTP or SFTP for voice recording files.  If any are found, an email wrapper is created 

and the item stored in Cryoserver and REMOVED from the source FTP site. 

¢ƘŜ ŦƛƭŜ ƴŀƳŜ ǿƛƭƭ ŘŜǘŜǊƳƛƴŜ ǘƘŜ ŎŀƭƭŜǊ ŀƴŘ ǊŜŎƛǇƛŜƴǘΩǎ ǇƘƻƴŜ ƴǳƳōŜǊǎΤ 

OR 

¶ A recording transcript email is received by Cryoserver, either containing the recording as an 

attachment OR a URL link to the voice recording file.  If a URL Link is found, then Cryoserver 

will fetch the File from the link and embed it in the file. 

4.9 Web Certificates  

If the Cryoserver Web Certificate is invalid, then Outlook will not allow access to the Cryoserver 

Folder Link feature. Whilst a normal browser is more forgiving and will show why it fails and allow 

you to continue ς after you click the Certificate Warning page. 

 

There are 3 reasons why a certificate fails: 

1. The URL Hostname (https://url-hostnameκŎǊȅƻǎŜǊǾŜǊΧύ Ƴǳǎǘ ƳŀǘŎƘ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜǎΩ άŎƴҐέ 
value.  In more modern certificates, it should also match one ƻŦ ǘƘŜ ά{ǳōƧŜŎǘ !ƭǘŜǊƴŀǘƛǾŜ 
bŀƳŜǎέ ƛƴ ŀ SAN Certificate.  SAN Certificates are more expensive to sign by a Public CA 
than a single name or wildcard certificate.  Furthermore they are no longer supported to 
include both INTERNAL as well as EXTERNAL names (e.g. mailarchive.mailfast.com and 
mailarchive and FC1-LONCRY1). 

2. The current date/time must be between the start and expiry date of the certificate. 
3. Lǘ Ƴǳǎǘ ōŜ άŀǳǘƘŜƴǘƛŎŀǘŜŘέΣ ŜƛǘƘŜǊ ōȅ Signing or by registering the certificate on your PC as a 
άTrusted RootέΦ 

 
There are 2 ways to create a fresh new certificate for a Cryoserver. 

1. Use the Administration area -> Adv.Config -Ҕ ²Ŝō /ŜǊǘƛŦƛŎŀǘŜ ǘƻ ŎǊŜŀǘŜ ŀ ƴŜǿ ά{ŜƭŦ {ƛƎƴŜŘέ 
certificate. Or; 
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2. Use any external system to create one: e.g. IIS7 or a paid-for certificate authority, or at the 
powershell / openssl command line. 

 
Lƴ ŀƭƭ ŎŀǎŜǎΣ ŀ άSelf Signedέ ŎŜǊǘƛŦƛŎŀǘŜ ƛǎ ƎŜƴŜǊŀǘŜŘΦ bƻ ǎȅǎǘŜƳ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ΨŀǳǘƘŜƴǘƛŎŀǘŜΩ ǎǳŎƘ 

a certificate and a browser will show a warning.  You will need to either sign the certificate with a 

Certificate Authority (CA) of some sort, or register this as a Trusted Root. 

This document shows how to create a Certificate for Cryoserver and sign it via a Microsoft 

Certificating Authority service. 

4.9.1 Create a Self-Signed Certificate  

In the Administrator Web area of Cryoserver, select the Adv. Configuration, Web Certificate menu. 

 

Figure 10 - Creating a Self-Signed Certificate 

Cƛƭƭ ƛƴ ǘƘŜ ŦƛŜƭŘǎ ƻŦ ǘƘŜ ά/ǊŜŀǘŜ {ŜƭŦ-{ƛƎƴŜŘ /ŜǊǘƛŦƛŎŀǘŜέΦ LŦ ǘƘƛǎ ŎŜǊǘƛŦƛŎŀǘŜ ƴŜŜŘǎ ǘƻ ōŜ ǎƛƎƴŜŘ ōȅ ŀ 

public CA (Verisign, Thawte etc) then the fields must be filled with reasonable data to reflect your 

business, otherwise they may delay the signing of the certificate. 
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1. The URL/DNS Name should be the desired name that users would enter in a browser to 
connect to this Cryoserver system. 
By default this will show either the server hostname or the IP address.  Please overwrite with 
the correct name, as appropriate. 
NOTE1: Moǎǘ tǳōƭƛŎ /!Ωǎ ŎǳǊǊŜƴǘƭȅ ƻƴƭȅ ǎƛƎƴ ŎŜǊǘƛŦƛŎŀǘŜǎ ǿƛǘƘ ŀ ƪŜȅ ǎƛȊŜ ƻŦ нлпуΦ 
NOTE2: You cannot yet create a multi-name (SAN) certificate with this system. 
 

2. You can check the existing certificates by looking at the Summary section.  This lists all 
ŎŜǊǘƛŦƛŎŀǘŜǎ ƛƴ ǘƘŜ άYŜȅ{ǘƻǊŜέ ŦƻǊ ǘƘŜ ¢ƻƳŎŀǘ ²Ŝō {ŜǊǾŜǊΦ 
¢ƘŜ άŘǳƪŜέ ŎŜǊǘƛŦƛŎŀǘŜ ƛǎ ƻƴƭȅ ǳǎŜŘ ŦƻǊ ƛƴǘŜǊƴŀƭ /ǊȅƻǎŜǊǾŜǊ ǳǎŀƎŜ όǎŜŎǳǊŜ waLύΦ 
¢ƘŜ άǘƻƳŎŀǘέ ŎŜǊǘƛŦƛŎŀǘŜ ƛǎ ǘƘŜ ƻƴŜ ǘƘŀǘ ǎƘƻǿǎ ƛƴ ǘƘŜ ǳǎŜǊΩǎ .ǊƻǿǎŜǊΦ 

 

LŦ ǘƘŜ ά{ŜƭŦ {ƛƎƴŜŘ /ŜǊǘƛŦƛŎŀǘŜέ ƛǎ ŎǊŜŀǘŜŘ ŎƻǊǊŜŎǘƭȅΣ ǘƘŜƴ ȅƻǳ ǿƛƭƭ ǎŜŜ ŀ ǎǳŎŎŜǎǎ ƳŜǎǎŀƎŜ ŀǘ ǘƘŜ ǘƻǇΣ 

and the Summary section is updated. 

 

 

¢ƻ {ƛƎƴ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜΣ ȅƻǳ Ƴǳǎǘ ƻōǘŀƛƴ ǘƘŜ ά/ŜǊǘƛŦƛŎŀǘŜ {ƛƎƴƛƴƎ wŜǉǳŜǎǘέ ōȅ ǇǊŜǎǎƛƴƎ ǘƘŜ Download 

CSR button. 

OR 

If you simply want to register this Signed Certificate as a valid Trusted Root, then you can follow the 

instructions at 

http://www.cryoserver.com/support > Cryoserver-Certificate-Fix.pdf 

 

4.9.2 Signing a Certificate  

¢ƘŜ άŎǊȅƻǎŜǊǾŜǊψǿŜōψŎŜǊǘΦŎǎǊέ ŦƛƭŜ ƻōǘŀƛƴŜŘ ŦǊƻƳ ǘƘŜ {ŜƭŦ {ƛƎƴŜŘ /ŜǊǘƛŦƛŎŀǘŜ Ǿƛŀ ǘƘŜ 5ƻǿƴƭƻŀŘ /{w 

button can be opened in a text editor.  This can then be copy-pasted into a number of Public CA 

signing systems. 

 

http://www.cryoserver.com/support
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With a Windows CA server that you may have installed in your company domain, you will need to 

access it via its Web: 

https://<server>/certsrv 

CǊƻƳ ƘŜǊŜ ǎŜƭŜŎǘ άwŜǉǳŜǎǘ ŀ /ŜǊǘƛŦƛŎŀǘŜέ 

 

 Ҧ 

 

 

On the Advanced Certificate Request, paste in the entire text of the .CSR file, including the BEGIN 

ŀƴŘ 9b5 ƭƛƴŜǎΧ 



 

Cryoserver V10 Administration Guide  55 | P a g e 
 

 Essential Topics 

 

If this screen offers CERTIFICATE TYPE OPTIONS, you MUST ǎŜƭŜŎǘ άWeb CertificateέΦ  Any other type 

will not suffice.  If some Certificate Types are offered, but not a Web Certificate type, then you may 

need to access the Windows CA from a different PC ς perhaps even directly from the CA Server. 

 

If the Certificate is accepted by the Windows CA, then you will immediately receive the signed 

reply.  Download only the Certificate, not the chain (certificate plus the intermediate certificates that 

link it to this Windows CA). 

It does not matter if you select DER or Base 64 encoding.  The only difference is that the Base64 

encoded version may be opened in Notepad, looking like the CSR only longer.  

 

  

¢ƘŜ ŦƛƭŜ ǿƛƭƭ ![²!¸{ ōŜ ƴŀƳŜŘ άŎŜǊǘƴŜǿΦŎŜǊέ ς we suggest that you rename it to reflect the Web 

that it is signing. 

Back in Cryoserver, you can now upload the signed certificate. 

 

¢ƘŜ άwƻƻǘέ ŎŜǊǘƛŦƛŎŀǘŜ ƛǎ ƻƴƭȅ ƴŜŜŘŜŘ ŦƻǊ ƴŜǿ ƻǊ ǳƴǳǎǳŀƭ /ŜǊǘƛŦƛŎŀǘƛƻƴ !ǳǘƘƻǊƛǘƛŜǎΦ  A Windows CA 

will not need a Root.  Many well-known CA roots are already stored in the Java Runtime (CACERTS). 

¸ƻǳ ǎƘƻǳƭŘ ƴƻǘ ƴŜŜŘ ǘƻ ƛƴǎǘŀƭƭ ŀ ά/Ƙŀƛƴέ ƻŦ Root and Intermediate Certificate(s) in the case of a 

Windows CA.  If you did require one, then you can download it from the Windows CA web: 
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and use the Intermediate Certificate upload to place it into the 

Cryoserver. 

/ƭƛŎƪƛƴƎ ǘƘŜ άImport Certificatesέ ōǳǘǘƻƴ ƻƴ ǘƘŜ /ǊȅƻǎŜǊǾŜǊ ²Ŝō /ŜǊǘƛŦƛŎŀǘŜ ǇŀƴŜƭΣ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ 

(and any root and intermediate) will be VALIDATED as they are imported.  If successful, you will see 

two responses in this Web page.  !ǘ ǘƘŜ ǘƻǇ ƛǘ ǎƘƻǳƭŘ ǎŀȅ ά/ŜǊǘƛŦƛŎŀǘŜόǎύ ƛƳǇƻǊǘŜŘΧέ 

 

!ƴŘ ǘƘŜ ǎǳƳƳŀǊȅ ǎŜŎǘƛƻƴ ǿƛƭƭ ƭƛǎǘ ǘƘŜ ǊŜǎǳƭǘƛƴƎ /ŜǊǘƛŦƛŎŀǘŜǎ ƛƴ ǘƘŜ ¢ƻƳŎŀǘ ²Ŝō {ŜǊǾŜǊΩǎ 

KeyStore.  Notice that the Expiry Date is now exactly 1 year. 

Lƴ ǘƘƛǎ ŎŀǎŜ ǿŜ ŀŘŘŜŘ ŀƴ LƴǘŜǊƳŜŘƛŀǘŜ ŎŜǊǘƛŦƛŎŀǘŜΣ ǿƘƛŎƘ ƛǎ ƎƛǾŜƴ ǘƘŜ ŀƭƛŀǎ άŀŘŘǘǊǳǎǘέΦ 

To make the certificate visible to all users, you will need to restart the Cryoserver Tomcat Web 

service.  Click the link at the top of the page. 

 

 

 

Check the Monitor Page first if you need to see who is connected before the restart. 
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You will need to start a fresh browser session to see the new certificate.  Simply refreshing the 

current browser will display the old cached certificate. 

If successful, then the web will show a valid padlock or similar. 

     

bƻǘƛŎŜ ǘƘŀǘ ŀ {ƛƎƴŜŘ /ŜǊǘƛŦƛŎŀǘŜ Ƙŀǎ ŀƴ LǎǎǳŜǊΣ ǿƘƛŎƘ ƳŀƪŜǎ ƛǘ ǇŀǊǘ ƻŦ ŀ ΨŎƘŀƛƴΩ ƻŦ ŎŜǊǘƛŦƛŎŀǘƛƻƴΦ 

With a Windows CA, all computers on that local Domain will accept the Web Certificate without 

showing a warning. 

4.9.3 Re-Issuing a certificate  

You will need to repeat the Download CSR -> Sign -> Import Signed Certificate process again in order 

to renew the Certificate before it expires.  You should not need to upload any Root or Intermediate 

certificates this time. 

4.9.4 The Windows CA system 

The Windows Certification Authority service may be installed on any Windows Server platform. It is 

one of the standard optional components.  Once installed, it becomes the CA for the whole Domain 

and is difficult to change later. 

It provides two user interfaces ς a Web interface, though which new requests may be placed, and 

resulting signed certificates downloaded.   This is shown above. 

It also has a Windows UI which is available on the server.  You can use this to list and revoke 

certificates that were requested via the Web interface.  Here is the certificate that was Requested 

and Signed as shown earlier in this document. 
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4.10 Backup or Mirroring?  

This section describes a range of backup and disaster recovery scenarios. 

The most comprehensive backup facility is to use a mirroring Cryoserver system.  This way you get 

real-time backup of processed email data.  It  does require a second Cryoserver with the same 

processing and disc capacities. 

Virtual Machines such as VMWare with snapshot replication technologies can provide alternative 

approaches. 

Many SAN technologies also offer disk level mirroring. 

The next level down is traditional Backup ς for example Symantec Backup Exec. 

And finally, disk sharing ς providing file level access to the data repositories. 

 

With all of these mechanisms, the challenges are usually seen when trying to recover the system 

from the backup. 

With any form of file level backup (SAN / Backup / disk share), the server o/s and software will need 

to be re-installed separately. 

Another complexity of file level backup is that the Cryoserver data grows, making a full backup 

longer and longer over time. 

Finally, some files are in constant flux while the system is running ς such as the Index files.  It is 

recommend for Cryoserver application should be halted before a file backup, and resumed 

afterwards ς otherwise parts of the backup will effectively be out-of-sync, corrupt, invalid, or 

errored by the backup service (read-lock issues).  With Symantec Backup Exec, it is possible to issue 

commands to Halt and Resume Cryoserver ς and the incremental Backup technique works very well 

in Cryoserver too. 

The following topics discuss the most used options. 
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4.10.1 Symantec Backup Exec 

 

Symantec Backup Exec requires an agent to be installed on all servers that will need to be backed up 

ς including at least one of the Cryoserver systems.  A support engineer will install the agent (called 

ΨǾǊǘ ǊŀƭǳǎΩύ ǎƻŦǘǿŀǊŜ ƻƴ ŀ [ƛƴǳȄ ǎȅǎǘŜƳΦ  ¢ƘŜ ƛƴǎǘŀƭler for this agent will be found on the server where 

the BackupExec Manager Console is installed, under the linux directory.  By using the software from 

your BackupExec installation media, we can ensure that the correct version is installed. 

 

Figure 11 - Selecting Cryoserver files in Backup Exec 

Backup Exec can execute o/s commands at the start and end of the backup. It is now possible to 

ŜȄŜŎǳǘŜ ΨƘŀƭǘΩ ŀƴŘ ΨǊŜǎǳƳŜΩ ŎƻƳƳŀƴŘǎ ƻƴ /ǊȅƻǎŜǊǾŜǊΦ  ¢ƘŜ ΨƘŀƭǘΩ ǿƛƭƭ ǊŜƭŜŀǎŜ ŀƭƭ ƭƻŎƪǎ ƻƴ ǘƘŜ ǎȅǎǘŜƳΣ 

fairly quickly.  This is better than stopping/starting Cryoserver. 

Here is an example of these commands when run directly on the server: 

> /opt/cryoserver/cryoserver/bin/cryoserver.sh command - x halt  

Executing command: halt  

Halt successful  

and 

> /opt/cryoserver/cryoserver/bin/cryoserver.sh command - x resume  

Executing command: resume  

Resume successful  
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Figure 12 - Halting & Resume Cryoserver in BackupExec 

We found that the full commands as entered here failed to execute as expected and so simplified 

scripts were created (one for halt and one for resume).  In this way symbols such as the ς (minus) 

sign and double quotes could be avoided in the command entered here.  

If Cryoserver is not halted or stopped, then errors will show, like this: 

 

A full or incremental backup of files under these directories will provide a comprehensive backup of 

the Cryoserver data and configuration: 

/opt/cryoserver/cryoserver/data  

/opt/Cryoserver/Cryoserver/config  

Other files and directories may be included.  Please discuss requirements with a Support Engineer. 

To restore a Cryoserver system from this backup requires the following steps: 

1. A server with a linux or windows o/s, with sufficient disk space. 
2. The BackupExec agent to be installed ς to act as the restore agent 
3. To install a base Cryoserver system 
4. To restore the data and configuration from the backup 
5. To re-seat the configuration databases from the restored data 
6. Adjust the configuration to match this new server, and requirements of the DR scenario. 
7. Start the Cryoserver 
8. Test & adjust as needed 

Clearly, some of these steps require assistance from a Support Engineer, and will take about 4 hours 

to complete ς plus the time to restore the data. 

NOTE: You can backup from a Linux system, and restore to a Windows server. 

4.10.2 Cryoserver Mirroring  

This is a recommended configuration and preferred by customers.  It requires two separate 

Cryoserver servers ς one is the Primary and the other is the Mirror or DR server. 
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Journal Mail flows to the Primary server, where it queues up as a set of simple text files ς in the 

ΨǎǇƻƻƭ ǉǳŜǳŜΩΦ  ¢ƘŜǎŜ ŀǊŜ ƴƻǘ ƳƛǊǊƻǊŜŘΦ 

Cryoserver then processes each mail in the spool queue, and if a mirror server is configured, then 

the email data is set over to the mirror server at that time.  Any issues that occur will result in the 

email(s) being errored ς ensuring that both servers have matching data in their stores. 

Other benefits of a Mirroring configuration: 

¶ Searches will be performed across both servers ς ensuring that CPU and disk activity is 
spread across systems. [This can be adjusted to target specific servers] 

¶ The Status of the all servers is visible on the Monitor page. 

¶ Re-spooled error emails will continue their processing from the point that they last reached 
ς ensuring that the two servers are in sync. 

¶ The synchronisation is in Real-Time ς unlike a backup which can become several hours out of 
date. 

A Mirror Cryoserver can be made into a complete standalone server, when a DR situation arises.  

Currently a Support Engineer is required to oversee the process, but it should only take a few 

minutes to get the system up and running again. 

 

4.10.3 Cryoserver Email Copy feature  

¢Ƙƛǎ ŦŜŀǘǳǊŜΣ ƘƛǎǘƻǊƛŎŀƭƭȅ ƪƴƻǿƴ ŀǎ άTrash-CopyέΣ ƛǎ ŀ ǿŀȅ ǘƻ ƘŀǾŜ ǘǿƻ ŜƴǘƛǊŜƭȅ ƛƴŘŜǇŜƴŘŜƴǘ 

Cryoserver systems with one server sending a copy of every mail ς in Scheduled Batches ς to the 

other server, where they are processed again. 

Lƴ ǘƘƛǎ ǎŎŜƴŀǊƛƻΣ ǘƘŜ ǎŜŎƻƴŘ ƻǊ ΨŎŜƴǘǊŀƭΩ /ǊȅƻǎŜǊǾŜǊ ǎȅǎǘŜƳ ŎƻǳƭŘ ǇƻǘŜƴǘƛŀƭƭȅ ǘŀƪŜ ŎƻǇȅ ŦŜŜŘǎ ŦǊƻƳ 

multiple satellite Cryoserver systems. 

!ǎ ŀƭƭ ǎȅǎǘŜƳǎ ŀǊŜ ŜŦŦŜŎǘƛǾŜƭȅ ƛƴŘŜǇŜƴŘŜƴǘ Ŧǳƭƭ ǿƻǊƪƛƴƎ /ǊȅƻǎŜǊǾŜǊǎΩΣ ǘƘŜȅ ŀǊŜ ŀƭƭ ƛƳƳŜŘƛŀǘŜƭȅ 

searchable, and can be maintained (stopped/started/upgraded etc.) independently of each other. 

The copy feature will ensure that each email is held in a copy queue until it has been successfully 

copied to the target server.  If the target server is off-line for some days, the synchronisation queue 

will grow and grow until the target server is back online. 

A Cryoserver System Engineer is required to enable the trash-copy feature. 
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5 Basic Configuration  

An administrator can configure and manage many aspects of the system.  This section describes all 

of the available Administrator options. 

To refine a Cryoserver with the minimum set of details for a company, Administrators should visit all 

of the Basic Configuration Menu panels. 

!ƭǘƘƻǳƎƘ ƛǘ ƛǎ ƭŀōŜƭƭŜŘ Ψ.ŀǎƛŎΩ ƛƴ Ƴŀƴȅ ŎŀǎŜǎ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ ǘŜŎƘƴƻƭƻƎȅ ƛǎ ŀƴȅǘƘƛƴƎ ōǳǘ ōŀǎƛŎΦ  {ƻƳŜ 

care and attention must be applied so that the most appropriate settings are applied. 

5.1 Company Settings 

These are a mix of settings that mostly affect the look and feel of the system to search users (basic 

and privilege users). Please Note: This panel is due to be divided into separate menu panels during 

the Version 10 time frame. 
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5.1.1 Company & Contact details  

The Company Name should be set, as this is displayed throughout the system. 

 

Set the name of the company and the contact details.  The contact details are currently information 

only. 

The contact details are initially set during the Setup Wizard for all new Cryoserver installations, and 

this contact is copied to the License Details.  You can change the License Contact independently from 

the Company Contact on this panel. 

Company Name 

The full name of the company.  It will appear on the login page and in the footer line of all 

subsequent pages, and on some alert emails. 

 

Company Tag 

This is a short ID name for the company.  For multi-tenant Cryoserver systems, each company will 

have a different Company-Tag. 

¢Ƙƛǎ ƴŀƳŜ Ŏŀƴ ōŜ ǳǎŜŘ ƛƴ ǘƘŜ ¦w[ ǘƻ ŀŎŎŜǎǎ ŀ ǎǇŜŎƛŦƛŎ ŎƻƳǇŀƴȅΩǎ [ƻƎƛƴΦ  

 https://<cryo-hostname>/cryoserver/aco 

This name cannot be changed (via the Admin area) after the company has been created. 

The company tag is also displayed in any άtǊŜŦŜǊŜƴŎŜǎέ ǇƻǇ-up panel: 

 

Contact Name / Email / Phone 

Although these details are not currently used anywhere in Cryoserver, it is a good idea to ensure 

that these are modified to include the best contact at the company for queries about Cryoserver ς 

both by your staff and users, and for Cryoserver Support technicians. 
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Reference 

¸ƻǳ Ƴŀȅ ƛƴŎƭǳŘŜ ŀƴȅ ǘŜȄǘ ŀǎ ŀ άǊŜŦŜǊŜƴŎŜέΦ  ¢Ƙƛǎ ŎƻǳƭŘ ōŜ ǳǎŜŘ ǘƻ ƭƛƴƪ ǘƻ ŀƴ !ŎŎƻǳƴǘƛƴƎ ǎȅǎǘŜƳ, 

project number or any other reference desired. 

Cryoserver supports an API, allowing remote systems to connect and query various aspects of the 

system.  This reference, in combination with the API, could be used to automate some business 

process. 

Licensed Users Limit 

¢Ƙƛǎ ƛǎ ǘƘŜ ƴǳƳōŜǊ ƻŦ ΨŀŎǘƛǾŜΩ mailboxes that you believe should be being recorded by Cryoserver.  As 

emails are being archived, Cryoserver will be computing an ά!ŎǘƛǾŜ aŀƛƭōƻȄ /ƻǳƴǘέ. 

When the computed ΨŀŎǘƛǾŜ mailbox countΩ ŜȄŎŜŜŘǎ ǘƘƛǎ ŜȄǇŜŎǘŜŘ ΨƭƛŎŜƴǎŜŘ ƳŀƛƭōƻȄŜǎΩ ǘƘŜƴ ƛǘ 

highlights the usage data to the administrator. 

bh¢9Υ ά!ŎǘƛǾŜ !ŎŎƻǳƴǘǎέ ŀǊŜ ŎƻƳǇǳǘŜŘ ōȅ /ǊȅƻǎŜǊǾŜǊ ŀǎ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǳƴƛǉǳŜ ΨƭƻŎŀƭΩ ŜƳŀƛƭ 

addresses that were used for both sending and receiving mail.  It is computed on a daily basis, and 

averaged over the month.  Ψ[ƻŎŀƭΩ ŀŘŘǊŜǎǎŜǎ ŀǊŜ ŘŜŦƛƴŜŘ ŀǎ ǘƘƻǎŜ ǘƘŀǘ ƳŀǘŎƘ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ ƭƻŎŀƭ 

email domains. 

URL Hostname 

This is the base URL that you would prefer all of your users to access the system by. This should be 

ǘƘŜ Ŧǳƭƭȅ ǉǳŀƭƛŦƛŜŘ ƴŀƳŜ ώCv5bϐΦ  .ȅ ǘƘƛǎ L ƳŜŀƴ ǘƘŜ Ŧǳƭƭ ¦w[ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ƴŜǘǿƻǊƪ 

domain ς typically in the form: hostname.company.com 

By default the Cryoserver will use the ǎŜǊǾŜǊΩǎ ƘƻǎǘƴŀƳŜ as the base URL.  This is often not the best 

name to use ς and instead a more suitable name is added into DNS.  Now Cryoserver can be 

ŀŎŎŜǎǎŜŘ ǳǎƛƴƎ о ŘƛŦŦŜǊŜƴǘ ¦w[ΩǎΥ 

https://server-hostname 

https://dns-name 

https://ip -address  

So that cryoserver can generate emails that contain links to parts of the system: Password Reminder, 

Export completed emails, scheduled search emails, stubbing attachment links; it is important to tell 

Cryoserver which URL you would prefer to use. 

And the Web Certificate should be created to match the preferred URL name.  With a SAN 

Certificate, you can also include all of the alternate URL names that should be accepted by browsers. 

5.1.2 ,ÏÇÉÎ Ȭ2ÅÍÅÍÂÅÒ -Åȭ 

LŦ ǘƘƛǎ ƻǇǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜƴ ŀ άwŜƳŜƳōŜǊ aȅ [ƻƎƛƴέ ǘƛŎƪ-box will show on the login page. 

If a user ticks this option when they login, then their username and password will be encrypted and 

stored in a browser cookie.  The next time they access Cryoserver, the login page will be skipped.  

This is particularly useful for the OUTLOOK folder link. 

Use this if Single Sign On (SSO) facilities are not available.  

https://server-hostname/
https://dns-name/
https://ip-address/
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bh¢9Υ LŦ ǘƘŜ ǳǎŜǊ ŜȄǇƭƛŎƛǘƭȅ Ψ[ƻƎǎ hǳǘΩ ƻŦ /ǊȅƻǎŜǊǾŜǊ ōȅ ŎƭƛŎƪƛƴƎ Σ ǘƘŜƴ ǘƘŜ ΨwŜƳŜƳōŜǊ-aŜΩ 

cookie is reset, and the user will need to re-enter their password. 

5.1.3 Outlook Folder Link  

 

Figure 13 - Login Remember-Me and Outlook Folder Links administrator options 

The Outlook Folder Links are provided in TWO places.  Firstly, on the Login Page: 

 

Figure 14 - The Outlook Folder Link on the Login Page, if enabled. 

The Folder in Outlook that is created when the user clicks the link will be given the name entered 

here. 

And secondly place that offers Outlook Folder Links is ƻƴ ǘƘŜ ά{ŀǾŜŘ {ŜŀǊŎƘέ panel.  In this case the 

Folder Link in Outlook is given the same name as the Saved Search. 
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Or.. 

 

Figure 15 - The Save Search Outlook Folder Link 

When an end user clicks on one of these links, Cryoserver will download a bespoke Cryoserver VBS 

{ŎǊƛǇǘ ǘƻ ǘƘŜ ǳǎŜǊΩǎ t/ ǿƘƛŎƘ Ŏŀƴ ōŜ ŜȄŜŎǳǘŜŘ ƛŦ ǘƘŜ .ǊƻǿǎŜǊ Permissions and any Global Policy 

restrictions allow. 

 

¢ƘŜ ŜŦŦŜŎǘ ƻŦ ǘƘƛǎ ±.{ {ŎǊƛǇǘ ƛǎ ǘƻ ŀŘŘ ŀ ŦƻƭŘŜǊ ŜƴǘǊȅ ǘƻ ǘƘŜ ǳǎŜǊǎ hǳǘƭƻƻƪ /ƭƛŜƴǘΣ ǿƘƛŎƘ Ƙŀǎ ŀ άIƻƳŜ 

tŀƎŜέ ƭƛƴƪ ǘƻ ǘƘŜ /ǊȅƻǎŜǊǾŜǊ ¦w[Φ 
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NOTE 1:  For any HTTPS web to display within Outlook, the Web Certificate MUST be valid. 

bh¢9 нΥ ¢ƘŜǎŜ ƭƛƴƪǎ ǿƻǊƪ ōŜǎǘ ƛŦ ǘƘŜ {ƛƴƎƭŜ {ƛƎƴ hƴ ό{{hύ ƻǊ ǘƘŜ άwŜƳŜƳōŜǊ aŜέ ƻǇǘƛƻƴǎ ŀǊŜ ǳǎŜŘΦ  

For SSO to function, the Cryoserver Web MUST be ǊŜŎƻƎƴƛǎŜŘ ŀǎ ōŜƛƴƎ ǿƛǘƘƛƴ ǘƘŜ άLƴǘranet Security 

½ƻƴŜέ όŀƴŘ ƴƻǘ ǘƘŜ Lƴǘernet or Trust Site zones) 

Outlook Folder Search Style 

Cryoserver offers three search stylings ς Standard, Outlook or Folder Replica.  This shows the 

Outlook view. 

 

You can alter the required view after creating the outlook link.  Open the Outlook Folder Properties, 

ŀƴŘ ŀŘŘ ƻǊ ǊŜƳƻǾŜ ǘƘŜ ǿƻǊŘ άƻǳǘƭƻƻƪέ ŀǘ ǘƘŜ ŜƴŘ ƻŦ ǘƘŜ ¦w[Φ 

 

ALSO: Users can easily switch between views by clicking the Top Left Cryoserver Logo. 

If Folder Replication is enabled, you will see the Folder Replica View menu: 
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Folder Name 

The Name of the folder in Outlook can be set via this Company Configuration Administration panel.  

¢ƘŜ ŘŜŦŀǳƭǘ ƛǎ άCryoserver-Searchέ Administrators are welcome to alter this to something more 

appropriate for the organisation via Basic Configuration > Company Settings area. 

Deployment of the Outlook Folder Link via Group Policy 

Administrators can push the Outlook Folder Link to all users in the organisation, via Group Policy.  

However, Administrators ǿƛƭƭ ƴŜŜŘ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ±. {ŎǊƛǇǘǎ Ŏŀƴ Ǌǳƴ ƻƴ ǘƘŜ ǘŀǊƎŜǘ t/ΩǎΣ ŀƴŘ ǘƘŀǘ 

they have Outlook installed. 

If you download the standard Outlook Folder VBS script, and open it in Notepad, you will find that 

you can edit it to disable any Pop-¦Ǉ ŘƛŀƭƻƎ ōƻȄŜǎΦ  {Ŝǘ ǘƘŜ ƭƛƴŜ άōvǳƛǘŜ Ґ ǘǊǳŜέΥ 

rem ****************** 
rem ** Script to add a folder to the current user's Outlook 
rem ** The user must have one MAPI (Exchange) connection 
rem ** And the folder will be added at the root level (same level as Inbox) 
rem ** The folder will open to display a Web Page. 
rem ** For the target URL:  Please ensure that any HTTPS certificate is valid, else the folder will not display 
rem ** 
rem ******************* 
rem ** Jun 2012 MGB at FCS - Adapted from sample scripts 
rem ** Jan 2017 MGB - add Quite Mode flag for non-prompted (Group Policy) usage  
rem ******************* 
on error resume next 
 
dim strFolderName 
dim strCryoURL 
 
strFolderName = "Cryoserver-Search" 
strCryoURL = "https://mailarchive.acompany.com:443/cryoserver/aco/outlook" 
dim bQuiet 
bQuiet = false 
rem *** set bQuiet to true for use as a Group Policy deployed script  
 
rem **** If any command line arguements have been supplied: 
rem **** If only 1 arg: use this as the folder URL, with the default folder name of "Cryoserver Search" 
rem ****   the first will be the Folder Name, 
rem ****   and the second will be the URL to Cryoserver 
 
Set colArgs = Wscript.Arguments 
if colArgs.Count = 1 then 
  strCryoURL = colArgs.Item(0) 
elseif colArgs.Count = 2 then 
  strFolderName = colArgs.Item(0) 
  strCryoURL = colArgs.Item(1) 
end if  
 

 

You can also run the script passing one or two parameters.  These parameters will override the 

values for Folder Name and the Cryoserver URL. 

The remainder of the script will: 

¶ Start up Outlook, if it is not running. 

¶ Bind to the Outlook.Application object. 

¶ Insert the Folder under Inbox (showing a warning if it already exists). 

¶ Display a completion message. 
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5.1.4 Recovering Emails - Forwar ding  options  

¢ƘŜǎŜ ŀǊŜ ƻǇǘƛƻƴŀƭ ά!Ŏǘƛƻƴ .ǳǘǘƻƴǎέ ǘƘŀǘ ǘƘŜ ǳǎŜǊǎ Ƴŀȅ ŦƛƴŘ ǳǎŜŦǳƭ ǿƘŜƴ ǾƛŜǿƛƴƎ ŀƴ ŜƳŀƛƭ ƛƴ 

Cryoserver.  They allow an email to be forwarded back to their in-box in a range or formats. 

  

Figure 16 - Forwarding Options 

The pop-up label text of the action can be changed from the default, if you enter something for the 

(Action Text).  Lƴ ǘƘƛǎ ŎŀǎŜ ǘƘŜ ŘŜŦŀǳƭǘ ǘŜȄǘ ƻŦ άNon-Forensic Forwardέ Ƙŀǎ ōŜŜƴ ǊŜǇƭŀŎŜŘ ōȅ 

άStandard Forwardέ 

And here we see the pop-up action text as a search user would see it: 

 

Figure 17 - Action Icons & the hover-over action text 

The body text of the forwarded email will contain a short message from Cryoserver.  You may 

override the default text by entering your own wording in the (Message Text) box. 

Forward to Inbox  

Forward to Inbox returns the original email as an attachment, thus preserving the original email 

headers.  Lotus Notes will alter these forwarded items ς removing the attachment and placing its 

content in-line with the main email.  For a forensic copy with Lotus Notes, we recommend enabling 

and use the Zip option. 

The standard Forward to Inbox feature will return a message to ǘƘŜ ǳǎŜǊΩǎ Primary Email Address. It 

will display a short summary of the original email, and attach the original email ς thus preserving the 

original email headers. 
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The administrator can change the first line of Message Text in the forwarded email, as indicated 

below. 

 

Figure 18 - Forward to Inbox, showing the default message text 

Zip and Attach 

Zip and Attach returns the original email as a zipped attachment to a new email.  We recommend 

this is used for Lotus Notes deployments to preserve the original email for forensic or compliance 

analysis. 

In-Line Forward (non -forensic)  

An email forwarded from Cryoserver using the Inline Forward (non-forensic) action will show the 

body text of the original email in the body of the generated email.  The original email headers are 

not preserved for forensic analysis.  However, the original attachments are included. 

 

Figure 19 - In-line forwarded email, showing default Message Text 

The Administrator can amend the first line of text that shows in the forward email ς as highlighted in 

the Company settings area. 

5.1.5 Recovering Emails - Restore to Inbox (via EWS or IMAP) 

Restore to Inbox (via EWS / IMAP)  allows an LDAP user to restore one or more emails to their own 

Mailbox; or a Privilege user to restore emails to any user for which they have the password to 
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access.  Mail is only restored to the Inbox.  The EWS / IMAP server to which this action connects is 

set via the Restore and Authentication panel. 

Download Message 

Download Message will download the email to the user as a .EML file.  In many cases, this will be 

opened automatically by the mail client (e.g. Outlook) on the usersΩ PC. 

5.1.6 Message Summary 

The search results show a portion of the email body text, with any keywords highlighted. The default 

setting is 300 (approx. 3 lines preview of the email). 

 

Figure 20 - Message Summary Options 

These options change how much of the email is displayed in the result listing: 

Never ς the summary text is never shown, and the user cannot override this.  This option may be 

useful for Privilege users to prevent inappropriate viewing of email content. 

No ς no summary is shown, but the user can override this. 

300 / 600 ς show approximately 3 or 6 lines of text.   

 

Figure 21 - No message summary 

 

Figure 22 ï Example of 600 character message summary 

Users can change their preferred Message Summary size via their preferences, unless the 

Administrator set the Never option here. 
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5.1.7 Search Results page size 

The number of search results to show on a single web page.  Default is 100. 

The time to display a lot of results (300 to 500) can increase the load time ς particularly if 600 

character Message Summary is to be shown.  However, viewing several results at a time can be very 

useful to the users ς ǇŀǊǘƛŎǳƭŀǊƭȅ ǿƘŜƴ ǘƘŜȅ ŀǊŜ ǳǎƛƴƎ ǘƘŜ άƎǊƻǳǇ-ōȅέ ǎŜŀǊŎƘ ǊŜǎǳƭǘǎ ŀŎǘƛƻƴ. 

Users can change their preferred results page size via their preferences. 

5.1.8 Disclaimer Message 

This is a message that appears on the Login page, below the User Name / Password area. 

 

 

 

 

5.1.9 Header Links  

This is text that will appear in the title banner of the Login page.  You can add your standard intranet 

links, or any other text as required. 
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5.2 Outbound Email & Alerts  

This section defines details about emails from Cryoserver. 

These are typically: 

¶ ¦ǎŜǊΩǎ CƻǊǿŀǊŘ-to-Inbox emails 

¶ tǊƛǾƛƭŜƎŜ ϧ !ŘƳƛƴ ǳǎŜǊΩǎ ǎŜǎǎƛƻƴ ǘǊŀƴǎŎǊƛǇǘǎ ǎŜƴǘ ǘƻ ǘƘŜ 5ŀǘŀ DǳŀǊŘƛŀƴǎ 

¶ System status and alert emails ς for both regular daily health checks and ad-hoc error alerts. 

 

 

Figure 23 - Outbound Email and Alerts 

5.2.1 (Outbound) Mail Server  

It is recommended that a single global setting for the Outbound SMTP Server.  To do this, tick the 

άSystem wide SMTP Serviceέ ŀƴŘ ŎƭƛŎƪ ǘƘŜ άSystem Alert Settingsέ ƭƛƴƪ ƻƴ ǘƘŜ ǊƛƎƘǘΦ 

MailServer Address is the DNS name or IP address of an SMTP server - ǘȅǇƛŎŀƭƭȅ ǘƘŜ ŎƻƳǇŀƴȅΩǎ 9Ƴŀƛƭ 

server or SMTP gateway. 

SMTP Connection Type Ŏŀƴ ǳǎǳŀƭƭȅ ōŜ ƭŜŦǘ ŀǘ άtƭŀƛƴέΦ  LŦ ȅƻǳ ƘŀǾŜ ŀ ǎŜŎǳǊŜ ŜƳŀƛƭ ǎŜǊǾŜǊΣ ƻǊ 

one that requires authentication, then ȅƻǳ ǎƘƻǳƭŘ ǎŜƭŜŎǘ ά¢[{έ ƻǊ ά{{[έΦ 

Port is typically left blank ς ŀƴŘ ǘƘŀǘ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ƻŦ нр ƛǎ ŀǎǎǳƳŜŘΦ  LŦ ȅƻǳ ǊŜǉǳƛǊŜ ŀƴ ά{{[έ 

connection, then the port will need to be entered (the standard SSL port being 465). 

Authorisation Required? Is needed if !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ wish to relay mail to email addresses 

outside of the organisation (for example, to allow ALERTS to be sent to 

cryoalert@cryserver.com), or if your mail server is restricted to only accept mail from 

authorised sources (like an anti-spam filter). 

Instead of using Authorisation, most organisations set up a receive connector in 

Exchange (or other mail system) that would allow relay only for mail from specific 

mailto:cryoalert@cryserver.com
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sources (ip address). For example, see. http://exchangeserverpro.com/how-to-

configure-a-relay-connector-for-exchange-server-2010/ for further details. 

Authorisation User & Password: If authorisation is required, then enter the user & password 

of any valid user of the local network. 

5.2.2 Email Domains  

Email Domains ŀǊŜ ǘƘŜ ŎƻƳǇŀƴƛŜǎΩ ǇǳōƭƛŎ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ŘƻƳŀƛƴǎΦ  /ǊȅƻǎŜǊǾŜǊ ǳǎŜǎ ǘƘŜǎŜ ŦƻǊ ǘǿƻ 

purposes: 

1. To determine the direction of each email - inbound / outbound /  internal / outmix [a mix of 
outbound and internal recipients] / unknown [no matches] ς by checking the email domains 
of the sender and recipients against this list of domains. (See Email Direction below) 

2. Email Address Expansion: IF an email is without a Journal Wrapper (see section 4.2.2) then 
any local email addresses ς as determined by this list ς are checked against LDAP for 
distribution list expansion. 

 

¶ Please Note.  After LDAP has been configured, it is possible to obtain a list of email domains 
Ǿƛŀ ǘƘŜ ά¦ǎŜǊ 5ƛǊŜŎǘƻǊȅέ ƳŜƴǳΦ  

By setting the Local Domains, it is possible to report on the recent/actively used local email 
addresses. 

 

Email Direction  

When processing each new email, the sender and each recipient is checked against this list of Local 

Email Domains, and the direction of each email is calculated as follows: 

Inbound Sender does not match any Local Email Domains. 

At least one recipient matches a Local Email Domain. 

Outbound Sender matches a Local Email Domain 

All recipients fail to match any Local Email Domain. 

http://exchangeserverpro.com/how-to-configure-a-relay-connector-for-exchange-server-2010/
http://exchangeserverpro.com/how-to-configure-a-relay-connector-for-exchange-server-2010/
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Internal Sender matches a Local Email Domain 

All recipients match Local Email Domains. 

OutMix Sender matches a Local Email Domain 

Only some recipients match Local Email Domains, others do not. 

.. this is a mix of Outbound and Internal 

Unknown No matches with any Local Email Domains for sender or any recipients. 

Ideally NO email should have the Unknown direction. 

 

The email direction is visible in the end user search under the Direction 

column. 

 

 

 

5.2.3 Raise and Alert if no mail is processed  

This setting allows an email alert to be raised by Cryoserver if it has not processed any emails for the 

configured number of hours (4 hours by default). 

NOTE: There are separate, similar, alerts associated with mail collected from IMAP or EWS sources. 

However, this setting allows the system to notify Administrators when ALL of the various sources of 

mail has stopped (SMTP sources, Mailbox Reader, IMAP/EWS Collector, Importer tools). 

For DEMO systems (where no new mail is expected), please set this to 0 ς to stop these alerts! 

5.2.4 Current User Email Address  

Current User Email Address is the email address of the administrator that is currently logged in ς 

and is the address where a summary of some of these admin edits are sent. 

We recommend Administrators change this email address to a local user. 

5.2.5 Alert and Audit addresses  

The following are Global Settings but are presented here for the convenience of usage. 

Alert To 

Alert To is one or more email addresses where the alerts ς both daily status and error details ς are 

to be sent. 

¶ We RecommendΥ /ǊŜŀǘŜ ŀ ά/ǊȅƻǎŜǊǾŜǊ !ƭŜǊǘέ ŘƛǎǘǊƛōǳǘƛƻƴ ƎǊƻǳǇ ƛƴ ȅƻǳǊ ŜƳŀƛƭ ǎȅǎǘŜƳ ώŜΦƎΦ ƛƴ 
Exchange / Active Directory]. 
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Add any administrative Cryoserver users into this group ς which may be different to other IT 
groups. 

¶ Add cryoalert@cryoserver.com in order for Cryoserver Support to become aware of any 
issues at your site.  However, for this address to work 

o ¸ƻǳǊ ŜƳŀƛƭ ǎŜǊǾŜǊ ǎƘƻǳƭŘ άAllow Relay Fromέ ǘƘŜ /ǊȅƻǎŜǊǾŜǊ Lt ŀŘŘǊŜǎǎ (see Setting 
Relay in Exchange 2007 onwards; 
Or 

o !ŘŘ ŀ ΨŎƻƴǘŀŎǘΩ ƛƴ ȅƻǳǊ ŜƳŀƛƭ ǎŜǊǾŜǊ ǘƻ ǊŜǇǊŜǎŜƴǘ ǘƘŜ cryoalert@cryoserver.com 
address ς and use this contact in the Distribution List as recommended above. 
Or 

o Use an Encrypted (TLS or SSL) and Authenticated (User & Password) SMTP 
connection. 

Alert From  

Alert From is an email address for the Sender of the system alert emails. It can be entered in the 

form Display Name <email@address>. If the emails are to be sent to Cryoserver Support 

(cryoalert@cryoserver.com) then please enter the Company Name in the address: 

Alert From: MyCompany CryoAlert <cryoserver.alert@mycompany.com> 

The address does not need to be a real user email address.  Just set it so that it looks reasonable. 

bh¢9Υ LŦ ǘƘŜ ά!ƭŜǊǘ CǊƻƳέ ŀƴŘ ά!ǳŘƛǘ CǊƻƳέ ŜƳŀƛƭ ŀŘŘǊŜǎǎŜǎ ƻƴ ǘƘƛǎ ǇŀƴŜƭ ŀǊŜ ƛƴƛǘƛŀƭƭȅ ōƭŀƴƪΣ ǘƘŜƴ ǘƘŜ 

first ŜƳŀƛƭ ŘƻƳŀƛƴ ŜƴǘŜǊŜŘ ƛƴǘƻ ǘƘŜ άLocal Email Domainsέ ƭƛǎǘ ŀōƻǾŜ ǿƛƭƭ ŀǳǘƻ-generate a suggested 

addresses for both Alert From and Audit From. 

Audit From  

Audit From is an email address for the sender of transcript emails to the Data Guardians. It can be 

entered in the form Display Name <email@address>. 

*  Transcripts can be found by a Data Guardian or Privileged user by searching for this Audit 

From email address in Cryoserver. 

* Transcripts will be sent to the specified data guardians (where they will be journaled back 

into Cryoserver like any other email).  If there is a problem sending a transcript, then 

Cryoserver will process the transcript directly into Cryoserver so it will still be found using a 

search of the archive. 

Test SMTP Connection 

Test SMTP Connection button can be clicked to send a test email to the Alert Recipient(s) using the 
settings just entered.  The outcome of the action will be displayed below.  If there is a 
ǇǊƻōƭŜƳ ǎŜƴŘƛƴƎ ǘƘŜ ǘŜǎǘΣ ǘƘŜƴ ƛǘ ƛǎ ƻŦǘŜƴ ŘǳŜ ǘƻ ǘƘŜ ΨwŜƭŀȅΩ ƻǊ ǊŜǎǘǊƛŎǘƛƻƴǎ ƻƴ ǘƘŜ wŜŎŜƛǾŜ 
Connector of the SMTP server. 
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Any problems sending the test email will be displayed on the pop-up panel: 

 

Save will save these settings, and they will be immediately used by Cryoserver. 

Setting Relay in Exchange 2007 onwards 

Mails from Cryoserver will ONLY be received by user accounts local to the SMTP server (the company 

Exchange or GroupWise system etc.) UNLESS it is configured to allow relay from the Cryoserver 

ǎȅǎǘŜƳ hw ƛŦ ǘƘŜ ΨŀǳǘƘŜƴǘƛŎŀǘŜŘ ŎƻƴƴŜŎǘƛƻƴΩ ƻǇǘƛƻƴ ƛǎ ǳǎŜŘΦ 

1. On the Remote Network settings  page, follow these steps:  
a. Select the existing 0.0.0.0 - 255.255.255.255  entry, and then click . 

b. Click Add  or the drop -down arrow located next to  Add  and type the IP address or IP 

address range for the remote messaging server or servers that are allowed to relay 

mail on this server. When you're finished entering the IP addresses, click OK. 

c. Click Next . 

2. On the New Connector  page, review the configuration summary for the connector. If you 

want to modify the settings, click  Back. To create the Receive connector by using the settings 

in the configuration summary, click New . 

3. On the Completion  page, click Finish. 

4. In the work pane, select the Receive connector that you created. 

5. Under the name of the Receive connector in the action pane, click Properties  to open 

the Properties  page. 

6. Click the Permission Groups  tab. Select Exchange servers. 

7. Click the Authentication  tab. Select Externally Secured (for example, with IPsec). 

See http://exchangeserverpro.com/how-to-configure-a-relay-connector-for-exchange-server-2010/ 

for further details. 

http://exchangeserverpro.com/how-to-configure-a-relay-connector-for-exchange-server-2010/
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5.3 Data Guardians (and Identity Switching)  

Before you can add any Local User Accounts to Cryoserver, you must specify at least one Data 

DǳŀǊŘƛŀƴΦ  ! Řŀǘŀ ƎǳŀǊŘƛŀƴ ƛǎΣ ŦǊƻƳ /ǊȅƻǎŜǊǾŜǊΩǎ Ǉƻƛƴǘ ƻŦ ǾƛŜǿΣ Ƨǳǎǘ ŀƴ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ǘƻ ǿƘƛŎƘ 

Transcripts (of Administrator access and Privilege User searches) will be sent.  

NOTE: From Version 10.0.2, you can specify different guardians for each of administrative or 

privilege usage audit transcripts. 

If a user logs in to Cryoserver, and their primary email address matches a Data Guardian address, 

then they will see the Transcript Ref tab.  From this they can review the emails that were opened by 

a Privilege user. 

This panel also includes some general login restrictions and settings for local user accounts (not 

LDAP accounts). 

 

From Version 10.0.2, you can specify Data Guardians that only receive one type of audit transcript: 

 

5.3.1 Login Restriction Settings  

These settings are not related to Data Guardian or Identity Switching.  They relate to Local User 

Accounts only (accounts created in Cryoserver).  

Login Failure Limit: How many times can a user attempt to log-in with the same user ID before the 
account is locked out? 
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Lock Timeout: The number of Minutes that the user account will be locked for after an incorrect 
password was entered more than the Login Failure Limit number of times. Minimum is 1. 

Old Password Limit: LŦ ŀ ǳǎŜǊΩǎ ǇŀǎǎǿƻǊŘ Ƙŀǎ ŜȄǇƛǊŜŘ ŀƴŘ Ƴǳǎǘ ōŜ ŎƘŀƴƎŜŘΣ Ƴǳǎǘ ƛǘ ōŜ ŘƛŦŦŜǊŜƴǘ ǘƻ 
the last few passwords?  Enter 0 to tell Cryoserver that the user can re-enter the same 
password again. 

Password Expiry: The number of days before a password expires, after which it must be changed.  A 
ǳǎŜǊ ƛǎ ƎƛǾŜƴ ƻƴŜ ΨƎǊŀŎŜΩ ƭƻƎ-in with their old password. 

5.3.2 Data Guardian settings  

Transcript reference retain period: The number of days that the details of each email viewed by a 
Privilege User, and summarised under a Transcript Reference, will be held in Cryoserver. The 
default is 0 (the transcript reference details will never be deleted).  If a value other than 0 is 
used, then the Data Guardian will not be able to review a Privilege User search that was 
performed more than that number of days ago.    

Data Guardians: Add in the email addresses of each person who should oversee the activities of 
Administrators and Privilege users. 

Recommended Data Guardian candidates are: 

¶ HR Manager 

¶ Compliance Manager/Officer 

¶ IT Manager 

¶ CEO / senior staff 

¶ Union Leader 

Example transcripts: 

¢Ƙƛǎ ƛǎ ŀ ǘǊŀƴǎŎǊƛǇǘ ǊŜǎǳƭǘƛƴƎ ŦǊƻƳ ŀ tǊƛǾƛƭŜƎŜŘ ¦ǎŜǊ ŀŎŎŜǎǎΦ Lƴ ǘƘƛǎ ŎŀǎŜ ǘƘŜ ǳǎŜǊ ƴŀƳŜŘ άǇŀǊǘƴŜǊέ 
performed a search and viewed some of the results (highlighted below). 
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A typical Administrative Audit often contains very little.  Not every administrative change is captured 
and recorded in the transcript. Generally just user account creation and alteration is recorded.  A 
typical transcript would look more like this: 
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NOTE: Administrative Audits can also be searched and viewed via the Reports Administrative 
section.  This is true even if the system was unable to send the email to the intended recipients: 

 

 

5.3.3 Identity Switching  

 

This feature allows a user to switch from one account to another account.  Switch Identity is 

available under the following conditions: 

1. Where two or more accounts have the same primary email address.  Typically this refers to 

one or two local user accounts and an LDAP account, as follows: 

a. User logs in using their LDAP (Active Directory) account. 
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b. ¢ƘŜȅ άǎǿƛǘŎƘ ƛŘŜƴǘƛǘȅέ ǘƻ ǘƘŜƛǊ /ǊȅƻǎŜǊǾŜǊ !ŘƳƛƴƛǎǘǊŀǘƛƻƴ ƻǊ tǊƛǾƛƭŜƎŜ ǳǎŜǊ ŀŎŎƻǳƴǘ 

(e.g. accounts that have the same primary email address) 

2. ²ƘŜǊŜ ƻƴŜ ǳǎŜǊ Ƙŀǎ ǇǊƻǾƛŘŜŘ άDelegationέ ŀŎŎŜǎǎ ǊƛƎƘǘǎ to another user; or the 

administrator has created a delegation or link-to connection between two accounts. 

After a user has switched to a different account, certain actions are no longer allowed: 

¶ The user cannot create or alter delegation links. 

This remains true even when they switch back to the account that they originally logged in with. 

If a user has the ability to switch identity, they will see a άSwitch Identityέ ƭƛƴƪ ƛƴ ǘƘŜ ƘŜŀŘŜǊ menu 

bar.  

 

Or in the Administration area, a άŘƻǳōƭŜ ƘŜŀŘŜŘέ icon is used:   

And the footer bar will indicate if the user has switched from another account. 

 

Figure 24 - Using the Identity Switch feature 

Enable user identity switching and Require Password Re-entry  

The feature can be disabled ς or you can require for passwords to be re-entered.  If a password re-

entry is needed, then the password of the original login (usually your LDAP Network password) may 

be entered OR the password of the account you are switching to. Currently, all accounts have the 

ǎŀƳŜ άǎŜŎǳǊƛǘȅ ƭŜǾŜƭέ ς ƳŜŀƴƛƴƎ ǘƘŀǘ ȅƻǳ Ŏŀƴ ǎǿƛǘŎƘ όŦƻǊ ŜȄŀƳǇƭŜύ ōŜǘǿŜŜƴ ŀ ΨōŀǎƛŎΩ ŀŎŎƻǳƴǘ ǘƻ ŀ 

ΨǇǊƛǾƛƭŜƎŜŘΩ ŀŎŎƻǳƴǘ ǿƛǘƘƻǳǘ ǊŜǉǳƛǊƛƴƎ ǇŀǎǎǿƻǊŘ ǊŜ-entry 

Automatic Logout 

You can set the system to automatically logout from a switched-to account, after a period of 

inactivity.  We encourage you to set timeout value ς particularly for Privileged and Administrative 

accounts. 
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Switch Identity based on Primary Email Address  

Any accounts that have the same primary email address will be ƎǊŀƴǘŜŘ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ά{ǿƛǘŎƘ 

LŘŜƴǘƛǘȅέ ōŜǘǿŜŜƴ ǘƘŜǎŜ ŀŎŎƻǳƴǘǎΦ  For Cryoserver local user accounts, this is set as shown in the 

picture below: 

 

Figure 25 - Identity switch links on the Primary Email address 

A user accessing Cryoserver using an LDAP / Active Directory or Single-Sign-On (e.g. ADFS / SAML) 

can switch to Local accounts. 

Delegation Links  

A basic user (LDAP or a basic local user account) can allow another user to access their account, via 

their settings panel.  An administrator can view/edit/remove these links. 

See Linking One Account to Another Account for further information. 

5.4 Local User Accounts 

After at least one Data Guardian has been defined, then Cryoserver local user accounts can be 

created.  Cryoserver supports 3 local user types, Administrator; Privilege and Basic, as discussed in 

section 4.3.5 . 

 

All user types have the following details: 

Username: This is the unique username as entered into the Login page.  We recommend that the 

name is different to a userΩs network login id name.  We suggest that you append _admin / _priv / 

_basic ǘƻ ǘƘŜ ǳǎŜǊƴŀƳŜ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ƛǘ ƛǎ ŘƛŦŦŜǊŜƴǘ ǘƻ ŀ ǳǎŜǊΩǎ ǎǘŀƴŘŀǊŘ ƭƻƎƛƴ ƴŀƳŜΣ ŀƴŘ ƛǘ ŀƭǎƻ 

indicates the type of user. 

First & Last Name: ¢ƘŜ ǳǎŜǊΩǎ Ŧǳƭƭ ƴŀƳŜ ǘƻ ŘƛǎǇƭŀȅ ƛƴ ǾŀǊƛƻǳǎ ǇƭŀŎŜǎ ƛƴ /ǊȅƻǎŜǊǾŜǊΦ 

Admin Level: The type of this user. One of Administrator / Privilege / Basic 
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Account Status: One of Active or Locked.   

Primary Email Address: This address is where any email from Cryoserver will be sent for this user.  

This will include reset Password and Forward-to-inbox emails. 

hƴŎŜ ŀ ƴŜǿ ŀŎŎƻǳƴǘ ƛǎ ǎŀǾŜŘΣ ŀ ǊŀƴŘƻƳ ǇŀǎǎǿƻǊŘ ƛǎ ŀǎǎƛƎƴŜŘ ŀƴŘ ŜƳŀƛƭŜŘ ǘƻ ǘƘŜ ƴŜǿ ǳǎŜǊǎΩ tǊƛƳŀǊȅ 

Email Address.  If Cryoserver is unable to send this email, then the password will be displayed on this 

screen.   

Other details for the different account types are discussed below. 

5.4.1 Administrator user type  

An administrator cannot search. 

Only administrators can reset passwords ς ŀƴŘ ŀŎŎŜǎǎ ǘƘŜ ΨCƻǊƎƻǘǘŜƴ ȅƻǳǊ tŀǎǎǿƻǊŘΚΩ ƭƻƎƛƴ ŦŀŎƛƭƛǘȅΦ 

¶ bh¢9Υ LŦ ŀƴ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǳǎŜǎ ǘƘŜ ΨCƻǊƎƻǘǘŜƴ ȅƻǳǊ tŀǎǎǿƻǊŘΚΩ ŦŜŀǘǳǊŜΣ ŀ ƴŜǿ ǇŀǎǎǿƻǊŘ ǿƛƭƭ 
ōŜ ŜƳŀƛƭŜŘ ǘƻ ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ tǊƛƳŀǊȅ 9Ƴŀƛƭ !ŘŘǊŜǎǎΦ  

There is a single default Administrator (cryoserver_admin) which is used to set-up the initial 

Cryoserver system.  Please ensure that the email address of this account is changed ς typically via 

ǘƘŜ άhǳǘōƻǳƴŘ 9Ƴŀƛƭ ϧ !ƭŜǊǘǎέ ƳŜƴǳΣ Current User Email Address setting. 

We recommend that additional administrator accounts are added ς one for each member of IT staff 

who may need to administer the Cryoserver system.  Then the Data Guardian transcripts will 

indicate which user had logged in. 

There are no further Details required for the Administrators account. 

5.4.2 Privilege / Privilege & Delete User types 

This user can search across ALL email in that Cryoserver system (or that Cryoserver Company, when 

in multi-tenant mode) unless one or more searchable domains are added.  A Privilege & Delete user 

type has the ability to authorise a deletion request. This account type will only become available if 

you have a license to use it. In all other respects, this account type is the same as a standard 

Privilege account.  Any searches made by Privileged users will raise an audit transcript that is sent to 

the Data Guardian(s). 
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Searchable Domains: are restrictions on the 

Privilege user ς so that only email to or from an 

email address in one of the Searchable Domains 

will be returned. 

If a company is an umbrella for a number of brands 

ς like the hotels in a hotel group ς and each brand 

has its own email domain, then you can create a 

separate privilege user for each brand/domain.  

The privilege user would only be able to search 

across the emails for their brand (email domain). 

Exclude Addresses: If one or more staff wish to be 

specifically excluded from any Privilege Search 

Results (including any emails where they were just one of several recipients) then enter their email 

addresses here. 

Other Auditors: are additional or alternative email addresses where Data Guardian transcript emails 

will be sent for this user.  This is of particular use if Searchable Domains are used ς as you may have 

a Data Guardian for each company brand / email domain.  

5.4.3 Basic User type 

A basic user can only search and view mail that match the email addresses specified for their 

account.  This is similar to a user connecting via LDAP (i.e. with an Active Directory user login). 

A basic user is not normally audited (i.e. No Data Guardian transcript will be sent following any 

searches). 

NOTE: Basic accounts can be set up to view any number of different user mailboxes ς by entering 

several secondary email addresses that relate to other mailboxes. In this mode, the basic account 

should be audited ς and it is recommended to ensure that the auditing options are used when 

creating such an account. 
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Secondary Email Addresses: Add as many email 

addresses that this user should have authority to 

view. 

Add several addresses at once by entering a 

comma or newline separated list, and pressing 

the Add button. 

 

 

 

 

 

 

 

Enable Share Folder: The results of a search can be saved as a Case Folder, and comments given for 

each email in that folder.  There are times when that folder of emails needs to be viewed by, for 

example, a supervisor.  This option will allow for a Folder to be shared. 

 

Figure 27 - A folder with share capabilities 

Enable Sample Search:  ¢Ƙƛǎ ǿƛƭƭ ŘƛǎǇƭŀȅ ŀ ΨwŀƴŘƻƳ SelectionΩ ŦŜŀǘǳǊŜ to the Search User, where only 

a percentage of the possible results will be returned to the user.  This is useful for compliance 

officers who are obliged to conduct random sample searches on a regular basis to check for 

potential breaches of the company or business regulations.  

 

Figure 28 - What the user will see if "Enable Sample Search" is selected 

Figure 26 - Adding a Basic User 
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Exclude Primary Address From Search: This is useful where a basic account is designed to be Team 

Supervisor account ς an account where email addresses of a team of people are added to the 

ΨǎŜŎƻƴŘŀǊȅ ŀŘŘǊŜǎǎŜǎΩΦ  !ƭƭ ǎŜŀǊŎƘŜǎ ǎƘƻǳƭŘ ōŜ ŎƻƴŘǳŎǘŜŘ ŀŎǊƻǎǎ ǘƘŀǘ ǘŜŀƳ ƻŦ ǇŜƻǇƭŜ ς but should 

not include the team supervisor themselves.  

This should be used with the Auditing options described below. 

Exclude Secondary Addresses From Search: A convenience feature. Unlikely to be useful. 

NOTE: Any LDAP or Local Basic User can select exactly which email addresses are to be used for their 

searches from the Preferences area. 

Enable Auditing: If this account is knowingly able to access other user email addresses, then it 

should be audited.  With this enabled, at least one of the Data Guardian options must be selected. 

Auditing by Data Guardians: Tick this if the company-wide Data Guardian(s) are to receive 

transcripts of searches conducted by this account. 

Other Auditors: Enter email addresses of alternative Auditors who should receive transcripts of 

searches conducted by this account. 

5.4.4 Filtering the User List  

 

The Local User list can be filtered to show only Basic OR 

Privileged OR Administrator users ς or any combination ς 

by selecting the appropriate tick boxes.  If you select the 

Disabled option, then the User List will only show 

accounts that have the Account Status of Disabled. 

 

 

5.5 Restore and Authentication  

Restore is a technique used to inject email back into user mailboxes from the archive. 

Authentication ƛǎ ŀ ǘŜŎƘƴƛǉǳŜ ǘƻ ǾŜǊƛŦȅ ŀ ǳǎŜǊΩǎ ǇŀǎǎǿƻǊŘ ŀǘ ƭƻƎƛƴΦ  

This panel allows you to define connections to your email servers.  These will be used to provide 

ŜƳŀƛƭ άwŜǎǘƻǊŜ ¢ƻ LƴōƻȄέ ŀƴŘ ά[ƻƎƛƴ !ǳǘƘŜƴǘƛŎŀǘƛƻƴέ ǎŜǊǾƛŎŜǎ ǘƻ ȅƻǳǊ ǳǎŜǊǎΦ  This allows you to set 

up a connection to an older email server and newer one to assist during mailbox migration. 

The system will allow either IMAP or EWS to be used. 
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Figure 29 - Restore and Authentication 

5.5.1 Authentication  

/ǊȅƻǎŜǊǾŜǊ ΨƭƻŎŀƭ ǳǎŜǊ ŀŎŎƻǳƴǘsΩ Ƴǳǎǘ ōŜ ŎǊŜŀǘŜŘΣ ǿƛǘƘ ά9ȄǘŜǊƴŀƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴέΦ  ²ƘŜƴ ǘƘŜ ǳǎŜǊ 

tries to login, the username entered by the user will be used to obtain the local user accountΩǎ 

details. Finding that external authentication is required, the username and the password from the 

login web page are then passed to each of the Restore and authentication connections, where a 

login is attempted using the configured protocol (IMAP or EWS). If the login succeeds, then the user 

will be logged in to Cryoserver using the details (name & email addresses) from the local user 

account.  No account details from the remote mail servers will be obtained or used ς only the login 

test. 

 

The Login authentication sequence is: 

1. User enters their username and password 

2. If the username ƳŀǘŎƘŜǎ ŀ ƭƻŎŀƭ ǳǎŜǊ ŀŎŎƻǳƴǘΣ ǘƘŀǘ Ƙŀǎ άŜȄǘŜǊƴŀƭ ŀǳǘƘƻǊƛǎŀǘƛƻƴέΦ 

3. For each entry ƛƴ ǘƘŜ άwŜǎǘƻǊŜ ŀƴŘ !ǳǘƘŜƴǘƛŎŀǘƛƻƴέ ƭƛǎǘΤ 

a. Open a connection to the remote EWS or IMAP service 

b. Pass the Users username and password to the EWS or IMAP login sequence 

c. If the EWS or IMAP login succeeds, then the user gains access to Cryoserver ς using 

ǘƘŜ ŘŜǘŀƛƭǎ ƻŦ ǘƘŜ ά[ƻŎŀƭ ¦ǎŜǊ !ŎŎƻǳƴǘέΦ 

If login fails, then the system will revert to try other login methods (first by testing other local user 

accounts and then trying LDAP, if configured). 
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IMPORTANT NOTE: Because the username entered on the login page is passed to the EWS or IMAP 

service ς this same username MUST be set in the Cryoserver local user account.  

¶ For Office 365 ς the username will always be an email address.  And the server will be 

άƻǳǘƭƻƻƪΦƻŦŦƛŎŜосрΦŎƻƳέΦ 

¶ For IMAP or on-premise Exchanges ς ǘƘŜ ǳǎŜǊƴŀƳŜ ŎƻǳƭŘ ōŜ ǘƘŜ ά{!a!ŎŎƻǳƴǘbŀƳŜέ ƻǊ ǘƘŜ 

ά¦ǎŜǊ tǊƛƴŎƛǇŀƭ bŀƳŜέ όŀƴ ŜƳŀƛƭ ŀŘŘǊŜǎǎ type format). 

5.5.2 Restore 

Cryoserver supports the ability to restore emails from the archive back to your mail server.  See 

άRecovering Emails - Restore to Inbox (via EWS or IMAP)έΦ  Lǘ Ŏŀƴ ǳǎŜ ŜƛǘƘŜǊ La!t ƻǊ 9²{ ό9ȄŎƘŀƴƎŜ 

Web Services).  We recommend using EWS for Exchange 2007 or greater. 

   

IMAP or EWS Server address is the DNS or IP address of the front-end or CAS server. 

Connection Type: For IMAP we strongly recommend using either TLS or SSL. Only use Plain 

connections if your network is otherwise secure.  EWS only supports HTTPS, which is inherently 

secure. 

Port: IMAP Plain or TLS - default value of 143 is assumed.  An SSL connection will default to 993. 

EWS uses the default HTTPS port of 443. 

Impersonation: (EWS Only) If Impersonation is selected, and a suitable username / password of a 

ǾŀƭƛŘ ƛƳǇŜǊǎƻƴŀǘƛƻƴ ǳǎŜǊ ŀŎŎƻǳƴǘ ƛǎ ŜƴǘŜǊŜŘΣ ǘƘŜƴ ŜƳŀƛƭǎ Ŏŀƴ ōŜ άǊŜǎǘƻǊŜŘέ without your users 

needing to enter a password.  This is most convenient ς but it could lead to security issues.  So 

please use this option with caution. 

USAGE NOTE: Multiple Email Server connections can be entered ς but if you do enter more than 

one, then the end users will be prompted to select which to use ς and this may confuse users.  

However, this technique can be used in a mixed server environment ς e.g. during a server migration 

(e.g. Exchange 2013 to O365) or if you have both Lotus Notes and Exchange.  Users will select from 

the server names entered here and will need to understand which to use.  However, once a user has 

successfully connected once, Cryoserver will remember this and not prompt again. 

5.6 LDAP Servers 

LDAP is the common name for accessing the content of directory servers such as Microsoft Active 

Directory, Novel eDirectory or Lotus Domino.  Cryoserver uses LDAP in three ways: 

1. To assist when validating a User Login ώƛŦ ΨǘǊŀƴǎƭŀǘŜ ǳǎŜǊΩ ƻǇǘƛƻƴ ƛǎ ǳǎŜŘϐ; and/or 
2. To expand email addresses in non-enveloped emails 
3. To provide User Account lists for selection purposes under: 
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a. User Directory [to Link accounts or to extend via Add Address] 
b. Mailbox Reader [to select accounts to read mail from] 
c. Folder Replication [to select accounts to replicate the Outlook Folder tree] 

The LDAP admin page sets up one or more connections to an organisations LDAP server (typically 

known as the Domain Controller). 

Create an LDAP connection by clicking the [Create New Connection] or by copying an existing 

connection.  The recommended sequence of steps is shown below: 

 

Then enter a user & password. Any user ς they do not require a mailbox or any permissions other 

than to allow read-only search of the LDAP directory. 

 

It makes sense to select a user account where the Password is unlikely to change frequently.  By 

ŎǊŜŀǘƛƴƎ ŀƴ ŀŎŎƻǳƴǘ ǎǇŜŎƛŦƛŎ ǘƻ /ǊȅƻǎŜǊǾŜǊ όƭƛƪŜ ΨŎǊȅƻǎŜǊǾŜǊ[5!tΩύΣ ƛǘǎ ǳǎŀƎŜ ϧ ǊƻƭŜ ǿƛƭƭ ōŜ ŎƭŜŀǊŜǊ 

sometime later when Administrators review the user accounts in the LDAP directory. 

Now άTest ConnectionέΦ  ¢ƘŜǊŜ ŀǊŜ ƎŜƴŜǊŀƭƭȅ о ƻǳǘŎƻƳŜǎΥ 

1  2  3  

1. The Connection & User/Password works OK 

2. The User/Password is incorrect in some way 

3. [Sometimes after a long wait] The Connection to the LDAP server has failed or is blocked in 

some way. 

For most basic Windows / Exchange-Based systems, this is all that you need to do.  But there are 

some advanced usages, which we explore in the following sections. 
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5.6.1 Username and the Login process  

After a user enters their Username / Password into the Login panel to access Cryoserver, the 

following sequence of events occur: 

1. Check if the username matches any LOCAL Cryoserver user accounts (not LDAP accounts). If 

so, test the Password (by encrypting it and matching against the stored encrypted copy). 

IF no matching local user account OR if the password fails to match then, 

2. CƻǊ ŜŀŎƘ [5!t ŎƻƴƴŜŎǘƛƻƴ όǘƘŀǘ ǇǊƻǾƛŘŜǎ ǘƘŜ ά!ǳǘƘŜƴǘƛŎŀǘƛƻƴέ ǎŜǊǾƛŎŜύΣ ŎƻƴǎǘǊǳŎǘ ǘƘŜ 

complete User-ID [see below] and, 

At this point there are two very different ways in which Cryoserver will perform the Login process: 

LC ǘƘŜ άTranslate Usersέ ƻǇǘƛƻƴ ƛǎ YES 

3. Login with the Configured LDAP User 

4. ¦ǎƛƴƎ ǘƘŜ ά¢Ǌŀƴǎƭŀǘƛƻƴ YŜȅέ ŦƛŜƭŘΣ perform a Directory Search for the user: 

 LDAP Search Where Translation Key = User-ID;  For example.. 

      ά{!a!ŎŎƻǳƴǘbŀƳŜ Ґ ƧŎǊǳƳōƭŜέ 

NOTE: This will only search in each of the Search DNs (if configured). 

5. LŦ ǘƘŜ ǎŜŀǊŎƘ ŦƛƴŘǎ ǘƘŜ ǳǎŜǊΣ ǘƘŜƴ ŎƻƴŦƛǊƳ ǘƘŜƛǊ ǇŀǎǎǿƻǊŘ ōȅ άōƛƴŘƛƴƎέ ǘƻ ǘƘƛǎ ŀŎŎƻǳƴǘΦ 

IƻǿŜǾŜǊΣ ƛŦ ǘƘŜ άTranslate Usersέ ƻǇǘƛƻƴ ƛǎ NO 

3. 5ƛǊŜŎǘƭȅ ǘŜǎǘ ǘƘŜ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ōȅ ǇŜǊŦƻǊƳƛƴƎ ŀƴ [5!t ά.ƛƴŘέ ǳǎƛƴƎ ǘƘŜ 

constructed User-ID and Password. 

5.6.2 Constructing the User -ID from the Username  

The LDAP Directory Username is combined with the LDAP User DN field to create a complete user 

identifier (User-ID) that the LDAP system (Active Directory / Domino / eDirectory etc) would accept 

ƛƴ ŀƴ [5!t ά.ƛƴŘέ ŎƻƳƳŀƴŘ.  ¢ƘŜ ά.ƛƴŘέ ŎƻƳƳŀƴŘ ǿƛƭƭ ǾŜǊƛŦȅ ŀ ¦ǎŜǊ-ID and Password combination. 

The most typical format, for Active Directory, is of the form: 

  #@company.base.dn 

The # symbol will be replaced with a user name ς either the one entered by a user into the 

Cryoserver Login page ς or the LDAP Directory User entry. Like this: 

 

The system also allows for the older Windows login user id style: 

  NT-DOMAIN\# 

Again, the # symbol will be replaced by the usersΩ login username. 
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For Lotus Notes, eDirectory and others the User-ID may need to be in the FQDN format: 

  CN=#,OU=Organisational Unit, O=Organisation, DC=local. 

To make it easier, the system can automatically append the Base DN into this text if you tick the 

άAppend Base DNέ ƻǇǘƛƻƴΦ  ²Ŝ ŀƭǎƻ ǊŜŎƻƳƳŜƴŘ ǘƘŀǘ ǘƘŜ ά¢ǊŀƴǎƭŀǘŜ ¦ǎŜǊǎέ ŦŜŀǘǳǊŜ ƛǎ ǳǎŜŘ ǿƘŜǊŜ 

the FQDN format is required: 

 

5.6.3 Using the Email Address as a Login Username 

The Login logic is altered if an @ symbol is detected in the Username entered by the user (e.g. the 

user enters their Email Address).  In this case it will cause the LDAP login logic to: 

1. Match with the LDAP primary email address ŀǘǘǊƛōǳǘŜ όǳǎǳŀƭƭȅ ΨƳŀƛƭΩ) 

2. Inspect only the LDAP Connections that are associated with the email domain from the 

email address. 

 

In this case, the LDAP connection will 

be used to validate an email address 

login ONLY for staplediets.com. 

To match more domains, Edit the 

connection and CTRL-CLICK each 

domain ς and they will become 

Highlighed. 

 does match with this LDAP connection. 

 

But here the email address does not match 

with this LDAP connection, and login will 

fail unless...  at least one LDAP Connection 

will need to select/highlight the 

άŘǊƻǇƻƴŜǎƛȊŜΦƻǊƎέ ŘƻƳŀƛƴ ƛǎ ŀƭǎƻ ǎŜƭŜŎǘŜŘ 

in the LDAP Connection. 
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5.6.4 2ÅÓÔÒÉÃÔÉÎÇ 5ÓÅÒÓ ÂÙ 3ÅÁÒÃÈ $.ȭÓ ɉ/5 'ÒÏÕÐÓɊ 

The LDAP Search DNs list can be left blank or set to the BaseDN value ς meaning that the 
WHOLE directory tree is searched to match a User Account (for Login Authentication) 

For Lotus NotesΣ ȅƻǳ ǎƘƻǳƭŘ ŜƴǘŜǊ ǘƘŜ ǾŀƭǳŜ άrootέΦ 

However, if your Directory Tree is very large, or you wish to restrict Login Access to only users in 
selected OU Groups, then you can enter the required Directory Branches (typically 
Organisational Units / OU groups). 

To select groups from the [5!t ǘǊŜŜΣ ǇǊŜǎǎ ǘƘŜ άFetch Search DNsέ ōǳǘǘƻƴ ς a popup dialog 
should appear (if your browser allows pop-ups). 

 

Pick the required OU Groups from the Pop-¦Ǉ ŘƛŀƭƻƎ ōƻȄΣ ŀƴŘ ǇǊŜǎǎ ǘƘŜ άAdd Search DNsέ ōǳǘǘƻƴΦ 

 

5.6.5 Email Domains  

Select which local email domains this LDAP server is to be used for. 
1. This allows for users in a Domain Forest, where different LDAP servers represent just one tree 
of the forest.  Each LDAP server will validate users for one or two email domains, not the whole 
forest of domains. 
Users will need to enter their full email address into the Cryoserver Login, so that Cryoserver can 
select the appropriate LDAP server to validate the user against.   
2. This allows for email address expansion to be performed only on the associated email 
domains. 

 

You should now be able to [Save Details].  Cryoserver will immediately start to use these 

settings.  There may be a delay, when mail is currently being processed, as the system has to 

flush the LDAP cache from memory. 

Press the [Test Connection] to check that this LDAP Connection allows the Login settings that 

have been entered. 
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After creating an LDAP connection, you should test to see if it works.  There are three levels of 

testing: 

First, to click the [Test Connection] button on the LDAP panel. 

Second: To use the User Directory menu entry in the Admin area.  See 5.7 below. 

Third: See if someone can log-in to Cryoserver using their network login credentials. 

5.6.6 Other LDAP Settings ɀ Fields and Patterns  

 

Figure 30 - Additional LDAP configuration options 

To enable Cryoserver to work with a wide range of LDAP servers (such as GroupWise eDirectory and 

Lotus Notes/Domino) there are a number of facilities to modify the way that items of information 

are extracted from the Directory. 

Unique user id attribute: Lƴ ƻǊŘŜǊ ǘƻ ΨƪŜȅΩ ŀ ǳǎŜǊ ǿƘŜƴ ǘƘŜȅ ƭƻƎ ƛƴ ǘƻ ŀ ǳƴƛǉǳŜ ƛŘŜƴǘƛŦƛŜǊ ŦƻǊ ǘƘŜ ǳǎŜǊΣ 
ǘƘƛǎ ǾŀƭǳŜ ƛǎ ŦŜǘŎƘŜŘ ŦǊƻƳ ǘƘŜ [5!t ǎŜǊǾŜǊΦ  CƻǊ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅΣ ǘƘŜ ŘŜŦŀǳƭǘ άƻōƧŜŎǘD¦L5έ 
ǿƻǊƪǎ ǿŜƭƭΦ  CƻǊ ƻǘƘŜǊ [5!t ǎŜǊǾƛŎŜǎΣ ǘƘŜ άŎƴέ ǾŀƭǳŜ ǿƻǳƭŘ ōŜ ƳƻǊŜ ŀǇǇǊƻǇǊƛŀǘŜΦ  ¢Ƙƛǎ value 
is no longer critical to Cryoserver ς ƛǘ ǿŀǎ ǳǎŜŘ ǘƻ ΨƪŜȅΩ ŜŀŎƘ ŜƳŀƛƭ ǘƻ ǘƘŜ ŀǎǎƻŎƛŀǘŜŘ ǳǎŜǊ 
mailboxes, but this is no longer supported. 

LDAP Type:  LŦ ά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅέ ƛǎ ŎƘƻǎŜƴΣ ǘƘŜƴ ǘƘŜ ǊŜƳŀƛƴƛƴƎ ŦƛŜƭŘǎ will be reset to standard 
values.  You can override any of these defaults by typing a new value over the default.  Any 
field that is left BLANK will revert to the default value for Active Directory. 

LŦ ά/ǳǎǘƻƳέ ƛǎ ǎŜƭŜŎǘŜŘΣ ǘƘŜƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛŜƭŘǎ should be specified, otherwise some 

features will stop functioning. 

Primary field name: ¢Ƙƛǎ ƛǎ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ [5!t ŦƛŜƭŘ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ ǘƘŜ ǳǎŜǊΩǎ Primary Email 
Address. 

Primary field pattern:  ¢Ƙƛǎ ƛǎ ŀ άǊŜƎǳƭŀǊ ŜȄǇǊŜǎǎƛƻƴέ ǘƘŀǘ ŘŜǘŜǊƳƛƴŜǎ Ƙƻǿ ǘƻ ŜȄǘǊŀŎǘ ǘƘŜ ǳǎŜǊΩǎ 
primary email address from the value returned from the LDAP Primary field. 
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The default of (.*) will extract ALL text. 

Secondary field name: ¢Ƙƛǎ ƛǎ ǘƘŜ ƴŀƳŜ ƻŦ ŀƴ [5!t ŦƛŜƭŘ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ ǘƘŜ ǳǎŜǊΩǎ Secondary or  Alias 
email addresses.  LDAP Servers will return an array (list) of values. 

Secondary field pattern: ¢Ƙƛǎ ƛǎ ŀ άǊŜƎǳƭŀǊ ŜȄǇǊŜǎǎƛƻƴέ ǘƘŀǘ /ǊȅƻǎŜǊǾŜǊ ǳǎŜǎ ǘƻ ŜȄǘǊŀŎǘ ŀƴ ŜƳŀƛƭ 
address out of each value returned from the LDAP server for the Secondary field name.  This 
can be quite complex!  Servers like Active Directory will return a whole host of different 
types of address ς such as X500 addresses, and cc-mail addresses (if the gateway is 
installed), as well as typical email addresses.  This MUST use a bracketed group, and any text 
returned in the second group will be used. 

The default pattern of (?i:^smtp:)(.*) ǿƛƭƭ ŜȄǘǊŀŎǘ ŀƴȅ ǘŜȄǘ ǘƘŀǘ Ŧƻƭƭƻǿǎ ǘƘŜ ǇǊƻƳǇǘ άǎƳǘpΥέΦ 

Please refer to a good tutorial on regular expressions ς as they are very cryptic and beyond 

the scope of this guide. 

Display field name: This is the LDAP field that contains a nice-to-display name for the user.  There 
are usually quite a few candidate fields that could be used! 

Translation key: ¢ƘŜ [5!t ŦƛŜƭŘ ŎƻƴǘŀƛƴƛƴƎ ŀ ǳǎŜǊΩǎ [ƻƎƛƴ L5Φ ¢Ƙƛǎ ǾŀƭǳŜ ƛǎ ǳǎŜŘ ƛƴ ŎƻƴƧǳƴŎǘƛƻƴ ǿƛǘƘ 
the Translate Users (Yes/No) option when a user Logs in to Cryoserver.  This is explained in 
Constructing the User-ID from the Username 

Attribute for IMAP Username: We find that logging in to IMAP may require a non-standard 
username ς for example, when using a Linked Exchange in a Forest Domain. 

Secondary field format: This is used when processing new mail into Cryoserver, to convert an alias 
email address into a primary email address. It places the email address extracted from the 
email into the {0} part of the format text. 

This is ONLY used when the email being processed is NOT enveloped. AND where the email 

domain in the email address extracted from the mail headers matches one of the domains 

selected for this LDAP connection in Cryoserver. 

The default value is (proxyAddresses=smtp:{0}) meaning that Cryoserver will connect using 

the configured LDAP Directory User, for each applicable email address perform an LDAP 

Search like this (proxyAddresses=smtp:an.example@email.address.com) 

Member field name: This is the LDAP field that contains a list of Distribution Group members. Each 
member will be a FQDN pointer to the LDAP entry for that group member ς which would be 
either user entries, or another distribution group. 

Use display name in search? : If Administrators have imported from PST files without using an LDAP 
Feature within the PST Extraction Utility, then you will find that all local users will ONLY 
show their Display Name. The email address will have vanished.  This is because the PST data 
discards email addresses in favour of an internal active directory identifier (X400 address) 
and the display name.  The extraction process will typically only export the display name.  
Cryoserver can help here ς as it can search and find emails based on the Display Name ς as 
though this was a real email address. 
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SO ς If Administrators have imported PST data with display names instead of email 

addresses (for local user accounts) then you should find that ticking this option will greatly 

help basic/ldap users from finding these PST emails that refer to them.  

5.6.7 Email Address Expansion  

Another usage of LDAP is to expand local email addresses.  By this we mean: 

¶ CƻǊ ŀƴȅ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ǘƘŀǘ ƳŀǘŎƘŜǎ ƻƴŜ ƻŦ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ Ψ[ƻŎŀƭ 9Ƴŀƛƭ 5ƻƳŀƛƴǎΩΦΦ 

o ¢ƻ ŎƻƴǾŜǊǘ ŀƴ άaliasέ ƻǊ ǎŜŎƻƴŘŀǊȅ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ǘƻ ƛǘǎ ƳŀǘŎƘƛƴƎ Primary Email 

Address. 

o To expand any distribution group email addresses into a list of user primary email 

addresses. 

If an email is received in Cryoserver that does not ƘŀǾŜ ŀƴ Ψenvelope wrapperΩ [most common in 

Imported Email], then email addresses will be expanded as follows: 

1. Check if the Company Advanced Settings allows expansion: 

 
2. Extract the To: and Cc: text from the email headers 
3. Split the text into each email address ς typically a display name followed by an email 

address. 
4. Extract the internet email address part from each address entry (remove any display name 

part) 
5. For each address that matches one of the LDAP email domains, and is.. 

SELECTED in the LDAP Connections:  
a. Look-Up the Primary address in LDAP ς if NOT found, then 
b. Look-Up the Secondary address in LDAP 

IF a or b finds an entry: 
c. 5ƻŜǎ ƛǘ ƘŀǾŜ ŀƴȅ ΨƳŜƳōŜǊǎΩ ς ƛŦ ǎƻΣ ƛǘ ƛǎ ŀ ŘƛǎǘǊƛōǳǘƛƻƴ ƎǊƻǳǇΦ  9ȄǘǊŀŎǘ ŜŀŎƘ ΨƳŜƳōŜǊΣ 

returning each primary email address, or further expanding any members that are 
also distribution groups. 

6. Cache the results, so subsequent lookup for the same address is faster. 

 

If the email header looks like this: 

Received:  from pav01s002.pvl.local ([172.16.0.12]) by pav01s002.pvl.local ([172.16.0.12]) 

with mapi; Thu, 23 Jul 2009 16:01:39 +0100  

Subject: Cryoserver Disk Space.  

Date: Thu, 23 Jul 2009 16:01:36 +0100  

Message - ID: <25BC0130988EC84FA47FD10EE8B3619675376979D4@pav01s002.pvl.local>  

From: "Tim Wurch" <Tim.W@joline.co.uk>  

To: " Diet  Support" < support@ staplediets .com >, "Robin" < robin@ droponesize .com > 
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Cc: "Ben Moes" < Ben.Moes@joasme.co.uk > 

 

Then the candidate addresses to convert in this email is: 

  support@staplediets.com 

  robin@droponesize.com 

  ben.moes@joasme.co.uk 

LŦ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ [5!t ŜƴǘǊȅ ǿŀǎ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ŜƳŀƛƭ ŘƻƳŀƛƴǎ άstapledietsΦŎƻƳέ ǘƘŜƴΥ 

support@staplediets.com 

1. LDAP Search (mail=support@staplediets.com) -> no match 
2. LDAP Search (proxyAddresses=smtp:support@staplediets.com) 

 -> Match Found [to helpdesk@staplediets.com] 
3. [5!t 9ƴǘǊȅ Ƙŀǎ ΨƳŜƳōŜǊΩ ŜƴǘǊƛŜǎ ς it is a distribution group 
4. [5!t [ƻƻƪǳǇ ŦƻǊ ŜŀŎƘ ΨƳŜƳōŜǊΩΣ ǊŜǘǳǊƴƛƴƎ ǇǊƛƳŀǊȅ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ŦƛŜƭŘ ǾŀƭǳŜΥ 

 mb@staplediets.com ; ml@shrink.me  and ik@droponesize.com 

robin@droponesize.com 

1. ¢ƘŜ ŜƳŀƛƭ ŘƻƳŀƛƴ ƛǎ ΨƭƻŎŀƭΩ ōǳǘ ƛǎ ƴƻǘ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ŀƴ [5!t ŎƻƴƴŜŎǘƛƻƴ ς no expansion. 

ben.moes@joasme.co.uk 

1. Users email domain (@ƧƻŀǎƳŜΦŎƻΦǳƪύ ƛǎ ƴƻǘ ŀ ΨƭƻŎŀƭΩ ŘƻƳŀƛƴΦ bƻ ǇǊƻŎŜǎǎƛƴƎ ƴŜŜŘŜŘΦ 

5.6.8 Disabling LDAP email -address expansion  

Under Advanced Configuration -Ҕ !ŘǾ /ƻƳǇŀƴȅ /ƻƴŦƛƎΣ ǘƛŎƪ ǘƘŜ ά5ƛǎŀōƭŜ aŀƛƭƛƴƎ [ƛǎǘ 9ȄǇŀƴǎƛƻƴέ 

option. 

   

5.6.9 LDAP Performance ɀ Cache size 

Also note that two other LDAP settings are available in the Advanced Company Configuration ς 

Cache Size and Cache Timeout.  These refer to the number of LDAP entries (local email addresses + 

expansion details, if any) that will be held in memory to speed up repeated lookups.  These items 

will remain in memory for the specified timeout period ς after which the entry will be removed from 

the in-memory cache. 

With Envelope Wrapped email, no email address expansion would occur anyway ς so the LDAP 

Cache / Timeout and Expansion options are of limited use. 

With non-envelope email [typically from Imports or non-Exchange systems], the LDAP address 

expansion (if enabled) then plays a dramatic part in the overall system performance.  
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A cache (of any type) will use memory ς so the larger the cache, the more memory it requires.  Thus 

the LDAP Cache Size should reflect the number of local email addresses commonly in use ς including 

distribution groups, balanced against the memory available on the Cryoserver system.  A Cryoserver 

on a 20 Gb server can cache several thousand LDAP entries, while a 2 Gb server should be limited to 

no more than the default 500 entries. 

5.6.10 LDAP Services: Disabling an LDAP Connection 

By default, each LDAP Connection that you add is immediately activated for standard usage (it will 

both Authenticate users and return their Account Details). 

 

If you have several LDAP servers, Administrators could configure them in Cryoserver, but disable 

some of them.  Edit the connection and set the LDAP Services ǘƻ άDisabledέΦ 

NOTE: Cryoserver uses the LDAP Server Name as the unique key in the database ς you cannot define 

two connections to the same LDAP server using the same name (to do this, define one using the DNS 

name, and the other with the IP address).  

5.6.11 Dual / Linked LDAP Servers 

CƻǊ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ CƻǊŜǎǘǎ ǿƛǘƘ ά[ƛƴƪŜŘ 9ȄŎƘŀƴƎŜέ ǎŜǊǾƛŎŜǎΣ ǳǎŜǊǎ ǿƛƭƭ ƴŜŜŘ ǘƻ authenticate their 

Login against one AD, but will need to access a different AD to obtain their various Email Address 

(account) details.  

For Lotus Notes, and some other Email Servers, users could log-in against Active Directory, but then 

access a Domino LDAP service in order to obtain their Email Address details. 

Cryoserver supports these two scenarios.  Administrators will need to configure a pair of LDAP 

Connections ς ƻƴŜ ŦƻǊ ά!ǳǘƘŜƴǘƛŎŀǘƛƻƴέ ŀƴŘ ǘƘŜ ƻǘƘŜǊ ŦƻǊ ά!ŎŎƻǳƴǘ ŘŜǘŀƛƭǎέΦ 

1. ¢ƘŜ CƛǊǎǘ [5!t /ƻƴƴŜŎǘƛƻƴ ǘƘŀǘ /ǊȅƻǎŜǊǾŜǊ ǿƛƭƭ ǳǎŜ ƛǎ ǘƘŜ άAuthenticationέ ŎƻƴƴŜŎǘƛƻƴ ς 

ǘƘƛǎ ǿƛƭƭ ΨǇǊƻǾŜΩ ǘƘŜ ¦ǎŜǊǎ [ƻƎƛƴ ¦ǎŜǊƴŀƳŜ ŀƴŘ tŀǎǎǿƻǊŘΦ 

a. If this login is successful it will return ŀ ά[ƛƴƪƛƴƎ !ǘǘǊƛōǳǘŜέ ǾŀƭǳŜ. 

The linking attribute will contain a value from LDAP that is unique to that user, and 

that can be used to lookup the same ǳǎŜǊ ƛƴ ǘƘŜ ά!ŎŎƻǳƴǘέ ŎƻƴƴŜŎǘƛƻƴΧ 

2. /ǊȅƻǎŜǊǾŜǊ ǿƛƭƭ ǘƘŜƴ ǎǿƛǘŎƘ ǘƻ ǘƘŜ ά!ŎŎƻǳƴǘ 5Ŝǘŀƛƭǎέ ŎƻƴƴŜŎǘƛƻƴ ŀƴŘΥ 

a. Use the configured user to gain access to the service, 

b. Perform a Directory Search based upon the ά¢Ǌŀƴǎƭŀǘƛƻƴ YŜȅέ ŀǘǘǊƛōǳǘŜ ǿƛǘƘ ǘƘŜ 

ǾŀƭǳŜ ƻŦ ǘƘŜ ά[ƛƴƪƛƴƎ !ǘǘǊƛōǳǘŜέ from step 1 above. 

c. If the lookup is successful, then return the primary & secondary email addresses 

and use these for the user in Cryoserver.  

IŜǊŜ ƛǎ ŀƴ ΨŀǳǘƘŜƴǘƛŎŀǘƛƻƴΩ [5!t /ƻƴƴŜŎǘƛƻƴΥ 
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!ƴŘ ƘŜǊŜ ƛǎ ǘƘŜ ά!ŎŎƻǳƴǘέ [5!t ŎƻƴƴŜŎǘƛƻƴ ǘƘŀǘ ƛǘ ǿƛƭƭ ƭƛƴƪ ǘƻΥ  

 

Lǘ ǿƛƭƭ ƴŜŜŘ ƛǘǎ άǘǊŀƴǎƭŀǘƛƻƴ ƪŜȅέ ŦƛŜƭŘ ǘƻ ōŜ ƳƻŘƛŦƛŜŘ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŎƘƻǎŜƴ άƭƛƴƪ ŦƛŜƭŘέ ƻƴ ǘƘŜ 

authentication side.   

 

IŜǊŜ ǘƘŜ ŘŜŦŀǳƭǘ όŦƻǊ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅύ ƻŦ ǎŀƳ!ŎŎƻǳƴǘbŀƳŜ ƛǎ ŎƘŀƴƎŜŘ ǘƻ άƻōƧŜŎǘ{L5έ ς which will 

ŎƻǊǊŜǎǇƻƴŘ ǘƻ ǘƘŜ άmsExchMasterAccountSidέ ŀǘǘǊƛōǳǘŜ ǾŀƭǳŜ ǊŜǘǳǊƴŜŘ ŦǊƻƳ ǘƘŜ authentication 

process. 

5.6.12 Testing LDAP & Address Lookups  

!ŦǘŜǊ ŎǊŜŀǘƛƴƎ ŀƴ [5!t /ƻƴƴŜŎǘƛƻƴΣ ǘƘŜ ŜŀǎƛŜǎǘ ƴŜȄǘ ǎǘŜǇ ƛǎ ǘƻ ŎƭƛŎƪ ǘƘŜ ά¢Ŝǎǘ /ƻƴƴŜŎǘƛƻƴέ ōǳǘǘƻƴΦ  

¢Ƙƛǎ ǿƛƭƭ ǾŀƭƛŘŀǘŜ ǘƘŀǘ /ǊȅƻǎŜǊǾŜǊ Ŏŀƴ ΨōƛƴŘΩ ό[5!t ǘŜǊƳ ŦƻǊ ƭƻƎƛƴύ ǘƻ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ ǳǎŜǊ ŀŎŎƻǳƴǘΦ 

There would typically be 3 outcomes: 

1. Connection works 

2. Connectivity issues to the LDAP Server.  This can cause a LONG DELAY in seeing any response 

ǘƻ ǘƘŜ ά¢Ŝǎǘ /ƻƴƴŜŎǘƛƻƴέ ōǳǘǘƻƴΦ  /ƘŜŎƪ ǘƘŀǘ ǘƘŜ SERVER & PORT and SSL/TLS protocols are 

appropriate. 

3. Configured Connection User credentials issues ς typically incorrect password.  You should 

quite quickly see a response. 

LŦ ǘƘŜ ά¢Ŝǎǘ /ƻƴƴŜŎǘƛƻƴέ ǿƻǊƪǎΣ ǘƘŜƴ ǘƘŜǊŜ ŀǊŜ ǘƘǊŜŜ ǘƘƛƴƎǎ ȅƻǳ Ŏŀƴ Řƻ ǘƻ ΨǇǊƻǾŜΩ [5!t ƛǎ ǿƻǊƪƛƴƎ ŦƻǊ 

you. 

1. ¦ǎŜ ǘƘŜ ά¢Ŝǎǘ !ŘŘǊŜǎǎ [ƻƻƪǳǇέ ōǳǘǘƻƴΦ  ¢Ƙƛǎ ŀƭƭƻǿǎ Administrators to see how Cryoserver 

ά9ȄǇŀƴŘǎέ ŀƴ ŜƳŀƛƭ ŀŘŘǊŜǎǎΦ 

2. ¦ǎŜ ǘƘŜ ά¦ǎŜǊ 5ƛǊŜŎǘƻǊȅέ ŦŜŀǘǳǊŜ ς described in the next section 
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3. Try to log-in as a user.  ¦ǎŜ ŀ ǎŜǇŀǊŀǘŜ ōǊƻǿǎŜǊ ǎŜǎǎƛƻƴ όbh¢ !bh¢I9w Ψ¢!.Ω ƛƴ ǘƘŜ ǎŀƳŜ 

browser), and try to login using your network credentials. 

bh¢9Υ /ǊȅƻǎŜǊǾŜǊ ǎǳǇǇƻǊǘǎ ώǳƴŘŜǊ ǘƘŜ ƘƻƻŘϐ ǘǿƻ ŘƛŦŦŜǊŜƴǘ [5!t !tLΩǎ ς one from Novell and the 

other is JNDI (a standard Java feature).  If you use GroupWise eDirectory, then you may get better 

results from the Novell API ς but for all other connections, the JNDI method is preferred [and is the 

default].  If you get continual LDAP errors, then ask for a Cryoserver Service Engineer to try the 

ΨƻǘƘŜǊΩ !tLΦ 

The service engineer will need to use the following command to alter this: 

# commandutils.sh setsystemconfig preferred_ldap_ method 1   

Where 1 = Novell or 2 = JNDI 

Cryoserver will need to be restarted after this change. 

5.7 User Directory  

This provides a User Account search and display facility. The search will either be against one or 

more LDAP servers, or against the local Cryoserver user database. 

 

Enter a few letters of ŀ ǳǎŜǊΩǎ name (display name or email address) ƛƴ ǘƘŜ ά{ŜŀǊŎƘ CƻǊέ ōƻȄ ς 

followed by a * wildcard and press Enter.  The system should, if LDAP is correctly configured, return 

some matching names and address details. 

LDAP / Cryoserver Realm: Whether to query the LDAP directory or the Local Cryoserver User 
database.  Typically, it would only need to search the LDAP service. 

LDAP Servers: if there are multiple LDAP connections, then only select the one(s) that you wish to 
query. 

Search For: Enter the account name that you are looking for.  Enter the * wildcard where needed ς 
typically at the end of the search name.  The system will try to find matches based on 3 LDAP 
Fields: 

 tǊƛƳŀǊȅ 9Ƴŀƛƭ !ŘŘǊŜǎǎ όǘȅǇƛŎŀƭƭȅ ǘƘŜ ΨƳŀƛƭΩ ŦƛŜƭŘύ 

 {ŜŎƻƴŘŀǊȅ 9Ƴŀƛƭ !ŘŘǊŜǎǎ όǘȅǇƛŎŀƭƭȅ ǘƘŜ Ψŀƭƛŀǎ!ŘŘǊŜǎǎŜǎΩ ŦƛŜƭŘύ 

 5ƛǎǇƭŀȅ bŀƳŜ όǘȅǇƛŎŀƭƭȅ ǘƘŜ ΨŘƛǎǇƭŀȅbŀƳŜΩ ŦƛŜƭŘύ 
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So if you search for a* the system will return ANY matches on 

 mail=a*  OR aliasAddresses=a* OR displayName =a* 

Allowed Link To: Instead of searching for an LDAP user, this lets you find users with Links. 

 Leave the Search For: blank and this field is not used.  

Enter a linked email address or just *  into this box, to list accounts with matching links. 

 {ŜŜ ǘƘŜ Ψ[ƛƴƪ !ŎŎƻǳƴǘǎΩ ǎŜŎǘƛƻƴ ŦƻǊ ŦǳǊǘƘŜǊ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ !ŎŎƻǳƴǘ [ƛƴƪƛƴƎΦ 

Additional Address: Any LDAP user account can be extended in Cryoserver with extra email 

addresses.  Use this search instead of the Search For, to locate any user accounts that have 

had added addresses. 

 See ά!ŘŘƛƴƎ !ŘŘƛǘƛƻƴŀƭ !ŘŘǊŜǎǎŜǎέ ǎŜŎǘƛƻƴ ŦƻǊ ŦǳǊǘƘŜǊ ŘŜǘŀƛƭǎΦ  

Search Filter: Filters can be used to refine LDAP searches for specific purposes.  You can create filters 

to only return User accounts or only Distribution Groups, or to remove Service accounts 

from the results. 

See ά[5!t {ŜŀǊŎƘ CƛƭǘŜǊǎέ ǎŜŎǘƛƻƴ ŦƻǊ ƳƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴΦ 

Search DNs: LŦ ǘƘŜ [5!t /ƻƴƴŜŎǘƛƻƴ Ƙŀǎ ƻƴŜ ƻǊ ƳƻǊŜ {ŜŀǊŎƘ 5bΩǎ ŘŜŦƛƴŜŘΣ ǘƘŜƴ ȅƻǳ Ŏŀƴ ƴŀǊǊƻǿ 

down your search to just one or two of these DNs. 

5.7.1 Adding Extra Addresses to a n LDAP User Account 

When a user logs in with their LDAP credentials, Cryoserver will obtain all of their various email 

addresses ς and use these for Search purposes (e.g. to search only mail sent / received by any of 

their email addresses, both old and new).  It is sometimes desirable to add extra email addresses to 

LDAP user accounts in Cryoserver, typically for one of these reasons: 

1. To give access to another users emailΥ ŜΦƎΦ ŀ ƳŀƴŀƎŜǊΩǎ ŜƳŀƛƭ ǘƻ ǘƘŜƛǊ t!Φ ώIƻǿŜǾŜǊΣ ǿŜ 

ǎǳƎƎŜǎǘ ǘƘŀǘ ȅƻǳ ǳǎŜ ǘƘŜ ΨLink AccountΩ ŦŜŀǘǳǊŜ ƛƴǎǘŜŀŘΦ 

2. ¢ƻ ƛƴŎƭǳŘŜ ŀ ǳǎŜǊΩǎ private mail (e.g. Hotmail) when they search.  This assumes that private 

Ƴŀƛƭ ƛǎ ōŜƛƴƎ ŎƻƭƭŜŎǘŜŘ ŀǎ ǿŜƭƭ ŀǎ ōǳǎƛƴŜǎǎ ƳŀƛƭΦ  /ǊȅƻǎŜǊǾŜǊΩǎ άaŀƛƭōƻȄ wŜŀŘŜǊέ ƳŀƪŜǎ ǘƘƛǎ 

possible. 

3. To cope with Import Mail, where the old email contains non-standard email address values. 

4.  For Lotus Notes / GroupWise, where secondary/alias email address data is not shared with 

the LDAP Directory. 
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Perform an LDAP Search to find the user account to which extra addresses are to be added.  The click 

ǘƘŜ ά!ŘŘ !ŘŘǊŜǎǎέ ōǳǘǘƻƴΦ  ¸ƻǳ Ŏŀƴ ŀŘŘ any text as an email address ς but it will only be of value if it 

matches a complete Sender or Recipient email address recorded in Cryoserver. 

 

End users can choose if they want to include these additional email addresses in their searches ς 

under the Preferences section, they can tick the addresses that are to be included in every search.  

The more addresses, the wider the search becomes. 

There are some limitations with this approach: 

1. [5!t ƭƻƎƛƴΩǎ are not audited ς so no audit trail is created if you add addresses relating to 
other user accounts, allowing a user to search ƻǘƘŜǊ ǳǎŜǊΩǎ ŜƳŀƛƭΦ 

2. Every search by that user will include all email addresses ς so mingling results for all 
addresses.  This can be confusing ς ŀ ǇǊŜŦŜǊǊŜŘ ƳŜǘƘƻŘ ƛǎ ǘƻ ά[ƛƴƪέ ŀŎŎƻǳƴǘǎ ƛƴǎǘŜŀŘΦ 

¢ƘŜ Ψ!ŘŘ !ŘŘǊŜǎǎΩ ŦŜŀǘǳǊŜ ŀŘŘǎ ŀ ƭƻǘ ƻŦ ŦƭŜȄƛōƛƭƛǘȅ ς but also adds responsibility on the Administrator.  

Please use it wisely. 
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5.7.2 Linking One Account to Another Account  

An alternative to extending a user account with extra email addresses, as shown earlier, is to provide 

¦ǎŜǊ !ŎŎƻǳƴǘ [ƛƴƪǎΦ  !ƴ ŀŎŎƻǳƴǘ ƭƛƴƪ ŀƭƭƻǿǎ ŀ ǳǎŜǊ ǘƻ άswitch identityέ ŦǊƻƳ ǘƘŜƛǊ ƭƻƎƛƴ ŀŎŎƻǳƴǘ ǘƻ 

another account. 

Cryoserver has had this feature for some time, based only on Primary Email Addresses ς if two or 

ƳƻǊŜ ŀŎŎƻǳƴǘǎ ƘŀǾŜ ǘƘŜ ǎŀƳŜ tǊƛƳŀǊȅ 9Ƴŀƛƭ ŀŘŘǊŜǎǎΣ ǘƘŜƴ ǘƘŜ ǳǎŜǊ Ŏŀƴ ά{ǿƛǘŎƘ LŘŜƴǘƛǘȅέ ōŜǘǿŜŜƴ 

these accounts. 

 

Account Links can be created by: 

¶ Administrators via the User Directory menu panel. 

¶ End Users via their Preferences panel.  They can allow another user to access their account. 

5.7.3 Obtaining your Local Email Domains list  

You can view the list of local email domains extracted from the results of an LDAP search. You can 

use this list to    

The Show Email Domains action button:  after an LDAP search with 

results, this action button will appear.  It displays a list of email domains extracted from the 

primary & secondary email addresses returned in the search.  These are candidate email 

ŀŘŘǊŜǎǎŜǎ ǘƻ ōŜ ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜ Ψ[ƻŎŀƭ 9Ƴŀƛƭ 5ƻƳŀƛƴǎΩ ƭƛǎǘ ς as entered either the Outbound 

Email and Alerts (section 5.2) or LDAP Servers. 

9ƴǘǊƛŜǎ ƛƴ ōƻƭŘ ŀǊŜ ƳƛǎǎƛƴƎ ŦǊƻƳ ǘƘŜ ŎǳǊǊŜƴǘ ΨƭƻŎŀƭ ŜƳŀƛƭ ŘƻƳŀƛƴǎΩ ƭƛǎǘ ƛƴ /ǊȅƻǎŜǊǾŜǊΦ tǊŜǎǎ ǘƘŜ 

button to start the process to select and add the required domains to your local 

configuration. 

 

5.7.4 User Directory Search with Dual (linked)  LDAP Connections 

In the case shown in the following picture, we see two LDAP Connections ς one is for Authentication, 

and the other is for Account details.  The Authentication LDAP connection links to the Account LDAP 

connection on msExchMasterAccountSid linking to ObjectSid.  The ObjectSID is a binary field, which 
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will result in some odd looking characters against the Username: label in the output listing of the 

Account Details LDAP server. 

 

The UI does not currently display all of the linking attribute from the Authorisation LDAP connection 

ς so if you have problems setting up Dual / Linked LDAP Connections, then you may need a separate 

LDAP Browser.  Please contact the support desk for help and guidance on this. 

5.8 Mail Collector (IMAP  or EWS) 

 

Figure 31 - Adding a Mail Collector connection 
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The mail collector is one way of getting emails into Cryoserver. It uses a Read-and-Delete routine ς 

so mail will be deleted from the selected user account.  Only the Inbox is read ς sub-folders are 

ignored. 

Lǘǎ ǇǳǊǇƻǎŜ ƛǎ ǘƻ ƻōǘŀƛƴ άWƻǳǊƴŀƭ aŀƛƭέ ŦǊƻƳ ŀ WƻǳǊƴŀƭ ¦ǎŜǊ aŀƛƭōƻȄΦ  WƻǳǊƴŀƭ aŀƛƭ ƛǎ ƴƻǊƳŀƭƭȅ ŀ ŎƻǇȅ 

of mail as it was being transported over SMTP and may include additional delivery information 

compared to the original email. 

IMAP is the default and preferred protocol.  It has been successfully used for many years.  However, 

EWS has been recently added for Exchange systems. 

Idle Alert Period setting can be used to detect if the collector stops collecting (but where emails 

from other sources continue to be received ς ƳŜŀƴƛƴƎ ǘƘŀǘ ƻǘƘŜǊ ΨŦŀƛƭ ŦƭƻǿΩ ŀƭŜǊǘǎ ǿƻǳƭŘ ƴƻǘ ōŜ 

invoked). 

With Exchange 2007+ 

¶ Journal Mail can be delivered direct to Cryoserver over SMTP, instead of to a Journal 
Mailbox.   Use this method if you prefer IMAP/EWS over SMTP for Journal Mail. 
> The ONLY benefit of Mail Collection over direct SMTP delivery is that will hold the queue of 
mail for much longer if Cryoserver is down for any reason. 

¶ You may use the EWS protocol instead of IMAP.  Some additional options will become 
available relating to a couple of strategies to delete the downloaded emails as efficiently as 
possible. Please try each of the options to see which works best after some time in your 
environment. 

¶ If using IMAP service may need to be installed and enabled for the journal account.  
Exchange no longer installs this by default. 
NOTE:   On a Paired Exchange, you would need to enable the IMAP service on the Load 
Balancer NOT on each Exchange. 

¶ ¢ƘŜ ΨSSL EnabledΩ ƻǇǘƛƻƴ ǎƘƻǳƭŘ ōŜ ǎŜƭŜŎǘŜŘ ƘŜǊŜ ς unless the default settings in the 
Exchange are changed. 

¶ The user mailbox details entered here should be one selected in the/a Journal Rule in the 
Organisation -> Hub Transport level, or in the Server -> Mail-Store level. 

With Exchange 2000 & 2003 

¶ IMAP Collection from the Journal Mailbox is the preferred method to obtain Journal mail 
ŦǊƻƳ 9ȄŎƘŀƴƎŜ нллоΦ  Lǘ ƛǎ ǘƘŜ hb[¸ ƳŜǘƘƻŘ ǘƘŀǘ 9ȄŎƘŀƴƎŜ ǎǳǇǇƻǊǘǎ ǿƛǘƘ ǘƘŜ άWƻǳǊƴŀƭ 
²ǊŀǇǇŜǊέ ǎǳǇǇƻǊǘ όǿƘƛŎƘ ƛƴŎƭǳŘŜǎ .// ǊŜŎƛǇƛŜƴǘ Řŀǘŀ ƛƴǘƻ ǘƘŜ WƻǳǊƴŀƭ ŎƻǇȅύΦ 

¶ You can enter the Exchange Mailbox Server that holds the Journal Mailbox account OR a 
front-end / CAS Exchange server. 

¶ ¸ƻǳ Ŏŀƴ ǳǎŜ ΨǇƭŀƛƴΩ ǳƴŜƴŎǊȅǇǘŜŘ ŎƻƴƴŜŎǘƛƻƴ ς but TLS encryption is preferred (else the 
account login is passed unencrypted). 

¶ NOTE:   On a Paired Exchange, you would need to enable the IMAP service on the Load 
Balancer NOT on each Exchange. 

With GroupWise 

¶ ¢Ƙƛǎ ǊŜǉǳƛǊŜǎ ŀ ǾŜǊȅ ǎǇŜŎƛŀƭ La!t ǊŜŀŘŜǊ όƪƴƻǿƴ ŀǎ ǘƘŜ ΨD/L5ŀŜƳƻƴΩ).  Do not use the Mail 
Collector specified here.  A Cryoserver engineer will need to deploy the GCIDaemin to be 
installed and configured for your site. 

With Lotus Notes 
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¶ You will probably use direct (SMTP) mail delivery, and not require this collector service. 

¶ For Direct SMTP delivery, use a Mail-In database option, but set to the email address for the 
Cryoserver. Appropriate SMTP Connector documents will be needed to route direct to the 
Cryoserver. 

With Scalix / MDaemon and others 

¶ These support BCC replication of mail (direct SMTP delivery) ς so no need for this Mail 
Collector. 

5.9 SMTP Service (optional)  

Some systems have built-in Cryoserver SMTP Email Server service. This replaces any OS Specific 

SMTP Mail server ς typically Postfix on Linux systems and Windows SMTP Service on Windows. 

This service can be installed on any Cryoserver system ς it is Java based. 

 

Once enabled, there are two aspects to configure: 

¶ The global service details ς see  
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6 Advanced Configuration  

6.1 Single Sign On (SSO) 

Single Sign On is a technique to use your current Windows domain login to access Cryoserver, 

bypassing the log-in page.  Passwords are NOT passed during SSO, but instead your current windows 

ǳǎŜǊ ΨǘƻƪŜƴΩ ƛǎ ǳǎŜŘ ŦƻǊ ǾŀƭƛŘŀǘƛƻƴ ǇǳǊǇƻǎŜǎΦ ! ǘƻƪŜƴ ƛǎ ŎƻƳǇǳǘŜŘ each time that you log-in to a 

Windows domain, so it cannot be cached and used at another time. This system only works with 

NTLM or NTLMv2 tokens ς designed to only work in Microsoft Domains. 

Furthermore, to prevent man in the middle ŀǘǘŀŎƪǎΣ ǘƘŜ ǳǎŜǊ ǘƻƪŜƴ ƛƴŎƭǳŘŜǎ ŀ ΨǎƻǳǊŎŜ ǇŎ ƛŘŜƴǘƛŦƛŜǊΩΦ  

To validate SSO, the Windows Domain Controller will check that the source of the validation request 

ό/ǊȅƻǎŜǊǾŜǊύ ƛǎ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ ǎƻǳǊŎŜ ǇŎ ŜƴŎƻŘŜŘ ƛƴǘƻ ǘƘŜ ǘƻƪŜƴ όǘƘŜ ǳǎŜǊΩǎ ǇŎύΦ  Lƴ ƻǊŘŜǊ ŦƻǊ this to 

work, the Cryoserver server needs to be registered as a Computer in the Windows Users & 

Computers list. 

 

 

Figure 32 - Enabling Single Sign On (SSO) 

  

As stated on the screen, the following tasks should be performed: 

1. First a COMPUTER account must be created in Active Directory Users and Computers. 
2. Then use the script SetComputerPass.vbs to give it a password (use the 'Download Script' 

button). 
3. Enter the domain, computer account name and password details here, and press Apply  
4. Then use the Management -> Restart -> Restart WebServer. 

The Cryoserver will then be able to create an authenticated connection to your Domain Controller, 

over which secure SSO connections may be passed. 

Further Details: 
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Your internal AD Domain: You can get this from the LDAP Base DN.  It is typically like company.local 
or company.com 

Computer Account Name: LŦ ǘƘŜ ΨŎƻƳǇǳǘŜǊΩ ŀŎŎƻǳƴǘ ƴŀƳŜ ŀŘŘŜŘ ǘƻ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ¦ǎŜǊǎ ϧ 
/ƻƳǇǳǘŜǊǎ ƛǎ ά/ǊȅƻǎŜǊǾŜǊ{{hέ ǘƘŜƴ ǘƘƛǎ ǾŀƭǳŜ ǿƛƭƭ ōŜ 

 CryoserverSSO$ 

Notice the required $ sign at the end. Active Directory adds this automatically when you 

create the account. 

Computer Account Password: A computer account cannot be assigned a password via AD Users and 
/ƻƳǇǳǘŜǊǎΦ  {ƻ ǘƻ ǎŜǘ ŀ ǇŀǎǎǿƻǊŘΣ ŘƻǿƴƭƻŀŘ ŀƴŘ Ǌǳƴ ǘƘŜ ΨSetComputerPass.vbsΩ ǎŎǊƛǇǘΦ  ¢Ƙƛǎ 
will prompt you for the computer account name, and then let you set a password.  Enter 
that same password here. 

DNS (optional): {{h ǎŜǊǾƛŎŜ ǿƛƭƭ ƭƻŎŀǘŜ ȅƻǳǊ t5/ ŀƴŘ ŀƴȅ ƻǘƘŜǊ 5/Ωǎ Ǿƛŀ 5b{Φ Lǘ ǿƛƭƭ ǾŀƭƛŘŀǘŜ ŀ ǳǎŜǊ 
against any DC that it can contact. If the Cryoserver has DNS correctly configured (so domain 
names resolve in other parts of Cryoserver configuration ς like LDAP server names and 
Outbound Email and Alerts: email server) then leave this blank.  Otherwise enter the IP 
address of an internal DNS server. 

Site Name: If your users are in a Forest of Domains, then enter the site name of the local tree of 
your domain.  Most single domain companies will not require this.  

After saving this configuration, the web server will need to be restarted to ensure that SSO starts 

being used.  To do this, navigate to the Management menu, and use the Restart menu item. 

If there are further issues with SSO, then you may need to review the logs.  There is a button here to 

do this. 

6.2 NTP Configuration  

{ƻƳŜ ŦŜŀǘǳǊŜǎ ƻŦ /ǊȅƻǎŜǊǾŜǊ ǊŜǉǳƛǊŜ ǘƘŀǘ ǘƘŜ ǎŜǊǾŜǊΩǎ ŎƭƻŎƪ ƛǎ ŎƻǊǊŜŎǘΦ  CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ wŜǘŜƴǘƛƻƴ 

Policy Deletion activity that runs each day, will not run correctly, or at all, if the server clock cannot 

be validated. 

This panel allows you to 

¶ Configure an NTP Source which can be tested 
ǊŜƎǳƭŀǊƭȅ ōȅ /ǊȅƻǎŜǊǾŜǊ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ǎŜǊǾŜǊΩǎ ŎƭƻŎƪ 
has not drifted.  If drift is detected, then alerts will be 
raised by Cryoserver. 
 

¶ Test an NTP Source to see if it is responding 
correctly.  

NOTE: This setting does NOT currently alter the 
Operating System / Hardware clock.  It only uses the NTP 
source to check if the local clock is correct or not.  The 

O/S will need to be separately configured to ensure that its clock is kept up to date. 

Recommendation: {Ŝǘ ǘƘŜ b¢t {ƻǳǊŎŜ ǘƻ ȅƻǳǊ 5ƻƳŀƛƴ /ƻƴǘǊƻƭƭŜǊΩǎ Lt ŀŘŘǊŜǎǎ ς if on a Windows 
Network. 

Figure 33 - NTP Configuration 
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6.3 Web Server Certificate  

This feature will allow either a Self Signed Certificate to be created and signed by an external CA.  Or 

a Certificate created by an external agent can be installed.   

Please see section Error! Reference source not found. for full details. 

6.4 Adv. Company Configuration  

This feature contains a wide range of occasionally used settings. 

 

 

 

Figure 34 - The Adv. Company Config page 

Document Types:  email /  im ς This extends the search screen to show either email / im (instant 
message) or both.  However, you will need an additional license to allow Cryoserver to 
process IM transcript mails ς and we recommend working with Cryoserver Support on how 
IM transcripts should be captured.  We support an agent to capture Microsoft LYNC 
messages; and the Epillio agent for IBM Sametime; and Actiance Vantage agent that can 
capture nearly all types of IM message, including Bloomberg. 

  

Default Locale: You can override the system-wide locale (language for the on-screen prompts, and 
formatting for numbers and dates).  This is typically only needed in a multi-tenant system. 

 


















































































































